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BCTYII

CrpiMkuii po3BHTOK LU(POBHX TEXHONOTIH Ta 3acobiB TeJIeKOMYHiKaLil
CTHMYJIIO€ CTBOPEHHS Pi3HOMAHITHMX METOAIB 3aXMCTY inpopmauii. Bigomo,
10 JUTA FAPAHTOBAHOTO 3aXKCTY BMICTY MOBiIOMJIEHHS iCHY€ 1Ba pi3HUX IO CY-
Ti MiAXOAM.

Mepmuit — ue GJIOKyBaHHA HECAHKIIOHOBAHOTO IOCTYMY N0 indopmanil
muIsIXoM mupyBaHHA NOBiXOMICHH:. JIns i€l METH BHKOPUCTOBYIOTECS KpHII-
TorpadiuHi MEFOAM 3aXHCTy. Y KpMOTOrpaMax, K IIPaBuio, BIJICYTHI CTPYKTY-
pa i 3aKOHOMipHOCTI, fKi BAaCTHBi BiKpuTHM TekcTaM. Tomy, mpu NPOBEICHHI
MOHITOPHHIY MepeX TeleKOMYHiKailiif, BOHH JIETKO aBTOMAaTHYHO BUIULIIOTHCA
3 ingopManiitHOro NOTOKY.

Jipyruii MiAXix NONArac B TOMY, IO NOBINOMIICHHA, AKE MEPEAAECTHCA, Ha-
MAraioThCs PUXOBATH TaK, o 6 iforo HemoxuBo Gyio 3HalTH. s mpuxo-
ByBaHHA (akTy iCHyBaHHA iHQOPMALLii 32CTOCOBYIOTECS creranorpadiqHi MeTo-
M 3aXHCTY, AKi 3HAYHO 3HWKYIOTh MOBipHICTS ii BusBieHHA. Ha BiAMiHY Bif
KPMOTOrpadiHOro 32XHCTY, KOJH B «3IOBMICHUKAY iCHYE MOXKJIMBICTh 3HANTH,
TIepeXONMTH Ta 3poOUTH CIpoby HemKu(ppyBaTH KpHITOrpamy, creranorpadiuni
METOJIH JI03BOJISIOTH BMOHTYBAaTH TepefiaBady iHdopMallilo B HEBUHHI Ha BH-
IS OCAHHSA Tak, o6 He MoXHa Oy0 HaBiTh 3aMiJO3PUTH iCHYBAHHA Iif-
TekcTy. IllaHCH 3HAMTH NPHXOBaHE IOBIAOMICHHA — HEBENHKi, ajle Ha TOH BU-
HajoK, AKIIO NOBiJOMIIEHHs BCe-TaKku Oye BUABIEHO, HOFr0 MOXHA M€ AOAAT-
KOBO 3ammdpysaTy. V [BOMy BUIAIKY cTeraHorpadis ssise coboio 6inpIn BU-
COKHIA piBeHb 3axucTy indopmalii OPIBHAHO 3 MeToaMH KpUIrTorpadii.

Creranorpadis — e MECTELTBO i Hayka OpraHi3ali 38’ 43Ky, HpH AKif Ipy-
XOBYETECS, BIIacHe, HasBHICTb CaMOTO0 3B’513KY.

B Haii6mmkgi pokH inTepec o creraHorpadii 6yne nincwmnosaruci. OcHo-
BHA MepeAyMOBa s Loro copmoBana Bxe choroAHi. Lle CTpiMKHH PO3BHUTOK
KOMIT'JOTEpPHOI Mepexi 3aralbHOro KOPHCTyBaHHs IHTEpPHET 3 TakuMH HEBUpi-
[IEHNMH i CynepeuMBUME IPOOIeMaMH, AK 3aXUCT aBTOPCHKMX MpaB, 3aXKUCT
NpaB Ha OCOGHCTY TAEMHHUINO, OPTaHi3auis eIeKTPOHHOL TOpriBIli, IPOTHIIPaBHA
HiAIBHICT XaKepiB i TEpOPHCTIB.

B 110ciGHMKy NPOBEIEHO OIVIAN CY4aCHOrO CTaHy MOPIBHAHO HOBOIO HayKO-
BOTO HANPAMKY B ramysi 3axucTy iHbopMmawii — KoMIIOTepHOT creraHorpadii.
CHCTEMATH30BaHO €Ki TEOPETHYHI MONOXEHHS 1 JOCHILKEHO NPaKTA4HI Me-



TOMHM CTETaHOTpaiyHOro 3axucTy, sKi 3'SBHIMCA B HayKoBiit niTepartypi no
2017 poky.

YV nBox mepmmx posainax poGoru TIpOBEJICHO aHalli3 iCHYIOUHX YSABJIEHB
Tpo cTeraHorpadiro Ta cTeraHorpadiuHmii aHai3. 3okpema, naHo Kiracudika-
LLi}0 CTEraHOrpadiYHIX CHCTEM Ta MOXKITHBHX aTak Ha HUX.

Y TpeThoMy pO3ZiNi CHCTeMaTH30BaHO BinOMi MiTXOTK I0 creraHorpadiu-
HOTO NpHXOBYBAaHHA B Pi3HMX TUNax iHdopManiiiHoro cepenosuma. Onucano
Bi/IOMi METOJM NPHXOBYBAHHS iH(opMaLii B TEKCTOBOMY cepenoBUmi, Yy 3ByKO-
BOMY CEpeNOBHILI, Y 300paXeHHAX i Bineo.

B ocrannix Tprox posainax po6oru HaeneHo BizoMocTi PO HOBI IIPHKIIa-
JHi HAMPSAMKH KOMIT'IOTEPHOT cTeraHorpadii, a came, IPHXOBaHi KaHATH Y KOM-
I'IOTEPHUX Mepexax, TeXHOIOril IMGPOBKX BOAAHKX 3HAKIB i IMPPOBHX Bif-
OUTKiB, AKi OCTaHHIM YacOM MaloTh yce binbIne MpakTH4He 3HAYEHHS.



PO3JLI 1 3AT' AJIBHI BLIOMOCTI ITPO CTETAHOT'PA®IIO

Hagniiiauii 3axucT indopMatii Bill HECAHKLIIOHOBAHOrO HOCTYIY € aKTyailb-
HOIO, ajle He BHPIIUEHOI0 B IIOBHOMY 00Cs3i pobieMoio. OpuH 3 NepCueKTHB-
HUX HaNpsIMKiB 3axucTy iHdopmauii chopMypas CydacHi METOIU CTeraHorpa-
Oii.
InpopManiiiHi TEXHONOTIl Han¥ ApYre IUXaHHA galifasyimii Hayni mnpo
TalfiHOIMC — cmezanozpagii. CioBo «cteranorpadisy y mepexiIajii 3 rpelbKol
o3Hauae mainonuc (GTEYAVOYPOQia @ OTEYOVOG — NMPHXOBAHMUM, TaEMHHUH +
Ypap® — nHmy; GyKBaIbHO «TAHHOIIHACY).

Creranorpadis sABnse co6O0 CyKYNHICTh METOMIB Ta 3ac06iB iXHBOI peani-

3awii, AKi 6a3yl0ThCA Ha Pi3HMX NPUHLMNAX i JO3BOJAIOTH MPUXOBYBATH CaM
daxT icHyBauHs cekpeTHol indopMmauii B ToMy abo inmoMy cepenorumii. Jlo Hel
MOXHa BIFHECTH Geaniy CeKpeTHHX 3ac06iB 3B'A3KY, TAKHX AK HEBHMMI YOPHH-
na, MikpodoTO3HIMKM, YMOBHE PO3TAlllyBaHHA 3HAKiB, TaEMHi (IPUX0-BaHi) Ka-
HaJIM, 3aco0H 3B'A3Ky 3 IUIaBAI0YHMH YaCTOTaMHy, rojiorpadifiT. A.

- HuHi po3BMBAIOTECA METOHHM KOMITIOTEPHOT creranorpadii — camocTiiHOTO
HAayKOBOTO HANPAMKY. iH(GOpMaLiHHOT Ge3MeKH, MO BUBIAE npo0ieMn CTBOPEH-
H KOMIIOHEHT MPHXOBYBaHOI iHdopMalii y BiAKPUTOMY indopma-nifiHoMy ce-
penoBHILi, ske Moxe 6yTu copmMOBaHO 069HCIIOBANLHUMY CHCTEMaMH Ta Me-
pexamu. OcoGAUBICTIO cTeranorpapiyHoro X0y € Te, WO BiH He nependa-
Yae MpAMOro OroJomeHHs GakTy iCHyBaHHA 3axuIyBaHoi iH$opmanil. Iz 06-
CTaBMHA [03BOJE B paMKax TpagMUiliHO icHylouux iHQopMauifHuX MOTOKIB
a6o iHpOpMaLiHHOTO CepeROBHINA BUDILIYBaTH IefAKi BAXUIMBI 3a1adi 3aXHCTY
indopmanii psAy MPUKIATHKX ramy3ei.

1.1 3 icTopii creranorpadii

Icropis cTeranorpadii HapaxoBY€e THCTIOPITIA [1-3]. TpuxoByBaHHs (ak-
Ty iCHYBaHHS TaEMHOTO TIOBIIOMJICHHS 3aBXAH 6yno DOULNLHUM A HOTo 3a-
XHCTY, a iCHYBaHHS Pi3HUX TeXHI4HHX, XiMITHHX, QI3UTHEX T2 IICUXONOTYHIX
METOIB TAKOrO NPHXOBYBaHHA 3a6€3MedyBao MOXIIUBICTD HOro peaiizaii.

MicueM 3apoJikeHHs cTeraHorpadii BBaxaeTscsa €rMIeT, X04a «CTeraHo-
rpadiYHMMA NOBIIOMIEHHAMIX» MOXHA Ha3BaTH i HacKeJIbHI MaJIFOHKM [IpajaB-
HiX MOACH.

Iepme 3ragyBaHHA B JiTepaTypi mpo cTeradorpairo BiXHOCHTBCS [0
naBHBOI [pelrii. ¥V Ti 9acH TEKCT HAaHOCHBCA HA JiepeB’siHi OIUEUKH, OKPHUTI




BocKoM. 3 posrosifieii I'eposioTa BiloMo: 1A TiepeaBaHHA MOBiHOMIIEHHS npo
T¢, mwo uap nepciB Kcepkcec mnanye 3axomutu I'perito, BHKOPHCTOBYBANACS
3BMYaiHA JOWEYKA i3 CEKPETHMM MOBITOMIICHHAM I mapoM BOcKy. Bapri
AowevKa 3 MOCIaHHAM Oynia Ipel’ IBJeHa SK 3arOTOBKA IS JIUCTA i He BHK/IM-
KaJia mio3pH. ,

IHmui B0 BUKOPUCTOBYBAHHIT METON MONATAB Yy TOMY, 1HO 1A Nepena-
BaHHA TAEMHOI'0 TIOCTIAHHA BHUKOPHUCTOBYBAIH IOJIOBY paba: MOCHILHOrO IOJIH-
T HaroyIo i MOBIOMJIEHHA HAHOCWIA Y BHIJIAAI TATYIOBAaHHS Ha HOTO TOJIOBY.
Ilicns Toro sk BoJIOCCS BiAPOCTANO, NOBIIOMIICHHS He MOXKHA 6ys10 BUABHTH, 2
06 HOro MPOYUTATH, KOCHTH 6YJI0 3HOBY OrONHTHCA I KOTOBCEKOTOY.

¥ Kurai mucTH nucand Ha cMyxKax IoBKy. ToMy 1714 IpUXOBYBaHHS ITOBi-
AOMJICHE CMYXKH 3 TEKCTOM JINCT2 3TOPTANKNCA B KYJIBKH, MOKPHBATHCST BOCKOM
i IOTiM KOBTANHCh IOCHILHHAMH.

TemHe cepenHBOBITYA MOPOAMNO He TLIBKM iHKBi3HIiIO. TTOCHIEHHS cTe-
KCHHA TPUBENIO 10 PO3BHTKY AK KPUNTOrpadivHmX, Tak i creraHorpaignmx
meroni. Came B cepeniHi Bikd Bnepiie 6yNo 3aCTOCOBAHO CHiTbHE BHKOpHC-
TaHHA IUGPIB i cTeranorpadiuamMx MeToxiB.

Y XV cronitti abar Tpuremis (J. Trithemio, 1462-1516), mo 3aiimaBcs
Kpunrorpagiero i creranorpadieio, onucas 6arato pisHuX MeToAIB IIPHXOBaHO-
TO NepeliaBaHHA NOBiXOMJIEHB, fAKi y 1499 poui 6ynm of'camani B KHHTY
«Steganographiay (puc. 1.1).

l'acnap Ckorr (G.Schott, 1608-1666) 3alpONOHYBaB METOJ NPHXOBYBaHHA

TIOBiAOMJIEHb Y HOTHOMY 3anmci [4], e KoxHili HoTi BimoOBizac meBHa Gykea
(puc. 1.2). Ipupoaxo, ogepxkatu 6naro3ByuHy MENOAII0 B TaKOMY BHITaaKy Oy-
JI0 BaXKO.
3 novatky XVIII CTOMTTA OCHOBHUM CLIOXHMBadeM creranorpacii crae po3sin-
Ka (a misHillie — peBoMOLiOHepH- T ANLTLHUKH). Uludp — ne Mosa po3sigHuKis:
BOHH 3a3BMYaH 3MYIIEHI BECTH CBOI TaEMHi PO3MOBH HOIIENKH. VCITix po3BiI-
HHUKA 32JI€XUTH Bill yMiHHA 3a/IMIIATHCS HENOMIYeHUM, a 3amngpoBaHi MoBi-
MOMIICHHA, 10 HAACHNAOTLCA iM Yy SBHIH (OpMi, HEraltHO TIPHBEPTAIOTH yBary
«cToponHix». ToMy, 3aMicTh 3BHUaliHIMX cIOCOBiR CEKpPETHOTO 3B 13Ky, pO3Bijl-
KOIO BUKOPHCTOBYIOTBCS HalOGLnbiI BHTOHYEHI CIOCOOH: KOAW, 10 MAIOTh BH-
TR 3BMYaHHAX BiJKPHUTHX TEKCTiB; HEBHAMMi YOPHIIA; IOCHAHHS Mikpocko-
TiYHO MaNMX pO3MIpiB Ta iH. TakuM YHHOM, 3aCTOCOBYIOTECA METOAHU MPUXOBY-
BaHHA caMOTO $aKTy BilIPpaBIEHHAA HOBiZOMJIEHHS.



Pucysok 1.1 — Kuura a6ara Tputemis «Steganographia»
(36epiraetscs B My3ei dipmu Crypto AG, IIBeiinapis)

Pucysok 1.2 — 3pa3sok creranorpamu 3a merozom I'. Cxorra (1660 p.)

11106 mMo36aBATH iHO3eMHHX PO3BiJXHHKIB MOXJIMBOCTI KOPUCTYBATUCS M-
MM METOJAMH, TIPH BiJUILIEHHAX TOMITOBOIO i TenerpadHoOro 3B’A3Ky CTBOpIO-
BaJKCA TOTYXHi QiLIbTpyBaNbHi AepXKaBHi oprasizauii, 10 3aBJaHHA IKHX BXO-
JIAIO BUSBJCHHA Ta MPUNUHEHHS TAEMHOTO JIMCTYBaHHS. IIi ¢ineTpu, mo Oe3-
TIePENIKOHO MPOMYCKATh YCi HEINKi/UTMBI TIOBiJIOMIIEHHS, SBIAIOTH OGO
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OpraHi LEH3YPU. V IEMOKDaTHIHHX KpaiHax BOHA € NOPOIKEHHAM BiliHH, a B
AMKTaTOPCHKHX — THPaHii.

Ifensypa Bene cBiii pomoBin Bin «4opHuX KabiHeriB» XVIII cronitra. Oc-
HOBHOIO 3ajaielo «OPHUX KabGiHeTiB» Gyo mepexoIuleHHs, NepocTpawis i
Remn¢pyBaHHs JIHCTyBaHHA. Kpim KpUNTOrpadis, K0 MTATy «YOpPHUX Kabide-
TiB» BXOMMIM i iHII (axiBmi, y TOMY 9HCII i XiMiKH.

Hasericts daxiBuiB-ximikip 6yna BHKTMKAHA aKTHBHIM BHKOPHCTaHHAM
TaK 3BaHUX HEBHAMMHUX JOPHII ~ JyXE NOMyNAPHOI GOPMH MaCKyBaHHS MOBi-
AomneHs. Lle BoicTHHY cTaponaBHiil Bunaxin. IDnwiit Crapimmii y ceoiif kau3i
«IIpuponHa ictopia» (I cr. 1o H. €.) posnosinae, Sk MoXHa BHKO-PHCTOBYBaTH
CiK poc/HH ciMeiicTBa MONOYaiB K CHMIATHYHI YopHmwia. Jng miel % MeTH BH-
KOPHCTOBYBAJIOCA TaKOX MOJIOKO, OLET, PPYKTOBI COKHM Ta ceya, sKi TeMHila-
I0Th NpU HarpiBaHHi. Heasaxaroun Ha nasHIo HOMYJSAPHICTh i cnabky cTiliKicTb,
TaKhH BUJ TailHOMHUCY HACTUIBKM 3pYdHHI, MO 3aCTOCOBYBABCS HaBIiTh ITiJ 9ac
II ceiToBOI BiliHu.

Hanpuknag, sxmo mma taitnonucy BHKODHCTOBYETBCA 3alli3HUIT Kymopoc,
TO TeKCT GyAe HEBMIMMMM AOTH, NOKH HOTo He 06poGATH PO3YMHOM ILiiaHaTy
Kaflifo, MCNA YOro yTBOPHTECA GepiiHchka JIa3yp — pevOBHHa, L0 Ma€ Jyxe
KpacHBUH KoIlip. MHCTENTBO BUrOTOBNEHHS TapHOTO YOpHUJIA V1A TAHONHCY
ToNArae B TOMy, 06 3HAHTH PEYOBHHY, SKa pearyBaja 6 3 MiHIMATbHOIO Kilh-
KicTio XiMiKariii (Haiikpame ume 3 OJTHUM).

IlpuknanoM BHKOPHCTAHHA CHMIATHYHOTO TaAHOINKCY MOXe CIYIYBaTH Ili-
KaBwii icTopiynwmii enizon. IToBcranumu aBopsHamu B Bopio 6yB apemrroBanuit
Ppanmckanchkuil yepHeus Bepro, mo OyB arentom kapzauHana Masapisi. ITo-
BCTai J103BOMMNM Bepro Hammcartu nmcta 3HaHOMOMY CBSLIEHHKOBI B MiCTO
Breit. Onnax Hanpukiami mporo nmcra PEIIriHOro 3MicTy 4YepHeub 3poGuB
TIPUIUCKY, Ha AKY HIXTO He 3BepHYB yBary: «Ilocxnaro Bam OYHY Mas3b; HATPITh
Helo oui i Bu Gynere kpawe 6auntiy. Tak Bin 3YMIB [IEPECIIATH HE TUILKH IpH-
XOBaHE OBIIOMIICHHSA, aie i BKa3aB CIIOCI6 HOro BusBleHHs. Y pe3yabTari 9ep-
Heups bepro 6yB BpaATOBaHMIL.

OCHOBHI TPYIHOLI IIPH 3aCTOCYBaHHI CHMNATHIHAX YOPHUI TIOB’A3aHi 3
HEMOXIIMBICTIO 3a6e3MeyeHHs WBMAKOT 0GPOBKH BETHYE3HOT KUTLKOCTI indop-
Mauii, sKy HeobXiaHO nepenaBatn. OmuH i3 criocoGis cTeradorpadyBanss iH-
$opmanii Benukoro ofcary nonsras y TOMY, IO CHENianbHUM PO3YMHOM Bif-
3Ha4anuCcs HeoOXiHi OYKBH B AKii-HEOY b razeti. V 3HuaiiHmux YMOBax Ii Bif-
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MiTKH Gynu HeBHAMMI, aite IpH 06pobui ybTpaioneToBUMK NPOMEHAMH BOHK
nounHanu pocopeHIiroBaTH.

Jins 6opoTs6u 3 TaitHomucoM mia gac II cBiToBOI BilHH aMepUKaHCBKi LEH-
30pH «CMYTYBaJIN» JIHCTH 3 METOIO BHABHTH HAABHICT Y HUX HEBHIMMOIO 0p-
swia [3]. JIaGopaHT BOIMB IO JHCTY NEKLTbKOMA IUITKaMH, 3aKpilUICHUMH B
OJHOMY 3aTHCKadi i 3MOYEHHMH B PO3UMHAX Pi3HUX npossHUKIB. 1{i MposBHUKK
MaUiIH pi3Hi BAACTHBOCTI i pearyBaid HaBiTh Ha BUAUICHHA JEOJMHY, TaK IO mic-
N4 06po6KM Ha mamnepi 3’ ABIATHC BiAGHTKA nafsIiB i kpamwti nory. Jluctu ta-
KOX TEDOXOMIIIM TIEpeBipKy B iH(ppaTepBOHUX i yAETpadhioNneToBUX MPOMEHAX.
Hanpukias, HanucaHuii KPOXMAJeM TEKCT, HEBHIUMHH NP CHHOMY abo ene-
KTPHYHOMY CBiTJIi, IOYMHAB CBITMTHCS Iij BILIABOM yistpadionery. Iadpave-
PBOHi NIPOMEH] JOTIOMArajii po3pi3HATH KONBOPH, gKki He MoxHa Gyno pospis-
HHUTH NpY 3BHYAHOMY OCBIiTIECHHI, HaNpPHUKIaN 3eyieHi HAIMCH Ha 3eNeHil no-
LITOBIi Mapui.

[Hmi DOmMupeHi METOMM KIACHYHOI CTeFaHorpadii BUKOPUCTOBYBAIH He-
3HaYHi PO3XOMKEHHA B HANMCaHHI PYKOMHCHMX CHMMBOJIiB, MaleHbKi IPOKOIH
[eBHUX HAAPYKOBAHMX CMMBOIIB i Ge3nid iHmMX cnOCODiB NPUXOBYBAHHA ic-
THHHOTO 3MIiCTY TAEMHOTO TOBiIOMICHHSA Y BIAKPHTOMY JMCTYBaHHi.

Jins npuxaany, y XVII croniTri cep [hioH TpeBeHioH, MO OUiKyBaB HEMH-
Hy4Ol CTPATH Bif pyK NMpHXHAbHUKIB KpoMBelisi, OepXaB JINCTa, akuii 6yB pe-
TebHO BHBYCHMI! TIOPEMHHMKaMH, NiepLI HDK Horo niepepany TpeBeHiony B py-
ku1. TIpouMTaBIIM B LBOMY JMCTi KOXHY TpeTio OykBy TiCAs KOKHOrO po3fino-
BOFO 3HAKa, BiH AOBiJABCA, WO «Y CXiAHIM CTiHI KArUMLi BiXKPHBAETECA ONHA
nasensy. [Tix 9ac Bewipui TpeBeHiOH YTiK.

THmmi npuksan. Y nepiox II cpitoBoi BifiHu nonoHeHi HiMensKi odinepu-
T1i GBOJHMKH Y CBOIX JIMCTaX KOAOMY NOCHIANH TAEMHI [OBIIOMICHHS, pobisran
HEBEJIMKI TPOITYCKHM IHC/IA KOXHOI 3HaYMMOL 6yxBu. OuH IVUIBHUMA aHIJIIACEH-
KHil LeH30p MOMITHB, WO L MaJleHbKi MPOIYCKH TPAILIAIOTECA B HAHHEMPHPO/-
HIMMX MiCUAX, HAaBiTh y CepeAuHi CIUTaAiB. BHABUIOCS, IO Y CBOIX MPHXOBA-
HEX MOCAAHHAX HiMII HOBiIOMIIAIM IIPO TAKTMKY, AKa 3aCTOCOBYBAIIACA aHIJIO-
aMEpHKAHCHKMMH COIO3HMKAaMH B 60pOTH0i 3 HIMEHBKUMH NiIBOAHUMM JOBHA-~
MH, @ TAKOX IPO iXHi TEXHIYHi HENIOMIKH.

I3 THM, K DOJIITYBATHCA METO/M BISBICHHA [T0BiIOMIIEHb, PO3pobmHca i
HOBi TEXHOJIOT], IO MOIJIM NepeaasaTy Gibie iHpopMalil i Bakye BUABIIAIAC.
Hanpuiiaj, y BOEHHI 4acH IeH3ypa BXHBAJIA Ha3BHYAHHIX 3axopis i 3a6opo-
HSUIA TIOCTAYaHHA BENMKHX NapTill KBiTiB, MyGiKalilo KPOCBOP/IB i MPUBATHUX
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OroJIOMeHb, B6aYaloul B HUX 3aCO0M IePelaBaHHA CEKPETHHX MOBIIOMIEHS.
Lensopu nifinuii HaBiTh o0 Toro, mo TEpENuCyBai JIMCTH, NepedpasoByBany
TEKCT I IEPEKNIEIOBATH Ha KOHBEPTAX MapkH, OyJIH HaBiTh CkacoBaHi MAxoBi Ma-
T4i 32 IOTIOMOTOIO JIMCTYBAaHHA. 3 JIHCTIB BUMa3syBalld HaBiTh KPOCBOPAH, TOMY
1O B IEH30piB GpaKyBalo Yacy posraayBaTH ix, o6 TIEPEBIPUTH, YU HE MiCTATH
BOHH TAEMHHX N0C/IaHb. 3 OIITOBHX BiANpaBIeHs BITYJaIHCs [a3eTHi BUPI3KH,
TOMY IO BOHHM MOIJIM MICTHTH CeKpeTHMit Tekct. He no3Bomsmiocs NepeCWIaTH
TOWTOM0 Tabeni ycnimHocTi yuHiB. OmuH pa3 y HBIO-HOPKCEKOMY LICH3YPHOMY
BULADIEHHI TepeBeNy BCi CTPUIKM B NpU3HAaYeHid uia BiIIpaBIIeHHs NapTii ro-
AMHHUKIB, IOGOIOKOTHCE, IO IXHE TONOXKEHHA MOXE MICTUTH B COBi SKech MOBi-
JOMJICHHS.

OcobnuBe Micue B icTopii cteraHorpadii 3aiimarots dororpadiuni mikpo-
kpanku. Cyte inei Taka: doTorpadis possixyBarbHOrO MOBiIOMIEHHS CTHCKY-
Bajlacd 10 po3Mipy KpalK¥ i HaKmeloBanacs B TEKCTi AKOro-uebynp HEBHHHOIO
JACTA 3aMiCTh YOPHWIBHOI Kpamku. Y Po3BinyBanbHOMY LEHTPi doTorpadito-
MIKpOKpaIIKy 3GiibIIyBATIH i OTPHMYBAJIM AOHECEHHS BiJ CBOrO areHTa. 3aBaa-
Ki i#l TEXHONOTI{ CTaNo MOXUTMBUM NPHXOBaHe HepeAaBaHHA BEIMKUX 00CATiB
HaHMX, BKIIOYHO i Kpecnenns ta pororpadii. Inoxi B OIHOMY JIUCTI 6yio xo 20
MiKpOKpaIoK.

AKXTHBHE BHKOPHCTaHHS MiKpOKpamox daxiBuamu HiMenpKoi po3BinKM TO-
Tajlocs Hesanosro Ao II cBitosoi Biitau # ycnimmo 3acTocoByBanocs MPaKTHIHO
Ao ii 3akiHyeHns. Jlume B ceprmi 1941 p. ogun J1a60paHT yrepiie panToBO Ho-
MITHB ciiabKe CBiTiHHS Ha MOBEpXHi KOHBEPTA, 3HAUNECHOTO Y JIOAMHH, AKY IIi-
AO3pIOBAJIM B 3B’43KaX 3 HIMELLKOIO PO3BiaKol0. Y pesynbrati Oyna BusBneHa
nepmia MIKPOKpAnka, 3aMacKOBaHAa INJl PO3AUIOBHH 3HAK MANIMHONHCHOIO
mpudty. Halinepma 3 BusBIeHUX MIKPOKpanok MiCTHIa PO3TOPAIKEHHA Hi-
MELBKOMY areHTOBi 3’AcyBatH, «fe B CILA 3iiCHIOIOTECS YPaHoBi BUIIpOGY-
BaHH®. V Takui Xe CNoci6 depe3 okeaH Tepenpapismcs BKpaJeHi TeXHIYHi
KpeCJIE€HHA Ta CXEMH.

MiKpOKpanku J03BOMMIH HIMIIM BUDIWIMTH NpoGIeMy HepeaBaHHS BeH-
Koi kinbkocTi indopmauii. Jupextop OBP Enrap 'ysep HaseaB mikpoxpamku
«B0POICUM ULEOLBPOM WNUZYHCMBAY.

OCHOBHHM BH3HAYaALHMM MOMEHTOM y creraHorpadii € creranorpadiane
nepeTBopeHHa. JloHenaBHa cTeraHorpadis Ak Hayka, B OCHOBHOMY, BHBYaia
OKpeMi MEeTOI¥ MPHXOBYBaHHS iHMOPMALi i COCO6H IXHBO] TeXHITHOT pearni-
3auii. Po3maiTicTs npunnMIiB, 3aKnaneHnX y creranorpaivHuX MeTOAax, Bla-
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CHe KaXydH, TalbMyBajla PO3BHTOK CTeraHorpadii sk OkpeMoi HayKoBOI Juc-
IMIUTiHK i He O03BOJILIA ifl CPOPMYBATHCA Y BUIVIAL AEAKOI HAyKH 3i CBOIMH
TEOPETUIHUMH TIOJIOKECHHAMH i €IMHOI0 KOHUEITYalIbHOI0 CHCTEMOIO, ska 3a-
Geaneunna 6 GopMaibHe OfEpKaHHA AKICHMX Ta KiTBKiCHHX OLIHOK CTEraHo-
MeToxiB. Y IbOMY iCTOpis PO3BUTKY cTeranorpadii pisko BiApi3HAETECA Bill pO3-
BUTKY KpunTorpadii.

Ho xinm XIX ctomnitTs crerasorpadis i kpunrorpadis po3suBaIHCA B paM-
Kax e€fuHoi HayK npo TaiHonuc. ITicns popmysroBaHHs roJulaHACEKAM odine-
pom KipxropcoM (4. Kerckhoffs) 3HaMeHHTOTO MpaBWiIa MPO T€, IO CTIMKiCTD
KpHOTOTpadiyHOro AIropHTMy IOBHHHA BHM3HAYATHCA BHKIIOYHO CTilKiCTIO
Kmoua, KpunTorpadis, sk okpeMa Hayka, BiZlOKDEMUNIACA Bil cteranorpadii. 3a
OCTaHHI IECATHIITTA KPHIITOJOTIA i3 CYKYIHOCTi CHeliafbHuX METONIB meperT-
BOpMJACA Ha HAYKOMICTKY NMCLMIUIIHY, sika 6a3yeTbCs Ha ($yHIaMEHTAIBHAX
JOCHIPKEHHAX 3 Teopil HMOBIPHOCT], MATEMATHYHOI CTATUCTHKH, YHCel, ared-
paiuHuX MOJiB, IO JO3BOJNMIO i BUPIHTH PAX BAXIMBHX I NPaKTHIHOro
3acTocyBaHHA 3agay. Hanpuxiag, BH3HAUCHHA cTilikocTi 3amuppoBaHUX NMOBi-
JOMJIEHb CFOCOBHO MOXUIMBHX 3ac00iB KPHIITOAHANI3Y, @ TAKOX LiMuii psx ib-
LIMX 3a8a4, PillICHHS AKUX JO3BONSE ONEPXKYBATH IOCHTB YiTKi KUIBKICHI Xapak-
TepUCTHKH 3ac06iB KpHITOFpadiuHOro 3axucty indopmarii.

B ocHoBi 6ararpoX MiAXO/iB AO BUpillEHHA 3afa4 creraHorpadii nexurs
3araneHa 3 Kpunrorpadicio MmeroawdyHa 6a3a, 3awnazesa K. IllenoHom
(C. E. Shannon) y Teopii Taitnonucy [5]. OaHax norenep TeOpeTHIHI OCHOBH
creragorpadii 3aNMIIAIOTECA NIPAKTHIHO HEONPALOBAaHUMH.

1.2 Creranorpadis cboroaHi

IuTepec, MO CHOCTEPIracThcs B HAIN Yac, O cTeraHorpagii ax CYKYIIHOCT1
METOiB NPUXOBYBaHHA iHQopMalii BHHHK 3aBISKM IHTCHCHBHOMY BIPOBa-
JOKEHHIO Ta 3HAYHOMY MONIMPEHHIO 3ac0GiB 0GUMCMIOBANBHOI TEXHIKM B YCi
chepr ALUILHOCTI JIOXHHH. Y paMKaX OGYHMCIMOBAIPHHX MEPEX BUHHMKIH HO-
CHTH IMPOKi MOMUTMBOCTI 3 ONIEPATHBHOro oGMiHy pizHolo iH(opMmaLicio y Bu-
DAL TEKCTiB, DPOrpaM, 3BYKY, 300paxeHb MK Oy/b-AKMMH y4YaCHUKaMU Me-
PEXHUX CeaHCIB He3aIeXHO Bill iXHBOTO TepUTOpiabHOrO posMimeHHs. e no-
3BOJIf€ AKTHUBHO 3aCTOCOBYBATH BCi MepeBary, IO iX JAlOTh CTeraHorpadiyHi
METOAH 3aXHCTY.




Creranorpagivni METOAH 3HAXOMATH yce Oinblue 3acrocyBaHHA B 060pos-
Hiil 1 KomepuiiHili cdepax AiAMBHOCTI 3aBIIKH IXHIM Jerkiik ajanrauii npa Bu-
pilieHHi 3ana4 3axucty indopmauii, a Takox BiICYTHOCTi ABHO BHpaXEHHX
O3HAK 3aCO0IB 3aXHCTY, BUKOPHCTAHHA AKHX MOXKE Oyt obMexeHe abo 3a60-
POHEHe (5K, HANPHKIIAJ, KpUITOTrpadiTHUX 32c06iB 3aXHUCTY).

Croromni creraHorpadiuni TexHonOrii aKTHBHO BHKOPHCTOBYIOTBCA JUIA
BUDILIEHHS TaKMX OCHOBHHX 3a/134;

= 3aXHCTy KoH}iaeHNiliHOT indopManii Bin HecaHKIIOHOBaHOTO JocTymy;

— 3aXHCTy aBTOPCBKMX NPaB Ha JeAKi BU/M {HTENEKTyanbHOT BIACHOCTI;

— NONONaHHA CHCTEM MOHITOPHHIY i KepyBaHHA MEPEXHHMH PeCypcaMu;

— KaMy(IsDKy MPOrpaMHOro 3a6e3neueHns;

— CTBOPEHHA NIPUXOBAHMX Bijl 3aKOHHOTO KOPHCTYBA4a KaHAJIIB BHTOKY 9yT-
JiBoi iHpopMaii .

Bukopucrauns creranorpadiunnx cucreM € HaBGLIbLI edeKTHBHUM npH
BHDILEHH] NpobieMu 3axucmy Kongidenyitinoi ingpopmayii. Tak, HalpUKiaj,
TUIbKM OJHA CeKyHJAa OLM(ppPOBAHOro 3BYKY 3 YacCTOTOIO IHMCKpeTH3amii
44100 T'u i piBneMm Bitiky 8 Giris y CTepeOpe)XHMi 103BOJIAE MPHXOBATH 3a pa-
XYHOK 3aMiHM MONOAMMX PO3pANIB Ha NPHXOBYBAaHE IOBIAOMJICHHA GIH3BKO
10 K6aiit inpopmanii. Ilpu upoMy 3MiHa 3HaueHb BILTIKIB CTAHORHTS MeHLIE
1%. Taka 3MiHa NPaKTHYHO HE BUABJIAETHLCS OpH NPOCHYXOBYBaHHi (aiury 6ine-
wictio mogei. MpuxoByBaHHA BIPOBAa/KYBaHUX NaHMX, AKi y Ginsmrocti Bu-
TaJIKiB MAOTk BENMKHIT 0GCAT, BHCYBae Cepiio3Hi BUMOTH 10 KOHTEHHepa: pos-
Mip KoHTeliHepa B JeKinbka pasis TIOBHHEH INEPEBUINYBATH PO3MIP aHKX, 1O
BOYIOBYIOTBCA.

Kpim npuxoBatoro nepenaBanms TMOBiAOMJIEHD, cTeraHorpadis € ogHEM i3
HaNEepCIEKTUBHIIIX HAMPAMKIB UIA aBTeHTH(iKaLii i MapKyBaHHA aBTOPCh-
KOI NpOAyKUii 3 METOI0 3aXHCTy aBTOPCHKHX TipaB Ha uMdpoBi 06’ekTH Bix mi-
parcekoro komitoBanHs. Ha komm’lotepmi rpadiuni 306paxenns, aymio-
TIPOAYKILi1O, JTiTepaTypHi TBOpH (NporpamMu B TOMY YHCII) HAHOCHTLCA CITeIli-
abHA MiTKa, N0 3AMHINAETHCS HEBUAHUMOIO IS 049ei, aje po3mi3HAEThCA Crieli-
IbHUM NPOrpaMHKM 3abe3nedeHnsaM. MiTka MicTuTh npuxoBaHy iHdopMalliro,
IO MiATBEpIXYe aBTOPCTBO. IIpHXoBana indopmanis moxnukana 3aGesnequTy
3aXHCT IHTENEKTyabHOI BIIacHOCTI. Sk BIPOBajLKyBaHy iH(opManito MoxxHa
BHKOPHCTOBYBATH JIaHi IPO aBTOPA, JaTy i Micle CTBOPEHHS TBOPY, HOMEPH J0-
KYMEHTIB, IO MiATBEPIKYIOTE aBTOPCTBO, Iaty mpiopurety i T. n. Taki creui-
albHi BilOMOCTI MOXYTh BUKOPHCTOBYBATHCS 5K JOKA3K TIPH PO3MIIAAi criopis
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TpO aBTOPCHKe MPaBo ab0 A 0Ka3y HENEralbHOro Kormirosanus. Uu Tpe6a ro-
BOPMTH, SKE Ie Ma€ 3HAYCHHA IPHU TOMY MIMPOKOMY 3MoAiHCTE, Mo BiAOyBa-
eTses B IHTepHeTi. OCHOBHI BHMOTH, AKi BUCYBAIOTBCA /10 urpoBHX BOATHHX
3HAKiB, € HaAMHICTh i CTIMKICTb MO MEpeKpyyBaHb. Ludposi BOAAHI 3HAKH
MAIOTh HEBEJIHKHIA 06CAT, Of(HAK, BPAXOBYIOYM 3a3HAYEHi BHINE BUMOTH, Ui iX-
HbOrO BOYAOBYBaHHS BUKOPHCTOBYIOTBCS GUIBII CKJIaAHi METO/H, HiX A BOY-
AOBYBAHHS MPOCTO I10BiTOMJIEHb. BiTbIN NOKIANHO MUTaHHA, OB’ A3aHi 3 3aXu-
CTOM aBTOPCHKHX TPaB Ha LUQPOBi 06’€KkTH, GYAYTH PO3LIAHYTI B po3dinax 5 i
6, ie MOBa HTHME TIpo LUPPOB BOIIHI 3HAKY i mudpoBi BiOHTKH NANbIA.

SIk i Gyap-sKi iHIHI IHCTPYMEHTH, crerasorpadigi MeToH MOTPebYIOTE 10
ce6e HO6AIMBOTO CTAaBACHHA, TOMY IO BOHH MOXYTh OyTH BUKOPHUCTaHi K 3
METOIO 3aXHCTY, TaK i B IPOTH3AKOHHMX UULIX.

Hanpuxnaaz, Hanpukisni 2001 poxy Hif MAIBHOIO YBarolo Npeck BUABIIH-
¢l ZOJATKOBi BIAOMOCTI MpO Te, 10 O/IUH 3 HaifHeGe3aneTHimmX TEpPOPUCTIB CBi-
1y Ycama 6en JlageH i wieHn HOTo YrpyNoBaHHs MHPOKO BHKOPUCTOBYIOTE MC-
pexy IHTepHeT ANA IiepeAaBaHHsA [OBiOMAEHD 3 OpraHizallii TepOPHCTHIHMX
akuiii. TIpH 1bOMY 3JMOYMHI{ BHKOPHCTOBYIOTH HOBITHI HAOCATHEHHS CTEraHo-
rpadii A nepeAaBaHHs] NOBIXOMICHb UEPE3 YaTH Ta eNEKTPOHHI JIOMIKY Oro-
omesb. PosmizHaTH MOAIGHY iH(pOpMaIiio B 3aranbHOMY NOTOLI HOBiIOMJIEHb
IPaKTHYHO HEMOXUIMBO HE TUIBKH Hepe3 ixnili He3HauHHUi 0GCAT B 3araibHil
Maci, ajie i uepe3 BUTOHYCHICTh CIIOCO0IB, BUKOPHCTOBYBaHMX NPH NPHXOBY-
BagHi MX NOBiAOMJCHS, YPAAN ASAKHX KpaiH Y)KMBAIOTE 3aX0/H 3 METOIO IIpH-
GOpKaHHsA TaKoi ITOTPO3H, HaMaralo4kch BBECTH o6MeXeHHs Ha NOHIMPCHHA
IIpOrpaM, ToB’13aHUX i3 KpUNTOrpapivHUMH Ta crerasorpadivHHMH METOAMH.
Opuak creragorpadivHi METOAH YCHIIGHO 33aCTOCOBYIOTHCA LA npomuoii cuc-
memam MOHImopurzy 1 KepYBaHHA MEPEXHHMHU DECYpcami IpOMMCIOBOTO
[IAKIYHCTBA. 3 IXHBOIO JIOTIOMOTOK0 MOXHA MPOTHCTOATH crpo6aM KOHTPOJIO
Hajl iHpOPMALiHHIM IPOCTOPOM I YaC MPOXOKEHHA indopmanii uepes cep-
BEpU KepyBaHH JIOKABHUX a60 rI00abHIX 06YHCHOBATLHIX MEPEX.

Hepizxo Metony cTeraHorpadii BAKOPHCTOBYIOTh /UiA KaMmynio8anus npo-
zpammozo 3abe3neyennsn. Y THX BANARKAX, KOJIM BUKOPUCTAHHA MPOTpaM Hesa-
PEECTPOBaHMMH KOPHCTYBAa4YaMH € HebGaxaHuM, BOHO Moxe 6yTH 3aKkaMydbo-
BaHe MiJ CTAHAAPTHi yHiBepCalbHi IPOrpaMHi NPOXYKTU (HANpHUKIaf, TEKCTOBI
peaaktopu) abo npuxosaHe y daiinax MyJbTEMENIA (HArpUKIa, Y 3ByKOBOMY
CYNPOBOZ KOMIT JOTEPHHX irop).
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ASI<STO1

I, Hapewri, creranorpadiyHuil migxin BUKOPHCTOBYETHCA NP CTBOpPEHHi
MPHXOBAaHOTO KaHATy BUTOKY MYTIHBOI iHGopMaLii BiJl CAHKI[IOHOBAHHX KOPH-

cTyBayiB. JleaKi MPUKIA/IM CTBOPEHHS MPUXOBAHMX KAHAJIB 6yayTh pO3TIAHYTI
B po30ini 4.

1.3 Knacndikanis creranorpadiunux meroais

B cyvachilt creranorpadii, B wminoMy, MoxHa BUEiITHTH Taki HanpsIMKH:
TEXHOJIOTiqHY CTeraHorpadiro i inpopMmaiitty creranorpadito (puc. 1.3).

|l CTETAHOTI'PA®IS II

TEXHOJIOITYHA [HPOPMAIIIMHA
Ximiuni Dizuani Jlinrsicruvni Komn’mepm_)}‘
creranorpadii
Opraniusi I Taitruku -~ VMOBHHMIE IHMCT — HP“"OB{'BaHH’I iH-
™ peuoBunH tbopmanii
P I~ Mixpokpanku  — Cemarpamu )
I — | Kancygn — IlpuxoBani kaHaH
XiMikaumii amy — ITudposi BinGuTku
Tonorpamu — Iudposi Boasui
3HAKH

Pucynok 1.3 — Knacuoikanis Merozis crerasorpadiusoro saxucry

Mo MeToziB TexHONOTiUHOI cTeraHorpadii BiMHOCATBCA METOAH, O 6a3y-
I0TBCS Ha BUKOPHCTaHHi XiMi9HMX a60 Gi3MYHIX BlacTHBOCTEH Pi3HMX MaTepi-
aILHHUX HOCIiB indopMaii.

XimiqHi MeToau creraHorpadii 3BOAATECA Maibke BHHATKOBO IO 3acTocy-
BaHHJ HEBUIUMHUX J0pHWI. HeBunumi 9opruna GyBaroTs 1BOX BUAIB: OpraHiuHi
pizunm i cummatHaHi XiMikanii. Tlepmi, 5o sKux BigHOCATHCS ceda, MOJIOKO,
OLleT i PPYKTOBi COKH, CTAIOTh BUAMMHMH B PE3yIIBTATI HE3HAYHOTO HarpiBaH-
Hi. CHMNaTHYHI YOpHUIA — 1ie XiMi9Hi po3anHH, Ge36apBHi micas BHCHXaHHS,
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aJie TaKi, 1O YTBOPIOIOTh BUIMMI COJYKH MicIA 06po6kH iHIMMK XiMiKallisMH
(peareHTaMH).

Jlo disraHMX MeTOAIB MOXKHA BillHECTH MiKPOKpAIKH, Pi3HOTO BHIY CXO-
BaHKH i MeTomu xaMydsoky. Huni ¢isiaHi METOM CTaHOBIATE IHTEpEC B ramy-
31 JOCIi/DKEHHs PI3HUX HOCIB iHOpMaIlil 3 METOIO 3aNUCy Ha HUX JAHKX, siKi 6
He BHUSBJISUNICSA 3BMYAMHUMH MeTOJaMH 34uTyBaHHA. OcobnyBuii inTepec BUAB-
JNAETHCA 10 CTAHAAPTHUX HOCiiB indopMauii 3aco6iB 06UHCIIOBANBLHOT, ayAio- i
BizeoTexHikn. KpiM 1b0ro, 3°sBUBCA UUTHI PSA HOBHMX TEXHOJOTIH, siki Ga3y-
JOTbCA Ha TPaAHMUilHii cTeraHorpadii, BAKOPHCTOBYIOTh OCTaHHI JOCATHEHHS
MiKpOEAEKTPOHIKH (TONIOrpaMHy, KiHeTpaMu).

o indopMmaniiinoi creraHorpadii MoXHa BiTHECTH METOAM JiHIBICTHYHOI i
KOMII'FOTEPHOI cTeraHorpadii.

JliHrBicTiYHi MeTOOM creraHorpadii NOALTAOTECA HA ABi OCHOBHI KaTero-
pii: YMOBHUI1 JIUCT i ceMarpamu.

ICHYXOTB TPH BHAM YMOBHOTO JIMCTa: XaproHHHMI KOH, MycTkoBUM mu¢p i
reoMeTpUYHa CHCTEMA.

V XaproHHOMY KOji 30BHi HEBHHHE CJIOBO MA€ 30BCIM iHIIE pearbHe 3Ha-
YeHHS, @ TEKCT CKIAAACTLCA TakK, 00 BUTAANATH AKOMOra Ginbil 6e3HEBHHHO i
npasonofi6uo. CroyaTky BiH MOXe MICTHTH JIHINE 3raXyBaHHs PO 0GOMib-
HO BigoMi mogil # oci6: « BigBigas JroauHy, 3 K00 BH 06inanmu Ha MEUHYJIOMY
TEIDKHI», a Jaii MOXe HTH Bifpi30K TEKCTY, 3po3yMinuii TUIbKK anpecarosi. Ha-
NpHKAak, OAMH 30YUHELb NOBiIOMIIAE MpO apewT iHmoro: «Lld moxuHa no-
Tpammia X0 JiKapHi», Je 3aMiCTh CI0Ba «B’A3HHULA» BUKOPUCTOBYETECA CIIOBO
WIKapHD.

THIIMM BHAOM YMOBHOTO JIMCTa € mycTKoBuil mudp. [Ipu Horo 3acrocyBaH-
Hi B TEeKCTi MalOTh 3HAYEHH JMIIe Aeaki neBHi Oykeu abo cnosa. Hanpuxiag,
YUTAEThCA KOXKHE I ATe CJI0BO afo mepma GykBa KOXHOIO CJOBA, Y TOM Yac JK
BCi iHmn Gykeu abo CiOBa CIyXaTh Y poJli «IyCTKOBUX» LA NIPUXOBAHHA 3HA-
gpmoro Tekcty. IlycrkoBi mudpH 3BMYaiiHO BUITIAAAIOTH € OLIBII IITYYHO,
HIX )XaproHBWH KOA.

TpeTimM BUAOM YMOBHOrO JIMCTa € reoMeTpuaHa dpopma. Ilpu ii 3acTocyBan-
Hi CAOBA, 1O MAIOTh 3HAYECHH, PO3TAIOBYIOTECS HA CTOPIHII Y NEBHMX MiCILIX
ab0 B TOUKaX MepecikaHHA reoMeTpH4HOI QirypH 3a1aHoro po3mipy.

JIpyry KaTeropito JiHrBiCTHYHHX METOIIB CTAHOBJIAThL CEMArpaMH — TAEMHI
[OBIZOMJICHHS, Y AKMX MM(POHIO3HAYEHHS — L€ Oyab-AKi CUMBOJIH, KpiM OYKB i
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ungp. Lli nosimomeHHs MoxyTs 6yTH nepenani, HalnpuKjIaf, y MaJBOHKY, IO
MICTHTE Kpalk¥ i THpe U1 YNTaHHs 3a KooM Mopse.

Creranorpadiuni Meroau B cBoiii npoekwuii Ha iHCTpyMeHTapiii Ta cepeno-
BHIIE, AKE Peali3yeThcs Ha OCHOBI KOMIT'IOTEPHOI TEXHIKH i MPOrpaMHoOro 3a-
Ge3neueHHs B paMKaX OKPEMHX OGUYHCIIOBATBHMX 260 KEPYBAILHUX CHCTEM,
KOPIOPAaTHBHUX a60 IMOGANbHUX OGYHCIOBATLHIX MEpEeX, CTRHOBIATH npen-
MET BHBYCHHA NOPIBHAHO HOBOTO HayKOBOTO HampAMKY iHdopMauiiiHoi Gesre-
KiL — KomMn'1omepnoi cmezanozpaghii [6,7].

Y paMKax KOMI'IOTepHOi cTeraHorpadii po3rAAAAIOTHCS MATaHHS,
TOB’A3aHi 3 IPHXOBYBAHHAM iHpOpMaLii, mo 36epiracTbcs Ha HOCIAX a6o nepe-
A3ETECA MEPEXAMU TEICKOMYHIKallid, 3 OpraHi3aui€lo MpUXOBaHHX KaHAIIB y
KOMIT'FOTEPHHMX CHCTEMaX i Mepexax, a TAKOX 3 TeXHOJOTiIMH nu$poBUX Bo-
ASHUX 3HaKiB i BIIOWTKA nansmy.

IcHYI0TH TIEBHI BiAMIHHOCTI MiX TeXHOMOTiAMHU UH(pPOBHX BOAAHUX 3HAKIB i
BIAGHMTKA Manblld, 3 OQHOro 60Ky, i BlacHe CTeraHorpagpiYHAMH TEXHOJIOTiIAMHA
TNIPUXOBYBaHHA CEKpeTHOT iH(popMauii /14 il HacTynHOro nepefaBaHHs abo 36e-
pexenHs. HalironoBHima siaMiHHICTE — e Te, MO mMdPOBi BoAAHI 3HAKH i Biz-
OMTKH MalOTb Ha METi 3aXHCT CaMOro uudposoro 06’ekra (mporpamu, 306pa-
KEHHS, My3HYHOTO (haiity i iH.), KyAH BOHHM BIIPOBAmKYIOTECH, i 3abe3neqyioTs
JI0Ka3 IIPaB BJIACHOCTI Ha AaHMii 06’ €KT.

Ipu BHKOpPHCTaHH] MeTOAIB KOMIT’IOTEPHOT creranorpadii NoBHHHI Bpaxo-
BYBaTHCA TaKi YMOBH:

— MPOTUBHHK MOX€ MaTH NOBHE YABJICHHA NP0 CTeraHorpaiuxy cuctemy i
Aetari ii peanizauil. €auna iHGopMaNis, sKa MOBHHHA 3aTHIIATHCA HoMy HeBi-
AOMOI0, — L€ KIII0Y, 32 IONOMOTOI0 AKOTO MOXHA BCTAHOBHTH (akT MPHCYTHOC-
Ti IPUXOBAHOTO MOBIXOMIIEHH i HOTO 3MiCT;

— JIKIIO MPOTHBHHKOBI SKMMOCH YHHOM BJANOCH AOBIHAaTHCA TIPO dakr ic-
HyBaHHJ MPHXOBAHOTO NMOBiJOMIEHHSA, TO e HE TOBUHHO J03BOJUTH HOMY BH-
TATTH NOAIGHI NOBITOMIIEHHA 3 IHINMX CTEraHOTPaM AOTH, XOKH KIHOY 36epira-
€ThCH B TAEMHHMLI;

— NOTEHUIHHUI NPOTHBHUK MOBUHEH 6yTH Mo36aBeHHit AKUX-HeOy b Tex-
HIYHUX Ta iHIIMX NepeBar y po3Hi3HaBaHHI 260 PO3KPHTTi 3MiCTY TAEMHHX HO-
BifOMNEeHE.

Y nopanemux pospinax 6ymayTs o6roBopeHi OCHOBHI TEOPETHYHI TONOKEH-
HA KOMIT'IOTepHOT cTeranorpadii i posrnsHyTi geski MeToau NIPHUXOBYBaHHA Ha-
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HUX B iHOPMAIIHHOMY CepeAOBHUILI, Ake MOXe OyTH MiXTPUMaHO obuncmo-
BaJILHMMH CHCTEMaMH i MEpeXaMH.

1.4 TIuTaHHS A5 CAMOKOHTPOJIIO 3HAHb

1. Maiire o3uageHns creranorpadii.

2. Yum crerasorpadis Bigpi3HA€TbCA Bk xpunTorpadii?

3. HasBiTb MicLIT 3apOJHKEHHS, @ TAKOX MEPLIOro 3rajlyBaHHA Npo CTEraHo-
rpadiro.

4. Haspits Hait6inbsm BigoMi icToprdHi (akTH MPUXOBYBaHHA NEpElaBaHHA
CeKpeTHHX MOBiTOMIIEHE.

5. Sixi aKTyanbHi 3a/24i Cy4acHOCTi MOXYTh BUPIlIyBaTHCh 3aBIISKHA CTEra-
HorpadidHiM TEXHOJIOTiAM?

6. HaBegiTh K1acudikauiio creraHorpagiyHux METORIB.

7. SEKi icHy!OTb MeTozM iHdopMaliiiHoi cTeranorpadii?

8. SIxi icHyIOTh BHJIH YMOBHOT'O AHCTa?

9. IHo Take cemarpamu?

10. Po3KpwiiTe IOHATTS «KOMI'IOTEPHa CTeraHorpagis».

11. Sixi YMOBH MOBHMHHI BpaxOBYBATHCh NiJ YaC BHKOPHCTAaHHS METOAIB {
KOMIT'FoTepHOi creraHorpadii?
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PO3/ILI 2 OCHOBHI NOJIOXKEHHS TEOPIE KOMIT'IOTEPHOI
CTET'AHOI'PA®I

2.1 Jlesiki y3arajibHeHi TepMiHOIOTiYHI MOHSTTS

Hespaxatoun Ha Te, mo creraHorpadis Ak crnoci6 mpuxoByBaHHs CeKpeT-
HUX NaHHX BiOMa BXe MPOTACOM THCAYONITS, KOMII'IOTepHa cTeraHorpadis —
MOJIOAMH HAlPAMOK, IO PO3BMBAETHCA. POKOM CTaHOBJIEHHS KOMIT FOTepHOL
cTeraHorpagii Ak HaykKH MOXHa BBaxartu 1996 Pik, KOMM Ha MiKHapomHOMY
ceMinapi InfoHiding-96 Gyna BBeneHa enuHa TepMiHonoria [8]. Hikue nase-
AEMO JesKi O3HauYeHH: (GLbII TOKIaNHMI CIIMCOK O3HAYEHE HaBeJieRuil y Ko-
POMKOMY CROSHUKY cmezanozpagpiunux mepminie).

Cmezanozpagpiuna cucmema (crerocucrema) — CyKynHicTh 3aco6iB Ta Me-
TOAIB, AKi BAKOPUCTOBYIOTBCS LA $opMyBaHHA MPUXOBaHOTO KaHamy nepenxa-
BaHHA iH(opmawii. V3araibHeHa MOMENL CTErOCHCTEMH NOKa3aHa Ha puc. 2.1.
AK naHi MOXe BUKOPHCTOBYBaTHCA Gy/b-sKa iH(opMmaria: Tekct, 3ByK, 306pa-
xeHHd, Web-cropinku i nox. Jlani g nosHagenns OPUXO0BYBaHO! iH(popManii
GyneMo BHKOPHCTOBYBaTH came TEPMiH 106idoMAenHs, X092 TOBITOMICHHM
Moxe OYTH K TeKCT a60 306paXeHHs, TaK i, HaNpUKIaf, ayAioAaHi.

- Binni
KOHTEHHep ¢
CcTeraHorpama s s
—— p— = m
— i — | m(
pABiT

BHTIAAKOBE TUCIIO 7 ¢ —1 ’_H“k_‘__/ —_— L

Ipaeir — k
TOBIIOMIEHHS m Anica Bo6

L TPUCTPiii reHepauii kmovis —!

Pucynok 2.1 — V3aranenena cxema creranorpaiyHoOro 38’ 3Ky

Koumeiinep — 6ynp-sxa indopmauis, IPH3HAYEHA I IPUXOBYBAHHA TacM-
HUX TIOBinoMIteHs. [Topooicniii KoHmeiinep — KOHTelHep Ge3 B6YNOBaHOTO MOBi-
HOMIICHHA; 3anosHeHui KoHmeiinep (CTETaHOKOHTEHHEp) — MICTHTD BOyZIOBaHy
inpopmanito.
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Béyoosane (npuxoBane) nogidomnenns — MOBIZOMIIEHHA, IO BOYIOBYETHCA
B KOHTEHHED.

Cmezanoepaghiynuii xanan — KaHal TNepelaBaHHA NPUXOBAHOTO MOBiIOM-
JIEHHA.

Cmezoxnioy — CeKpeTHHH K0, HEOOXinHUMI /U1 PUXOBYBaHHA iH(oOpMa-
Iii. 3anexHo Bif KiTBKOCTI piBHIB 3axHCTy (HANpHKiIax, BOYIOBYBaHHSA MoOIe-
peAHBO 3aU(pPOBAHOrO MOBIAOMIIEHHA) Y CTETOCHCTEMI Moxe OyTH OAMH a0o
KUIBKa CTErOKIFOYiB.

2.2 Y3arajJbHeHa MoJejb CTEroOCHCTEMH

Mopnenp creranorpagiuHoi cucremm Oyna 3amporoHoBaHa CiMMOHCOM
(Simmons G. J .) nin 4ac BUBYEHHA TaK 3BaHOI MPOONEMH PO «TIOPEMHHUKA»
[9]. CyTp mpobremu mondrac B TOMY, IO HBOE YB A3HeHHX (Autica i Bo6) 6a-
XaloTh OOMIHATHCA CEKPETHUMH NOBiIOMACHHAMH 6e3 BTYpYYaHHA TIOPEMHHKA
(Binni), sixuii KOHTpOsHOE iXHilt kaHan 3B°a3Ky. [Ipy UBOMY € psiI IPHITyLIEHS,
1o pobasTs 1o npobieMy Ginbm-MeHIH BHpiuryBaHoio. Ilepiie MpUIymeHHs,
sike MOJIeTIHYE BHpPIlIeHHA 3a/a4i, MOJIArac B TOMY, 1o yB’s3HeHi (Anmica i Bo6)
NIepe apEHITOM MOXYTh 3a3MajeTifb PO3AIAUTH NEAKi CeKpeTHi JaHi (Hanpu-
Knag, Knod). [HIIe MpUAynieHHs, HaBNaKy, YCKIaJHIOE BUPIIleHHs NpoOaeMH,
TOMY IO TIOPEMHUK Ma€ MPaBO He TiMBKH YHTAaTH MOBiZOMIICHHA, aje i Mouu-
dixyearu (3MiHIOBaTH) HOTO.

BilbmicTs CFETOCHCTEM peaii3oBaHO 33 CXEMOIO, AKa lI0Ka3aHa Ha puc. 2.1.
Astica miz yac nepecwianHis Bo0Oy CeKpeTHOTO MOBiXOMIEHHS m BHITAJIKOBHM
YMHOM (BHKOPHCTOBYIOUM JaTdHK 7) BUOHpae Oesrteyne, W0 He BUKIMKAE Hi B
KOro MiZo3pH, MOBIAOMIEHHS ¢, SKE HA3MBAEThCA KoWmeiinepom. B obpanmit
KOHTeHHep BOYZOBYEFbCA CEKPETHE MOBIZOMIICHHA M, BHKOPUCTOBYIOUH KIIOY
k, AUl Ha3uBaeThCA cmezoxmoyem. TakuM 9UHOM, TIpH MOGYAOBI CTeraHorpa-
MH s AJjlica 3MiHIO€ NIOYaTKOBHI BUTHAA KoHTeitHepa c. Lle noBuuHO GyTH BH-
KOHaHO Jyxe 00epexHo, mob TpeTs ocoba, MepexOMUBILIM JIMile OB TOMICHHSL
s, He 3MOIJla BIIBUTU iCHYBaHHA NoBigomienHs m. Ilig yac po6oru igeansHOL
CTErOCHCTEMH Hi AIOAMHA, Hi KOMIT'IOTEp 3 BUKOPUCTAHHAM CTATHCTUYHUX KpH-~
TepiiB He MOBHHHI BUABHTH (aKT MPHUCYTHOCTI IPUXOBaHOI iHpopMallii B cTe-
raHorpami.

Mepenatoun BiAKPHTHM KaHAJIOM CTETaHOTpaMy s, AJica COAIBAETHCA, LIO
Binni He MOMITHTh IPHXOBAHOTO MOBiXOMIICHH. B06 37aTHUIA BITHOBHTH HOBI-
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HOMIICHHS 7m, TOMY IO 3Ha€ cTeraHorpadigHe NIEPETBOPEHHS, K€ BUKOPHCTO-
BYETHCS, | Ma€ HeOOXiTHHIA CTEroKmoY £, Ilpu usomy BoGy nemae Heo6xigHOCTI
3HATH NOYaTKOBHH BUITIAN KOHTeliHepa c.

Tpers oco6a — Binuni, sxuii CTIOCTEpirae 3a JIMCTYBaHHAM MiX AJicoro i Bo-
60M, — He TOBMHHA 6YTH 31aTHOIO Ge3 AonaTKOBOI iHpopMawLii BU3HAUHTH, Mic-
THTb NOBIIOMJICHHS, IO EPECHIAETC, TpUXOBaHi JaHi 4y Hi. Binem dopma-
JILHO, AKIO CTIOCTEPirad Ma€e IOCTYI X0 HaGopy KoHTelHepiB C={c,,...,c,}, axi
MOXYTb nepeaaBaTucs 3 060x 60KiB 38’43Ky, TO BiH He TOBHHEH 6yTH 31aTHIM
BU3HAYMTH 1M MiCTHTb KOHTEMHEp ¢ CeKpeTHy iHdopMarriro.

Haoitinicme cmezanozpagiunozo 36’a3xy nonszae, 20106HUM YuHoM, y
cknadnocmi npoyedypu susenenns cmezanozpamu.

QOpMaIBHO TPOLEC NPHUXOBYBAHHS iHpopManii — wue BizoGpaxenus
E: CxM—C, ne C — MHOXHHA MOXIMBHX KOHTEHHEPIB, a M — MHOXHHA MOX-
JIHBHX IIOBiXOMJICHD. Ilpuaomy, sxmwo m;#m,, ne meM i meM, a
(cr1,m)eCxM i (c2,m)eCxM, 1o E(c;mDNE(c;,m)=D. V IbOMY BHIIAMKY,
Tponec BUTATYBaHHA NMPUXOBaHOI iH(opmamii — ue BinoGpaxenus D: C—M.
Od4eBunHO, WO Heo6XixHO, MO |CI2|M]. TIpu usomy, o6uaBa ajfipecard (Big-
TPaBHUK i OJ€pXyBay) NOBHHHI 3HATH NPAMeE Ta 0GepHEHEe CEKpETHE CTEeraHo-
rpadiyHe nepeTBOpeHHs.

Baarajii x sk koHTeliHep MoxHa BUOpaTH Ha Gezanomepnamueniii OCHOBI
TIepIHii xe Qaiin, mo TpanmuThes. Sk KOHTEHHEPH MOXYTh GyTH BHKOPHCTaHi
Oyab-aKi KOMITroTepHi aani THITY (haiiity 306paxerHs, TH(POBOro 3BYKy abo
TekcTy. OfHaK Ha MpaKkTHLi He BCi nawi MOXYTh BHKODHCTOBYBATHCS AK KOH-
Telinep. Ile 06ymoBaeHO TUM, MO 3MiHK B KOHTe#Hepi, MpoBesieHi cTeranorpa-
$iMHIME MepeTBOpeHHAMHM, He MOBHMHHI OyTH BHAMMHMH [N CTOPOHHBOTO.
Tomy Bin koHTelHEpa NOTPiGHA HATBHICTH HOCTATHEOL KiTbKOCTI HaJ/IMIKOBHX
AaHMX, sKi MOXYTb 6yTH 3amiHeni NpHXOBYBaHOIO iHGopMantiero. Hampuxnan,
Tpu OUK(POBYBaHHI 3HAYEHD NapaMeTpa AeTKOro ¢ismanoro npouecy 3aBxu
iCHYIOTb MOXMGKH BUMIpIOBAHHS, SKi HOCATS BHITaJIKOBHH XapakTep i Ha3uBa-
TOTBCS IyMOM BuMiproBaHHA. Taki mani ycninmo 3aCTOCOBYIOTHCS B OLMbIIOCTI
cTeraHorpadiynmx momatkis. Baxano, mo6 KOHTCHHEp HE BUKOPHCTOBYBABCS
ABidi, TOMY IO TOMH, XTO aTaKye, MaloYH JIBi CTEraHOrPaMu, OTPHMaHi 3 OJHOTO
# TOro X KOHTeliHepa, MOXe JIeTko 3HANTH i, MOXUTHBO, BiIHOBMTH mOBigOM-
nenns. Jing 3ano6iraHHA MOBTOpHOro 3aCTOCYBaHHA KOHTeHHepa, OCTaHHi 1o-
BHHHI 3HUINYBATHCS Bipasy X Mic/s iXHBOTO BHKOPHCTaHH1.
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JUtst GiNBIIOCTi CTETOCHCTEM MHOXHHA KOHTelHepis C BUOUPAETECA TAKHM
yUHOM, MG Y PE3YNBTATI CTEraHorpadidHoOro IMepeTBOPEHHS MOPOXHIM KOH-
TeliHep i 3aTOBHEHUH KoHTeiiHep GyMu MONiGHUMH, MO POPMATTEHO MOXKeE oyTu
OlLiHeHe 3a AoNoMoror0 GyHKIT moxibHOCTi.

Osnayenns 2.1. Hexait C — HeNOpOXHSA MHOXHHA, TOMi dyHKuis sim:
C—(a 1] HasuBaeThCs QyHKyicio nodibHocmi Ha MHOXMHI C, AKIMO IIg
¥,y €C cnpaBeInBo, WO sim(x,y)=1<> x=y i sim(x,y)<1 ans x#y.

CTerocucreMa MOXe€ BBaXaTHCA HaAifHOIO 3a BHKOHaHHA YMOBH:
sim(c,E(c,m))=} nns Beix meM i ceC. TlpuaoMy sx KOHTEHHEp ¢ IOBUHEH BU-
fuparuca 00’€KT, AKMi paHille He BHKOPHCTOBYBaBCH, a HECAHKI[IOHOBaHHUI
KOPHCTYBad He TIOBMHEH MaTH JOCTYIy 0 Ha6opy KOHTeHHePiB, BUKOPHUCTOBY-
BaHUX 11 CEKPETHOTO 3B’ A3KY.

Bu6ip KOHKpeTHOro KOHTefiHepa ¢ 3 HaGopy MOXMNHMBHX Konrteitnepis C
MOsKe 3EiHCHIOBATHCA AOBLIBHO (cypozammuuii Memod BHGOpY KOHTelHepa) abo
X TUBIXOM BHGOpY HaMGiNBII MiAXOAIIOro, AKW MEHIIe 3a iHIUi 3MIHHTHCA
mig yac creraHorpaigHOro NEPETBOPEHHs (cenekmueHui memod BUOOPY KOH-
TeliHepa). B OCTaHHKOMY BHIIAJKY IiIXOIAIIMI KOHTEHHEP BilGHPAcThCA Bif-
OBIHO 10 BHPIiIIAJIFHOTO MPaBHia:

c= mgrxsim(x,E(x,m)). 2.1

Hanpuknag, Habip xoHTeHHepiB C MOXHA OTPUMATH B pe3ynsTati nocii-
JOBHOTO CKAaHYBaHHA OpHTiHATY OXHOro ¥ Toro  306paxeHHs. Yepes mym
cKaHepa mopasy 6yAe BHXOAUTH Di3HHI KOHTelHep, i BIAPaBHUK MOXe Hai-
KpaHM YHHOM OGHpAaTd AN 3B’A3KY OyAb-sKUA HiAXOAMIMIA 3 HUX. VY upomy
BHIIAJIKY €AHHOIO TIPOGIEMOI0 3THIIAETECA Te, O HABiTh ONTHAMAJIBHO OpraHi-
30BaHMIl KOHFeHHEp JO3BOIIE MPHUXOBATH OOMEXEHY KUIBKICTh JaHWX TpPH 1y-
e BEJIMKOMY 00cA3i caMOro KOHTe#Hepa.

V [IeSKHX CTEroCHCTEMaX NMPOMOHYETHCA MaTH BiIKpUTY 6a3y KOHTeHHepiB.
TMpu upoMy 1A TOro, mob TOH, XTO aTaKye, HE OTPHMAaB 3pa3oK KOHTEHHEPa,
nepeaBady IPOIIOHYETHCA, Biipasy X Iicis BUGOpY KOHTelHepa 3 6a3u C, no-
TIepeXHBO TPOBECTH 3 HUM JesiKi 3MiHH JUIA OTPMMaHHs KOHTeHHepa c’, i nmume
MiCI% IBOTO BUKOPHCTOBYBATH HOr0 1A CEKPETHOTO 3B’ 13Ky. ONHAK el MeTox
Ma€ CBOT HEHOJIKH. SIKIIO TOf, XTO aTaKye, 3Ha€ PO BUKOPHCTOBYBaHI METOMH
Moudikaii KOHTeHHePIB, TO BiH MOXe CaM CTBOPHTH KIIOPOXHIH» KOHTeHHEp
i npoBectu araky. HaBiTh AKIIO BiH He 3H2€ BUKOPHUCTOBYBAHOTO CTeTaHOIpa-

24




(ianoro MepeTBopeHHs, TO BiH MOXe CTBOPHTH CXOXHi KOHTElHep i HopiBEATH
HOTO 3i CTeraHorpamoro.

V IesKux CTerocHcreMax MpOMOHYETHCH He BUGHpaTH KOHTeliHep, a Gyy-
BaTH HOro, MOJIEIIOIOYH HEOOXiMHI CTATHCTHYHI BIaCTHBOCTI (xoncmpyrosans-
Huil METOJI CTeraHorpagii).

Ho creranorpadiunoi cucremu 3a3suyaii BHCYBAIOTh TaKi OCHOBHI BUMOTH;

1. Sk creranorpadiune meperopeHns mae 3aCTOCOBYBATHCS 3a-
TaJIbHOBIZOMUH alIrOPHUTM i CEKPETHHIT CTErOKITIOM;

2. MeTon NMpHXOBYBaHHA MOBHHEH 3aGe3MEYUTH ABTCHTHUHICTS |
uimicHicTs daiiny;

3. TinbKH 32 HAIBHOCTI NIPAaBHJIBHOTO CTEFOKIIOYA MOYKHA BHABUTH,
BHTAITH | IOBECTH iCHYBaHHA IPUXOBAHOTO MOBiTOMJICHHS;

4. HaBiTh, KO TOM, XTO aTaKye, 3Hae po ¢akT iCHyBaHHS Ipu-
XOB2HOIo noBifoMieHHs (abo came TIOBiXOMJIEHHA), 1ie He MOBHHHO
AO3BOJIMTH HOMY J10BECTH AaHMH (akT Tpetiit 0cobi i, TuM nave, 3Haii-
TH IIOAI6HI NOBiZOMIEHHS B iHIIMX MOBiIOMJICHHAX, TIOKH CTErOKITIOY
36epiraerscs B TaEMHHII;

5. Hixro He noBHHEH 3HANUTH AKAH-HEOYAL CTATUCTHYHMI JOKa3
iCHYBaHHA PHXOBAHOTO MOBiJOMJIEHHSA, HOTO BHABICHHA Ge3 3HAHHS
KII04a MOBHHHO GYTH OGYHCIIIOBANLHO CKIIaZHOIO 3a1a4€I0.

TaxuM 9MHOM, BIaCTHBOCTI KoHTeliHepa MOBHHHI 6yru MomugikoBaHi Tak,
o6 3MiHy HeMOXUIHBO 6YJO BHABHTH npu koHTponi. {1 BuMora Bm3Hauae
AKICTb NPHXOBYBAaHHS BOYAOBYBAHOTO MOBiJOMICHHS: Ui Ge3NepeInKoaHoro
TIPOXOJDKEHHS TOBIAOMIEHHA CTETaHOKAHANIOM 3B’A3Ky BOHO HifAKHM YHHOM He
TIOBMHHO TPHBEPHYTH YBary TOro, XTO arakye. OKpiM LbOTO CTEraHOMOBiIOM-
JIEHHs OBHHHO OYTH CTilfkMM 1O nepexpydyBaHs, 30KpeMa i 3JI0BMHCHHX. ¥V
TIpolieci NepeaaBaHHs CTEraHOrpaMa MOXKe 3a3HABATH TpaHchopMauii: 3men-
LIyBaTHCA a00 36LTBIIYBATHCS, IIEPETBOPIOBATHCS B {HIIMIA ¢opmar, yminssro-
BaTHCh, HABITh i ATOPHTMAMHU YIIUTGHEHHS 3 BTPaTol0 gaHux. I, mapeinri, wis
36epiranHs LiTICHOCTI MOBiZOMICHHS, WO BOYNIOBYETECA, HEOOXiAHO BUKOPHC-
TOBYBATH KOZ 3 BUNPABICHHAM MOMIIKY, a i MiABMIICHHA HANiHHOCTI GaXa-
HO PO/ OIOBATH NOBiTOMIEHHA, IO BGYIOBYETHCS.

2.3 Knacndikauis crerocucrem
3a ananoriero 3 KpunTorpadiyHIMH CHCTEMaMH, y creranorpadii pospis-
HAIOTb CUCTEMH i3 CEKPETHHM KIIOUEM i CHCTEMH 3 BiIKPHTHM KITIOUEM.
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V creraHorpadiuHiii CHCTeMi 3 CEKDETHHM KIIOUEM BUKOPHCTOBYETHCA
ORMH KIOY, KM MOBMHEH OYTH 3a3JaNeriab BINOMHH aGoHeHTaM A0 MOYaTKy
MPHXOBAHOr0 O6MiHY CEKPETHUMH [TOBiTOMJICHHAMM a60 MepecnaHuii 3axume-
HHMM KaHaJIOM.

V CTeFOCHCTEMI 3 BiIKpHTHM KIIOYEM i BOYAOBYBAHHA i BUTATHEHHA Ta-
€MHOCO TOBIIOMIEHHS BUKOPHCTOBYIOTHCA Di3HI KMOYi, NPUIOMY BHBECTH
OIMH KJIOY 3 {HIIOTO 3a JOTIOMOTOK OGHHCIeHs HEMOXUMBO. OnHH 3 KIIOYiB
(BiakpuTHil) MOXe IepelaBaTHCA BUIBHO HE3AXHMINCHHM KaHAToM 3B’A3KY, a
ApYTHH, CEKPETHHH KIOY, — 3aXHNICHUM KaHAIIOM. I{s cxema nobpe Mpamoe
TIpu B3a€MHill HEROBIpi BiINpaBHUKa # OfIEpKyBava.

3 orAAYy Ha BCE PI3HOMAHITEA CTEeTaHOTPadivHMX CHCTEM, 3BEACMO ix mo
AKX THIHB: GE3KIIOYOBI CTErOCHCTEMH, CHCTEMHM i3 CEKPETHUM KIFOYEM, CHC-
TeMH 3 BiHKpHTHM KHOYEM i 3MilaHi CTErOCHCTEMA.

2.3.1 Be3K/I040Bi CTErOCHCTEMH

" Jiia yHKIiOHYBaHHA 0e3KIOYOBHX CTETOCHCTEM HE NoTpi6HO HiAKHX HO-
JATKOBHX XAHMX Y BHIJIANI CTETOKIIOYA KPiM AIrOpPHTMY creranorpadyivaoro
NEpPETBOPCHHA.

Osnauenns 2:2. Cykynnicts ==<C,M,D,E>, ne C — MHOXHHa MOXJIMBUX
KOHTeiHepiB; M — MHOXHHA CEKPETHHX NOBiZOMICHS, |CI2|M); E: CxM—C i
D: C—M — GyHKUil IPUXOBYBaHHS | BHTATYBaHHA MOBiZOMIICHHS 3 KOHTEHHeE-
pa, nipuaomy D(E(c,m))y=m [uist Gyab-AKHX meM ta ceC, Ha3UBAETHCA be3Ko-
406010 CME20CUCINEMOIO.

3 o3MaueHHS BHIUIABAE, IO Ge3reKa Ge3xmoYoBAX CTEroCuCTeM Ga3yeTes
HA TAEMHOCTH BHKOPHMCTOBYBAHHX CTETaHOTpaivyHUX NEpeTBOPEHB EiD. I
CYTIEPESUTh OCHOBHOMY IPHBITHITY Kipxrogca mis cucteM 3axucty indopma-
pii. AilicHO, AKINO MPHUITYCTUTH, O MPOTUBHUK 3HAE ANTOPUTMHU E i D, sxi Bu-
KOPHCTOBYIOTBCA A NPUXOBaHOTO MepenaBaHBi indopmanii, To BiH 3KaTEH
BUTAITH GVAb-AKy NPUXOBaHY iH(pOpMAIIiIO 3 IEPEXONIEHMX CTEraHoTpaM.

HajtgacTime i IiBHIIEHHA Ge3neku OGe3KOYOBHX CHCTEM, NEPEN Io-
YaTKOM MpOIIECY CTEraHOrpadiHOFO MPUXOBYBAHHA MONEPEAHBO BUKOHYETHCA
mudpyBaHHs IPHXOBYBaHOI iHdopManii. 3po3yMisio, IO TaKui Mmimxix 36ins-
LIy€ 3aXMIIEHICTL YCHOTO MPOLECY 3B’ A3KY, OCKUTBKH L€ YCKIIAHIOE BUABICHHA
NpUXOBaHOTO MOBioMIeHHA. ONHAK «CWIBHI» cTeraHorpadidHi CHCTEMH, sK
IpaBWIO, HE MAIOTh NOTPeGH B MOMEPEAHBEOMY m¢pyBaHHi MPUXOBYBaHUX NO-
BiIOMIICHb.
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2.3.2 CrerocucTeMH i3 CEKPETHHM KII04YeM

Hotpumyrouncs 3akoHy Kipxrodca, 6e3nexa cucremMu modHH2 IpYHTYBa-
THCA Ha JesKiil cekpeTHil iHpopManii, 6e3 3HaHHA AKOT He MOXKHA BHTAITH 3
KOHTeHHepa cekpeTHy iHdopmaniro. V cTerocucremax Taka iHpopMawis Hasu-
BAETBCA cmezoknioyem. BilnpasHuK, BOYIOBYIOYM CEKpeTHE IOBIZOMIECHHS B
o6panuii KOHTelHep ¢, BAKOPUCTOBYE CEKPETHHI CTETOKITIOY k. SIKImo BHKOpH-
CTOBYBaHHi y CTeraHOrpadiYHOMy TepeTBOpPeHH] KoY k BiOMHIl oepKyBa-
Y€Bi, TO BiH 3MOXE BHUTAITH NpPHXOBaHE MOBiZOMJIEHHA 3 KoHTeiHepa. Bes
3HAHHA TaKOTO KIIF04Ya Oy Ib-sKuii iHIIHIT KOPHCTYBaY WBLOTO 3pOGHTH He 3MOJKE.

Osnauenns 2.3. Cmezocucmemoto i3 cexpemnum kniovwem Ha3UBAETHCS cy-
kynHicth S=<C,MJJO,D,E>, ne C — MHOXHHA MOXTHBHX KOHTeHHepiB; M —
MHOXWUHA CEKPETHHX IT0BiZOMJIEHb, pHIoMy |C|>|M]; K — MHOXHHA CeKPEeTHHX
kmoiB; Ex:CxMxJO—C u Dx:CxJJO—>M — creranorpadiune TIEPETBOPEHHSA 3
BracTuBicTio Di(Ex(c,m k),k)=m nas 6yas-sxux meM, ceC i keK.

Taxuit TMII CTEroCHCTEM MpPHITyCKa€ HAABHICTH Ge3E4HOro KaHaIy 11 00-
MiHy CTErOKIIIOYaMHu.

IHozi cTerokmoY k OGUMCIOIOTH 3a JOMOMOTOIO CEKPETHOL xem-pyHKil
Hash, BAKOPHCTOBYIOYH HesKi XapaKTepHi pHCH KoHTelnepa: k=Hash (ocobmu-
BOCTi KoHTeiHepa). SAkmo creranorpadiune neperBopenns E He 3MiHIOE B oc-
TaTO4HIH CTeraHorpami o6pani 0coGHMBOCTI KOHTeHHEPa, TO OJIEpKyBad TAKOX
3MOXe OOIHCIMTH CTEFOKMOT (X04a i y BOMY BHIAJIKy 3aXHCT 3aI€XHTb Bil
TaeMHOCTi GyHKuii Hash, i, TaKMM YHHOM, 3HOBY NOPYIIYETHCS npuamMn Kipx-
rogca). OYeBHAHO, IO, JIA HOCATHEHHS aNEKBATHOIO PiBHSA 3aXHCTY, TaKy
0CO0MBICTE Y KOHTeliHepi Heo6XiTHO BUOHpaTH MyXe aKypaTHO.

V Hesxux anropHTMax mif 4ac BUTATYBaHHS IPHUXOBAHOT indopmanii mo-
JIaTKOBO NOTPIGHI BiIOMOCTI PO BHXi&HMIA KOHTelHep a60 AesKi iHmi KaHi, ki
BIACYTHi y creraHorpaMi. Taki CHCTEMH CTaHOBIATBL OGMEKEHHI iHTepec, oc-
KiTbKH BOHH NOTPEGYIOTh NepeaBaHHs OYaTKOBOrO BUIILLY KOHTeliHepa, 110
eKBIiBAJICHTHO TPaAMUIKHIA 3afadi KIOYOBOro obminy. ITomiGHi amroprurvu
MOXyTb OyTH BiJI3HaUeHi K OKPEMHIi BUIIafOK CTEFOCUCTEM 3 CEKPETHHUM KO-
qeM, y akux K=C a6o K=CxK', ne K’ — 03Hauae Q0NaTKOBMI Habip cexpeTHHX
KIIOYiIB.
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2.3.3 CrerocucTreMH 3 BiAKPHTHM KI0YeM

CreraHorpaiusi cHCTEMH 3 BIAKPHTHM KIIOYeM HE MAIOTh [I0TPeOU B 10-
JAFKOBOMY KaHali Kmo4oBoro o0miHy. Jlis iXHBOro (yHKUiOHYBaHHA HeoO-
XiJIHO MaTH B2 CTErOKIIOYi: OFMH CEKPETHHI, SKUIl KOPHCTYBay NOBUHEH 36e-
piraTH B Ta€MHMIL, @ APYTHH — BIIKPHTHI, KMl 36€pira€ThCs B JOCTYIIHOMY
mas Beix Micii. [IpH mpoMy BiIKpUTHIl KAIOY BHKOPHCTOBYETHCA B IIPOLECI
NpUXOBYBaHHA iHGOpMallii, a CeKpeTHHMIT — U1 il BUTATYBAHHSA.

Osnauenns 2.4. Cmezocucmemoro 3 gioxkpumum Kio4em Ha3UBAETBCA CYKyTI-
gicts S=<C,M,K,D,E>, ie C — MHOX¥Ha MOXUIHBYX KOHTEHHEDiB; M — MHOXH-
Ha CEKpEeTHHX MOBifoMIIeHs, pudoMy |C|2|M; K=(k;,k;) — MHOXHHA nap cTero-
KIo4iB (BiIKPHTHI 1TI0Y k; BUKODHCTOBYETHCS JUTA MPUXOBYBaHHs indopmaltii,
a cekpeTHHit k; — it BUTATYBaHHA); Ex:CxMxk;—>C i Dy.Cxk;—>M — crerado-
rpadiune mepersopenns 3 BuactueicTio Di(Ex(c,m.k;).k;y=m mna Oyap-sxux
meM, ceC.

Ifpocrum cnocoGoM peanizautii MOXIGHHX CTETOCHCTEM € BHKOPHCTaHHA
KPHMIITOCHCTEM 3 BiAkpuTuM KimodeM. CTErOCHCTEMH 3 BiIKPUTHMH KIIOYaMH
BHKOPHCTOBYIOTH TOH (hakT, IO (YHKLIA BUTATYBAHHS NPUXOBaHOi inpopmauii
D moxe 6yTH 3aCTOCOBaHa A0 OyAb-sKOTO KOHTEHHEpa HE3aIeXHO Bij TOrO,
3HAXOAMTHCA B HHOMY NPHXOBaHe MOBIZOMIIEHHA UM Hi. SIKmo B KOHTeHHepi
BiACYTHE TIPHMXOBAHE TOBIXOMICHHS, TO 3aBXJu OyAe BiAHOBIIOBATHCA HesdKa
BHIIAAKOBA TOCIiAOBHICTh. SIKIIO LA MOCNiZOBHICTh CTATHCTHYHO HE BiIpi3Hs-
€ThCA Bif IUPPTEKCTY KPUIITOCUCTEMM 3 BLAKPUTHM KIOYEM, TOM B Ge3nedHiA
CTErOCHCTEMI MOXHA NMPUXOBYBATH OTpUMaHUi y Takuii croci6 mudprekcrt, a
HE BiAKPHTHH.

2.3.4 3MimuaHi CTErocHCTeMH

V GLIBMOCTI 3aCTOCYBaHL IlepeBara HaKaeThCA OE3KMOUOBMM CTETOCHCTe-
MaM, X04Ya TaKi CHCTEMM MOXYTh OYTH Bifpa3ly CKOMIPOMETOBaHI Y BHNAIKY,
AKIIO TPOTHMBHHMK Mi3HAETHCA MpPO 3aCTOCOBYBaHE CTeraHorpagivme Imeperso-
penna. Yepes e y 6e3KIOYOBHX CTETOCHCTEMAX YaCTO BHKOPHCTOBYIOT 0CO6-
JWBOCTI KpumTorpadiuHUX CHCTEM 3 BiKPHTHM 1/a60 CEKpETHHM KIOYEM.
Posrasaemo oxuH Takuil mpukmnan [10].
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AUt 06MiHY CeKpEeTHMMH KIIOYaMH CTEFOCHCTEMH BBEEMO TMOHATTS Npo-
TOKOJy, Peali3oBaHOIO Ha OCHOBi KPHIITOCHCTEMM 3 BiIKDHTHMH KIIOYaMH
(puc. 2.2). Ciovatky Anica reHepye BUIAAKOBY Mapy BiIKpHTOro i CEKPETHOTO
KIIOYIB, a NIOTIM Nepeiae BiAKpUTHil K04 Bo6y NMpUXOBaHMM KaHAIOM, CTBO-
peHuM Gesxmovosoto cucteMoio. Hi Bo6, ni Binii He MoXyTh BU3HaYMTH, siKa
iH(opMaLia MepeaBanacs MPUXOBaHMM KaHANOM: KIH0Y 260 % BUNAIKOBI GiTH.
Onnak Bo6 Moxe 3amifo3puTH, IO CTeraHorpaMa Bix AJCH Moxe MiCTHTH ii
BIIKPHTHI KITOY i MOCTapaeThes foro BumimuTa. [licns nporo Bil mudpye 3a
AOIIOMOTOX0 BHALIEHOTO KIFOUa CEKPETHHI CTErOKIoY X, POBOAUTE MPHUXOBY-
BaHHA pe3ynbTaTy WHbpyBaHHA B KOHTeMHep i nepefae foro Auici. Biuti Mo-
Xe CpoGyBaTH BUTATTH CEKpeTHy iHopMaiio 3i cTeraHorpamu, ane OTpUMae
JIAuIe BUMAJKOBHH IMM(PTEKCT. Allica BHTATA€ 3i CTEraHOrpaMH NpHXOBaHY
KpHIITOrpamy i po3mudpoye ii cBOiM cexpeTHHM KmodeM. TakuM YHHOM, CTO-
POHY OOMIHSATHCA CEKPETHUM CTErOKIIOYEM k [UTA CTIILHOTO BHKOPHCTAHHA.

[ (L2} = [Bop

Autica Mae: Tenep Bo6 Mae:

BIJIKPHTHH K04 E BiAkpuTHA Koy Amtice E
cekpeTHu# w0 D ’
Binni cocrepirae:
§ pagok £

o G |rop

Tenep Anica mac: Bo6 mae:

CEAHCOBMI CTErOKJIIOY CEaHCOBHUH CTEroKIod k
=D(E) ’

Binni cnocrepirae:

psanok E(k)

Pucynok 2.2 — INpuxnan npotokoiy o6Miny cTeroxmoyamu
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Bi3Ha4uMMo, 10 PO3TITHYTA CTErOCHCTEMA He [1030aBieHa HeJOMiKiB i Ha-
BelieHa JIMIHE AK IPUKIIa] 3MiMIaHOT CHCTEMH.

2.4 Creranorpadiunnii ananis

OCHOBHOIO METOIO CTEraHOAHAJH3y € MO/ENIOBAHHA CTeraHorpaiyHmX cu-
cTeM Ta iXHE HOCALPKEHHS M1 OTPUMAHHS AKICHHX i KIMBKICHMX OLIHOK Ha-
AHHOCTI BHKOPHCTOBYBAHOIO CTEraHOrpaigHOro NepeTBOPEHH, a TaKOX Iio-
GyoBa METOHIB BHABACHHs NPUXOBYBAHOI B KOHTejiHepi ingopmanil, il 3MiHK
abo pyiHyBaHHIL.

TepMiHONOTIA CTEraHoaHaNli3y aHANOridHa TepMiHONOrii KPHIITOAHATI3Y,
OAHAK € JefAKi ICTOTHi po3xomKeHHA. KpunroaHalis 3aCTOCOBYETHCA 3 METOIO
Reln(pPYBaHHS KPHIITOIPaM, a CTeraHoaHalli3 — JUIs BUABICHHA [IPUXOBaHOI
inpopmauii. ¥ KpHIITOaHANi3i aHATI3YIOTECA YacTHHA BiIKPUTOrO TEKCTY (MOX-
JIMBO, He OJHAY i SaCTHHA IM(PTEKCTY, Y CTEraHOAHaNi3i — YaCTHHU KOHTelHe-
pa, CTeraHOrpaMH i MOXJIMBI YaCTHHM NPHXOBYBaHOFO nopifomMsieHuA. ¥ pe-
3yNbTati MHAGPYBaHHA BUXOAUTH KPUIITOTPaMa, a B pesynsTatri creraHorpadiv-
HOTO AEPETBOPEHHsA — CTeraHorpama. [ToBixOMIICHHS, AKE BOYAOBYETHCA B KOH~
TeiiHep, Moxe GyTi a6o BiAkpuTHM, a60 3amH(POBAHIM. Sko Bowo 3ammd-
poBaHe, To FHCIIA HOFO YCTIIIHOrO BHTATYBaHHA 3i crerasorpamMu Heo0XiaHo 3a-
CTOCYBATH KPHITORHAILITHYHI METOAM UL e ppyBaHHA KPUITOrpaMH.

3a piBHeM 3a0e3feYeHHA TAEMHOCTI CTETOCHCTEMM NOALIAIOTECA Ha TEOope-
THYHO CTiHKi CHCTEMH, TIPAKTHIHO CTIiMKi i HecTiHKi.

Teopemuuno cmiiika (abcontomno Hadiiina) cmezocucmema 3[i¥icCHIOE TIPH-
XOByBaHHs iH(opMaNil TUILKA B TUX (parMeHTax KOHTelHepa, 3HAUCHHA ene-
MEHTIB IKAX He TIEPEBUILYIOTh PiBEHb ITYMiB a60 MOMMIIOK KBAHTYBAHHA, i mpu
IIOMY TEOPEFHIHO JOBEIEHO, IO HEMOXIIMBO CTBOPUTH CTEraHaITIIHMN Me-
ToA BUABNCHAA IpHXoBaHoi iHpopmaii (puc. 2.3, a).

Ipaxmuuno cmitika cmezocucmema NPOBOAUTD TaKy moaudikanilo ¢gpar-
MEHTIB KOHTeiHepa, 3MiHM AKAX MOXYTh GyTH BHsBNEHI, ane BiloMo, IO Ha
Leii MOMEHT HEeOOXiHI CTeraHamiTHIHi METOAH B MPOTHBHHKA BificyTHi abo mno-
KM IO He po3pobineni (puc. 2.3, 6).

Hecmiiixa cmezocucmema TPUXOBYE iHGOPMALIO TAKAM THHOM, WO iCHY-
Y04l CTeraHaiTHYHi 3ac06H JO3BONAIOTH ii BuABMTH (pHC. 2.3, 6). VY LpOMY BH-
nagKy creranorpadiuHuii aHanis monomarae 3HaHTH ypa3NHBi MiCIlA CTETaHO-
rpa)ivHOFO [IEPETBOPEHHA i MPOBECTU HOTO MOKPAIICHHA TAKMM THHOM, mo6
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yci 3MiHH, BHeCeHi B KOHTeiiHep, 3HOBY BHABMIMCS 6 B 06MacTi TEOPETHYHOT
abo mpakTHYHOI HepO3pi3HeHOCT (pHc. 2.3, 2).

& 2

€ — obmacTs 3axucTy cTerocHcTeMu;

@ - o6nacTb TeopeTHIHOT HEPO3PI3HEHOCTi, Jie IPUXOBaHi eJlEMEHTH TPaKTH-
YHO HE MOXYTb OyTH BHABJIEHI, TOMY IO 3HAXOMATHCA HIDKYE piBHA Ory-
My i IOMHJIOK KBaHTyBaHH,

S — obnacTh mpakTHYHOT HEPO3PI3HEHOCTI, y AKill 3MiHU KOHTeiiHepa He BH-
ABJIAIOTECA ICHYIOYMMH B NIPOTHBHHKA aHATITHIHMMH METOLAMH,

O - obnacts, y Axiif 3MiHKH KOHTe#Hepa BUABIIOTECS CTEraHANITHIHHM Me-
TOHOM.

Pucynoxk 2.3 — Imoctpauis cniBBiaHomen s MeToiB CTEraHO3axucCTy
i creranoananisy

2.4.1 MoxnuBi aTaku Ha creraHorpagiuny cHCTeMY

CrerocucreMa BBaXA€ThCs 3MAMAHOIO, SKIIO TPOTHBHHUKOBI, NpUHANMHI,
BJIQJIOCS [IOBECTH iCHYBaHHJ NPHUXOBAHOTO IOBiXOMJIEHHS B NIEPEXOILICHOMY
KoHTelHepi. [Tepen6avaeThes, Mo BiH 3XATHMIA TIPOBOXUTH 6yIb-5Ki BUAM aTak
1 Mae HeoOMeXeHi 06YMCITOBANBHI MOXIMBOCTI. SIKIIO HOMy He BHAETHCA Mif-
TBEP/IUTH TiNOTe3y TPO Te, IO B KOHTEHHEPi MPUXOBAHO CEKpETHE TIOBiIOM-
JICHHA, TO CTErOCHCTEMa BBAXAETHCS CTilKOK0. 3a3BUYail BUNINAIOTE AeKiIbKa
€TariB 311aMy cTeraHorpadiqHoi CHCTEMH:
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— BHABJCHHA (aKTy IPHCYTHOCTI MPUX0BaHoi indopmauii;

— BHTATYBAHHA NPUXOBYBAHOTO MOBiIOMIIEHH,

— nepeKpyvyBaHHA (MifMiHa) IPUXOBYBaHOL ingopmarii;

— BuaNeHHs (pyiHYBaHHS) NPUXOBYBAHOIO MOBIIOMIICHHS,

— 3a60poHa Ha 3AificHeHHs GyAb-AKOro nepeciiaHyA iHpopmanii, HaBiTh 1
TIPUXOBYBaHOI.

Iepmi ABa eTamu BiHOCATHCA AO NACHBHHMX aTaK HAa CTErOCHCTEMY, a
OCTaHHi — 10 aKTHBHHX (a60 3MOBMMCHKX) aTaK. BUAUIAIOTS Taki BUAM aTak Ha
CTErOCHUCTEMH:

— amaka 3 6id0MOI0 CMe2aHOZPAaMOI0, KON JUTSL aHali3y JOCTYIHA TLIBKH
CTEraHOTpaMa;

— amaxa 3 6i0oMuM KOHMeHHepOM, KO € MOXJIHBICTh POBOJUTH aHAII3
3i CTEFaHOFPaMOIO i BiAMOBi{HUM oMY BUX1IHUM KOHTEHHEPOM;

— amaxa 3 8idOMUM NPUXOEAHUM NOGIOOMIEHHAM, KIIO VIS aHAT3y Haja-
HO 3pa3kH TIPUXOBYBAHOIO NOBiJOMJIEHHA i BiATIOBIIHOI CTEraHOTpaMu. Pe-
3yNBTATH IXHBOTO CIIIBHOTO aHANI3Y MOXYTb OyTH BUKOPHUCTaHI A TIPOBe-
JeHHs HACTYTHHX aTaK Ha CTErOCHCTEMY (X0Ya Lie MOXE BUABHUTUCS yXKe Bax-
KOIO 3ajIa4€lo, AKa eKBiBaJIeHTHA NepImiit);

— amaxa 3 6ubopom KoHmeiinepa, KO T Yac aHajli3y BiOMuUil BUKOpHC-
TOBYBaHuil CTeraHorpadiuHui anropuT™ i BUXifHUH 3pa30K KOHTEHHEPA;

— amaka 3 eubopom cmezaHozpamu, KOIH 3a JOTIOMOTO IOCIiIKYBaHO!
crerocucTeMu (aG0 anropuTMy) € MOX/IMBICTh CTBODIOBATH BilNOBiAHI CTEra-
HOrpaMu A 0GpaHoOro MoBigoMIeHHs. MeTa Takol aTakH NOJIArae B TOMY, o6
BU3HAYHTH, fKi 3pa3KH CTEraHOTPaM MOXYTh iNEeHTH(IKYBaTH BHKOPHCTaHHA
HIEBHHX CTero3aco6is abo anropHIMiB;

— amaxa 3 noeKoIo iHghopmayiero, AKIO HajxaHa BCs HeobXinHa inpopMatlis
JUIA aHANI3Y: CTeraHorpadidmuii anropuT™, KOHTEHHEPH i BIAMOBINHI M cTera-
HOTpaMH.

OcCHOBHa MeTa aTaki Ha CTeraHorpaQiuHy CHCTeMY aHaJorigHa aTakam Ha
KPHUIITOCHCTEMY 3 TI€K0 JIMIIE Pi3HHUUEHO, MO Pi3KO 3pOCTae 3HAYMMICTh aKTHB-
HUX ataK. ByAb-sKuil KoHTeHBep MoXe 6yTH 3MiHEHUI 3 METOIO BUJANEHHS 260
pyiHYBaHHs IPUXOBYBAHOTO MOBiXOMICHHS, HE3AIEKHO Bill TOrO, ICHy€ BOHO B
KOHTeiiHepi 4K Hi. BUsBNeHHs iCHYBaHHA NPUXOBaHMX NaHUX 30epirae yac Ha
eTani iXHLOTO BHAAICHHA, TOMY IO Gye MOTPiOHO 0GPOGNATH TiNBKHU Ti KOH-
TeliHepH, AKi MicTATH puUxoBaHy iHdopmamito. HasiTk 3a HafikpaluX YMOB 111
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aTakH, 3a]a4a BUTATYBAaHHA IIPUXOBAHOTO MOBIiZOMJICHHS 3 KOHTElHepa Moxe
BUABHTHCA TyXke CKIafHO0. OXHO3HAYHO CTBEPIXYBAaTH (GhaKT HASBHOCTI npu-
X0BaHO{ iHdopMauii MOXHa NHIIe mmicas i BUmiIEHH B ABHOMY BHIIIALI. IHoAI
METOIO CTEraHOrpadiYHOro aHaNi3y € He AITOPHTM B3araii, a MOIYK, Halpu-
KJIall, KOHKPETHOTO CTETOKIII0YA, IO BHKOPHCTOBYEThCS IS BHOOpY OiTiB KOH-
TeHHepa B CTEraHOIIEPETBOPEHH.

2.4.2 OcHOBHI eTanu NPaKTHYHOrO CTEraHoOaHaIi3y

Bynb-sike cteranorpagiune nepeTBopeHHs, sk MPaBHJIO, 6asy€eThesa HA TBOX
NpHHIANAX:

— K HOCi¥i MpHxoBaHoi iH(opMaii (xouTeiinep) BUGHpaETLCA 06°€KT, MO
AOMyCKae NCPEKpyIyBaHHs BIacHOi iH(popManii, 36epiraroun npu uBOMy (yHK-
LiOHANBHICTD;

— piBeHb BHECEHMX NE€pEKpYYyBaHb Mae OyTH HIKYMM DiBHS 9yTJIMBOCTI
3ac06iB po3Mi3HABaHHA.

Ak BKa3yBanocs, NpakTHYHO BCi HOCIT iH(opMmanii, 3acTocoByBaHi B Mepe-
Xax NEpEAaBaHHA JaHUX, MOXYTh BHKOPHCTOBYBATHCA SK KoHTeiiHepu. Ilpu
UbOMY METOIH NPHUXOBYBaHHs iH(OpMauii OpieHTYIOThCH, B OCHOBHOMY, Ha
BHYTPIILIHIO CTPYKTYPY KOHTeHHepa, sKa MOXe SBJIATH o600 CHUMBOJIBHI abo
6iroBi faHi, koediuientn mepersopeHHs ®yp’e, WHMPOKOCMYroBe KOXYBAaHHA,
KOehillieHTH yIIUTBHCHHA Ta iH. [IpuxoByBanus indopmanii B mMenia ceperno-
BUIII NOTpeOye NOTPHMAHHA TIEBHHX YMOB IIpH BHECEHHI 3MiH, 1106 He IpOsB-
TMSUTACA CIitM BUKOPHCTAHHA CTeraHorpaiqHoro neperBopeHns. Hanmpuxian,
CTOCOBHO 306paxeHb, TaKi 3MiHH MOXYTB 9ac Bix 4acy CTaBaTH BUIUMUMH JUIL
THOACHKOr0 OKa i BKA3yBaTH Ha BMKOPHCTAHHA cTeraHorpaigHuX 3acobiB.
AHarni3 HaBMaHHA BUGPaHUX 306pakeHs B InTepHeTi mOKasye, WO AeAKi 3 HUX
He MaroTh Ti€i in(opManiiiHoi HammMmKOBOCTI, KOTpa Ma€ OYyTH y THIIOBHX
¢aitmis, T06T0 B HUX MicTHTBCH iH(OpPMaLis, B AKili Hemae HeoOxixHoCcTi mix
4ac 3BMYaiHOIO Bi3yalbHOTO Meperiiiay 306paKeHHs. Toni6Hy kapTuny Mox-
Ha OTpUMaTH, HaNPHKJIAN, y pe3yabTaTi HAABHOCTI 6pydy Ha cKii CkaHepa abo
06pobxu ¢aiiiry 306pakeHHs ClrieiaTbHUMK edektamu, nepenbadyeHMME rpa-
¢ivauMA penakropamu, aGo x BHKOPHCTOBYIOYH CTeraHorpagivuHe MEepeTRO-
penns. Cnimm, 3anmimeHi crerozacobamuy, MOXYTb (DaKTUYHO IOIIOMOITH BH-
ABHTH iCHYBaHHs BOY/IOBa-HOTO NMOBiZOMIICHHA, TAKHM YHHOM KOMIIPOMETYIOUH
CTErOCHCTEMY B3araii.
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Odnicio 3 20n06HIX 3a0AY CME2AHOAHANIZY € TOCIIKEHHA MOXUIMBAX Clli-
ZiB 33CTOCYBaHHA cTeraHorpaigHmux 3acobis i po3pobka METOHIB, AKi 6 103BO-
JUM BHABNATH (aKTH iXHBOTO BHKOPHMCTaHHSA. 3aCTOCYBaHHS KOHKDETHOro
cTeraHorpaiqHOro nepeTBOPeHHA MOTpeGye Bilk CTeraHajiTHKa NEepCOHATBHO-
TO MiEXOZY /0 HOro HOCHIIKEHHS.

TocaifKeHHA MOBiAOMIIEHD, NPHXOBaHMX creranorpadiunuMu 3acobaMy,
a60, ToYHiIIe, MiT03PLIMX Y LHOMY BiIHOINEHHI, € JOCUTh foMicHUM MPOLIECOM.
YacTo CTEraHaliTHK HE MOXE HAaBiTh CKa3aTH, HAMpPHUKIAM, Y¥ IPHXOBYETBCA
sKech 3MICTOBHE TIOBiZOMJIEHHS 3a He3rpabHO ckiaieHuM a6o mpocto Gesrpa-
MOTHMM TekcToM. I, HaBiTh, AKIIO BiH LITKOM BIEBHEHMil, IO TaKe MOBiIOM-
JIeHHA TaM IPHXOBAHO, 3HAMTH i0ro, HaiyacTille, MPOCTO HEMOXKIIUBO.

It yCnillIHOTO IPOBEIEHHS CTEraHOAHATI3Y HEO0XIHO, ale He A0CTaTHRO:

— MaTH WIS aHami3y CTero3aci6, 3a JOIIOMOrOI0 SKOTO 3AiHCHIOEThCA MpH-
XOBYBaHHA TOBIIOMJIEHHS,

— MaTi MOXAHBICTH BIHOBIIOBATH 3aCTOCOBYBaHi B CTETOCHCTEMI KPHIITO-
rpadiannit i crerasorpadidHMil aNmTOPUTMH, NPOBOAUTH ixHilt ekcrepTHHA
aHaMH3 i po3po6IATH ANTOPUTM BH3HAYEHHS KIIOUIB;

— MaTH B HaABHOCTI HeoOXiAHMI 00YNCIIOBANLHMI PECYpC LI POBEACHHA
CTeraHoaHanuisy;

— MiATpHMYBATH Ha BiINOBiNHOMY PiBHI TeOpeTH4HI i MpaKTHIHi 3HAHHA B
razysi wadpooi creragorpadii.

Ha npakTuui creranorpadidynuii ananis po3BHBacTLCA JIeKiTbkoMa HanpsaM-
KaMH.

Io-pepme, e po3pobka HMOBIPHICHO-CTATHCTUHHX METOIB pO3Ii3Ha-
BaHH3, 3aCFOCYBaHHS €/IEMEHTIB IITYYHOTO iHTENEKTY Ui OTPUMAHHA OLIHOK
BamifHOCTi cTeraHorpadiYyHUX MepeTBOpeHs, Mif 1ac CTBOPCHHA ¢ineTpiB (ne-
TEKTOpiB) A4 aHa/H3y iHPOPMALiHHUX NIOTOKIB 3 METOK BHABJNEHHT CTEraHo-
rpaM. V 1bOMY BHIAAKY NEPeBipKa HasBHOCTI MPHUXOBAHOI indopmauii 3Bo-
JTHCA IO TIEBHOTO OLHIOBAHHA 3 BMKOPHCTAHHAM CTATHCTHYHMX KpUTepiiB
(mocnizosHOl Kopeisuii, eHTponii 306paxeHHs, nucnepcii Mmonoamoro 6ita #
in). Po3po6moBaHi 3 Li€l0 METOX 3aco6H MAIOTh OyTd YHiBEpCAIBHMMH 1 3a-
GesnedyBati HeoGXiHuit piBeHb IIOXMOKH MiJl Yac poO3Mi3HABAHHA NPHUXOBAHUX
HOBiZIOMJIEHb, OCOONMBO B THX BUIIAAKAX, KOIM BUKOPHCTOBYETECA MOIEPERHE
¢ pyBaHH.

IMo-apyre, 1le aHaMi3 KOHKPETHUX IPOTPaMHHX cTero3acofiB i3 MeTOO BiA-
HOBJICHHA QITOPUTMIB | ONTMMANBEHOI PO3poOKH METOMY IXHBOTO a”amisy. Oc-
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HOBHA CKJIaIHICTh TYT MOJATaE y BENHKiil TPYAOMICTKOCTI, Ika 0GYMOB/IEHA He-
OGXIHICTIO IHAMBIZYAIBHOrO MiAXOAY O KOXHOTO KOHKPETHOTO aIrOpHUTMY,
IO peanizoBye METON IPHXOBYBaHHA iH(oOpMaLii, a TakoX 0GCAroM o6umC-
JleHb, HeOOXiMHMX [UIA BiJHOBIEHHS CTErOKIIIOYiB.

Ilo-Tpete, e po3pobka TEXHOJIOTIT aKTMBHHUX i 3TOBMHCHHX aTaK IS BHE-
CEHHsl HEBiJHOBIIOBAHUX MEPEKPydyBaHb y IepeaGadyBaHy CTEraHOrpaMy 3
METOKO CTIPOBOKYBATH ii HOBTOPHE Mepe/IaBaHHA B iHINOMY KOHTeHHepi, o mia-
TBEPAWIO 6 (akT BUKOPHCTAHHA CTEr03acobiB.

2.4.3 Anani3 crifikocTi cTerocucTeMu

CrTBOpeHHs ¥ eKcIUTyaTalis HamiiHOro cTeraHorpadigHoOro 3acoby nepen-
0a4ae HaABHICTb A€AKOTO IHCTPYMEHTApIkO A HOro KOHTPOIO i OLiHIOBAHHSA.
Kinekicne oninroBanns criifkocTi creranorpadigsoi crcTemMu 3axMCTy A0 30B-
HIIIHIX BILIUBIB ABJIA€ COGOIO CKIalHy 3ajady, AKa 3a3BMYaif HA MPAKTHII pea-
J30BYETBCH METOJAMH CHCTEMHOIO aHali3y, MAaTeMaTHIHOr0 MOJETIOBAHHSA
260 eKCIIEPHUMEHTATIBHOTO JAOCHTiKEHHS.

Ak mpasuio, npodeciiino po3pobieHa cTerocucTeMa 3abesneuye TpHpiB-
HEBY MoOJeNb 3aXHCTy iH(opMmarii, mo Bupimye a8i ocHOBHI 3amaui. Ilo-
niepue, ue npuxogysarnHs caMoro GakTy HasBHOCTI 3aXHIIyBaHOI iH(popMarIii
(nepumii piBens 3aXHCTY) i, HO-Apyre, 6710KYBaHHA HECAHKIIOHOBAHOTO 10C-
Tyny 10 inpopmauii, ke 3AIHCHIOETHCA MUIAXOM BHGOPY BiJIOBIAHOIO METO-
Iy mpHXOBYBaHHA iHGopmauii (apyruii pisens 3axucty). Hapemri, nepeada-
HaETBCA TPETIA piBeHb 3aXHCTy — Kpumrorpadiunmii 3axuct (mmppyBaHHs)
npuxoByBaHoi iHopMallii.

Ha puc. 2.4 306paxena MOXUIMBa CTpYKTypa NpoLieCY MOJENIOBAHHA i OLi-
HIOBAaHHA CTifKOCTi crerocuctemu [55]. SIk BHAHO 3 MOKAHOI CTPYKTYpH, Ha-
AiMHICTS i 9ac CTIMKOCTI CTEroOCHCTEMH MiMl Yac MpOBENEHHS a”anizy i Bumpo-
OyBaHb BU3HAYAIOTHCA 0GUHCIIOBATEHUME MOXJIMBOCTAMHE KOMILIEKCY.

OuiHIOBaHHA AKOCTi OCHOBHOI XapaKTEPHCTHKH CTETOCHCTEMH — pPiBHA
NPHXOBAHOCTI — 3a0e3nedyeThes IUIAXOM MPOBEACHHA AHANITHYHMX HOCHi-
IKeHb (CTeraHoaHalli3y) i HaTypHUX BUNpoGyBaHb. JIA OLIHIOBAHHA SKOCTI
cTeraHorpaisHoro NpUXOBYBaHHSA YacTO 3aCTOCOBYIOTH BiZOMi MeTOmM 3 iH-
KX ranysei, y nepiy 9epry — KpunToaHasizy.
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ATAKH:

Koureiinep - YmiiibHEHHA 3 BTPATOIO Aa-
HHX

- ATaxu Ha pyiHyBaHH: BOY-
JOBAHOTO TOBiJOMJIEHHS
(dinbTpauis, 3MiHa

. - 3HAXOMKEHHA - CreranorpadisHi MeTO- - F'eoMeTpuYHE NIEPETBOPEHHA
- Mimmina J Ta TEXHOTIOTIT (mosepTaHH, MacuTaby-
. BaHHs, 3MEHIIEHHA PO3Mi
- Bursraenss - CrienianibHe nporpamMHe % HHA pOSMIPY
KOHTefiHepa Ta iH.)
- PyiinyBaHHA 3a6e3MeueHHA :
3 601 o - ATtaka 3 BiZOMOIO CTEraHO-
- 3a6GopoHa ne- - Creranorpadidsi 3aco- TPAMOIO
penaBaHHA 6u .
- ATaKa 3 BiJOMHUM NPHXOBa-
- Iimi 3arposu HHMM [IOBiIOMICHHAM
- Ataka 3 BilOMHM KOHTeHHe-
poM
- Ataka 3 BUGOpoM IpHUXOBa- l
HOTO MOBLXOMJIEHHA
- Araxa 3 BUGOpOM KOHTeHHe-
CTeroxmnod TIpuxosysaHe mo- pa
BUIOMJICHHA - Araxa 3 OBHOI0 inGopMali-

€10

Pucynox 2.4 — Mozens ananisy 3arpo3 i OIiHIOBAHHA CTIMKOCTi CTETOCHCTEMH

OCKLILKY 200BEHT-OfICPKyBad MOXKE BIIHOBIIOBATH MPUXOBAHY indopma-
1(i}0 3 OPHIHATOFO MOBIZOMICHHA, TO icHye AesikHit MeXaHi3M i BUTATYBaHHA.
SIKHO MPOTHBHUK, BHCYBAFO9H TilOTE3N MPO MONIMBE cteranorpadiyse nepe-
TBOpEHHA, Mac JIEAKUi iHCTPYMEHT UL iXHBOI NepEBIPKH, TO BiH Ma€ IMAHCH Ha
nigTBepIKEHHA GaKTy ICHYBaHHA npuxoBaHoi iHpopMmanii, 3AIMCHEHHA MOMIYKY
MEXaHi3My BUTATAHHA CEKPETHOIO IOBiIOMJICHHA 1 PO3KPUTTA 3MICTY JHMCTY-
pannsa. ToMy, y TIEpUIy 9epry, K ACTEKTyBaHH: CTEraHorpam MOXHa 3acToCO-
BYBaTH Pi3HOBHIM ONHCAHMX BWINE aTaK Ha CTErOCHCTEMY 1 BEJMKY YacCTHHY
METORIB KPHIITOAHAMNI3Y.

V HeAKHMX BUNAAKax AJOCUTH e(bel(’l‘I/IBlMM € MCTOA OIliHIOBaHHA plBH}I npu-
XOBaHOCTI crerosacodiB Ha OCHOBI aHamsy IXHIX CTATHCTHYHHX XapaKTepuc-

k. CTaTHCTHYHA Teopis Ma€ KUIbKICHI KpuTepii BUIALKOBOCTI, IO JO3BOJIE

CTBOPIOBATH «[CTEKTOPH», AKI BHABILIOTH CTAaTMCTHYHI PO30DKHOCTI MK IO~
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CIAOBHOCTAMH. SIKIO € HEOBXigHMiA 06CsT aHaJIi30BaHOl IOCIITOBHOCTI, TO 3
AOCHTE BHCOKOIO HMOBIPHICTIO MOXHa CYQMTH IIPO BHIIAAKOBOCTi BHILICHOI
A1 aHaJIi3y NOCTiNOBHOCTI 3 KoHTeiiHepa. Ha [I0YaTKOBOMY €Tami aHami3y Mo-
’KHA CKOPHICTATHCA TPAMUIIAHUMH CTaTHCTHIHUMHY (Xi-KBaZPAT, TECTH Ha 3260~
POHEHI CHMBOJIH, Ha NOBXHHY LMKIY, «[Hi HapOJDKEHBY), EMILIpHIHIMH (TIepe-
BIDKH 9acToOT, Cepill, iHTepBais, NEPECTAHOBOK, MEPEBIPKH HA MOHOTOHHICTB,
TIOKEP-TECTOM, TeCTOM 36HMpada KyNOHIB) ab0 CIEKTPAILHEMH TeCTAMH. Hami
BUKOPHCTOBYIOTBCA GUIBIN «TOHKI» METOH, iHOMII Po3po6ioBaHi Iix KOHKpeT-
Hy 3aj1a4y.

M1 MOpiBHANBHOrO OLIHIOBaHHA SAKOCTI CTeraHorpagiuHux 3acobie po3-
POGILIOTE Pi3Hi METPHKH, WO AAOTH KilbKicHi ominky. Haf6imema j iXHS Kinb-
KiCTb po3po6ieHa I CTeraHOMETORiB (METONIB UAGPOBUX BOAAHMX 3HAKIB),
AKi IIPaIOIOTH i3 306paxeHHAMY. 3BMYaitHO TaKi METPHKH ONIEPYIOTH i3 306pa-
KEHHAM Ha DiBHi MiKCENiB, X04a Mic/A NeAKol afanTawii BOHH 33CTOCOBH] i 1o
IHIMX cnoco6iB omucy 306paXeHHs, a TaKoXK 10 ayanionanux. Haitnonynspai-
LIOX0 METPHKOIO MiJ{ Yac aHasli3y piBHA MepeKpy4yBaHb, MO BHOCATHCS Y KOH-
TeliHep Mij 9ac MPUXOBYBAHHA B HBOMY indopmanii, € B3sTe 3 pagioTexmiku
CIIBBiTHOIICHHS CHTHAN-INYM, SKe OGIHCHIOCTECS B Aelbenax.

Hwxye naBeneno pax merpuk, BHKOPHCTOBYBAaHHX Hif Yac OI[iHIOBaHHA
NepekpyTyBaHb, SKi BHOCATECA CTeraHOrpadiqHIMu NEPETBOPEHHAMH B 306pa-
KeHHA [50]. V HaBesieHuX cHiBBigHOMEHHAX qepe3 p,, NO3HAYAETHCA MIKCen
TIOPOXHBOTO KOHTEHHEPa 3 KOOPAMHATOIO (X,y), a depe3 Py, — BIAUOBiAHMIA MiKk-

CeJI 3aNOBHEHOro KOHTeiHepa. Y MeTpuui GSSNR aHanizoBame 300paxeHHs
NOMepeIHLO PO3OUBAETHCA Ha GIOKH 3 MiKCEAiB po3MipoM XxY, ne X i Y — 4uc-
JI0 pAAKIB i CTOBOUIB, BiANOBiAHO:

~ Cepe/iHs abCOMOTHA Pi3HHUILT:

D=L 3}pny =By @2)
— CEpeaHd KBaJ[paTU4IHA NIOMWIKA;
MSE =55 (e, =B, 3 @3)
LP-Hopma:
i Up
L =(Ezy Pry=Pxy ) ’ 24
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— cepeaH: KBaApaTHYHA IIOMIJIKa oneparopa Jlamiaca:
IMSE=3(p,, -V*B., } /=P, )3 2.5
xy xy
— BIIHONIECHHS CUTHAN-IIYM:

SNR =Y. p*xy 1Py — Bay P (2.6)
x,y x.y

— MAaxKCHMaNbHE BiTHOIIEHHA CHIHAJI-IITYM!:

PSNR = XY max p*sy ! S(ps., — By Fs @7
x.y Xy

- HOpMaJIiBOBaHa B3a€EMHa Kopemmix:

NC = pr,yﬁx,y / zpzx,y > (2'8)
x,y X,y

— AKIiCTh KOpEMANii:

CO=3%p,,Duy/ XPxys (2.9)
L4 X,y

— 3arajibHe CHrMa-BiIHOIEHHA CHI'HaJI-IIyM:

GSSNR=3S02/3(0, -5, ) » (2.10)
b b

1 2 _ ] 2
b anlo%bp’y (nblgcbpx’y)

— mnoAibHiCcTH ricTorpam:
HS = 31,0~ ()} @11)

Ae f;(c) — BiAHOCHA YacTOTa rpajalii Konbopy ¢ y 306paxeHHi 3 256 pis-
HIAMH KOJILOPOBOCTI.

Jins imocrpanii po3risHeMO OJMH NPHKAAN, AKAHA ONMCYE IPUHIAI, BHKO-
PUCTOBYBaHMII DU OI{HIOBAaHHI HAaNifHOCTI NPHXOBYBAHHS CTETaHONEPETBO-
PeHHs, a TaKOX IpH N0OYIOBI AeTeKTOpiB cTeranorpam [49].

[lpumycTuMO, WO B pe3yibTarTi poGOTH CTeraHOrpaiuHoi yTHITITH
PGMSTEALTH mnsxoM NpUXOBYBaHHS 3axuilyBaHoi iHdopmanii y monon-
IEX 6iTax MikcemiB 306paxeHHA-KOHTEHHEpPa OTPHMYETbCS CTeraHorpama. ¥
BHXiZHOMY KOHTeiHepi (puc. 2.5, a), sikuii Mac posmipu 640480 nikcenis i 256
BiATIHKIB Ciporo kombopy, IO BiAmoigae mpu6musHo 300 KGir indopmauii,
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MPUXOBYEThCA TeKCTOBa iH(opMalis. 30BHI pe3ynbTyBalbHa CTeraHorpama
(puc. 2.5, 6) 3aIMIAETBCS MPAKTUYHO HE3MIHHOIO, 32 BUHATKOM J€SAKUX BiTiH-
KiB. O/(HaK BHECEHHIi IPH IbOMY B 300pakeHHs KOPHCHHMI «IIym» (To6GTO npu-
XOByBaHa iH(popmaLis) Gy1ae NPUPOJHO CTATHCTHYHO BiIPIi3HATHCA Bif 3BHYaii-
HMX BHIIaJIKOBUX IEPEMIKOL.

0.2
0.175

0.125
0.1
0.075

0.025

8 -4

Pucynok 2.5 — Ilpuknan ananisy creranorpam 3a gonomoroto ¢instpa Jlamaca

Ak IHCTpyMEHT aHasli3y OTPHMMAHOro 300paXeHHA 06epeMO MUCKPETHHil
¢ineTp Jlamnaca BepXHix 9acToT:

L(P(x, y))=P(x+1,y)+P(x-1, y)+P(x,y+1)+P(x,y-1 )-4P(x,y),

ze (x, y) — KOOPAMHATH MiKCENiB 306paXeHHs.

3a omomMoroxo 1aHoro (GilbTpa MoXKHa NPOBECTH OLiHIOBAHHS MOAIGHOCTI
BiATIHKIB npunernux mikceniB. Ha puc. 2.5, ¢ i 2.5, 2 HaBeneHO TicTorpamu
¢ineTpis Jlamaca i nexinbkox 306paxeHb-KOHTEHHEpIB i OTPHMAHKUX CTera-
HOIpaM, BilnoBinHo. Sk i mepeabauanocs, y BUXiZHMX KOHTeifHepax CycimHi
TIKCENli MAKOTh CXOXi KONBOpH, IO HA pHC. 2.5, 2 BiToGpakeHO IpyIyBaHHAM
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ricrorpaM B oKojli 3Ha4eHHs Hyns. HaBnaku, ricrorpamu, sKi BiXHOCATECS JIO
CcTeraHOrpaM Mo6GIU3y IHOro 3HaYeHHA, € Ginpm posMuTuMHy. Lli pesynsTaT me
He HaAl0Th TBEPAOTO IOKa3y iCHYBaHHA B aHANi30BaHOMY 300paXeHHI IPHXO-
BaHOI iH(OpMaLlii, ajle CHIHAMI3YIOTh PO Te, IO 3 BEIMKO IMOBIPHICTIO 30-
GpakeHHA MOTHO MiAMATHCA AEAKHM MoHdikaltisM.

2.4.4 AGcoAI0FHO HaARIHA cTEerocHcTEMa

V [11] HaBeneHo dpopManbHE TeOPETHKO-IHPOPMAIIiliHe 03HAYEHHS CTiHKO-
CTi CTErOCHCTEMH CTOCOBHO ITaCMBHMX aTak. ['0NoBHA ifles 6a3yeTbcs Ha BH-
naAKoBOMY BHGOpi koHTeliHepiB 3 MHOXHHH C 3 iMOBIpHIicTIO Pc.

B6ynoByBaHHA B KOHTEi{Hep CEKPETHOTO MOBiJOMICHHS MOXHA ONUCATH K
dymKuito, BusHaueny Ha C. Hexait Ps— iimoipuicts E(c,m, k) Ha MHOKHHI BCiX
MOXJIMBHX CTETaHOTPaM, OTPUMAHHX 33 HOTIOMOTOIO CTErOCUCTEMH. SKINO KOH-
TelHep C HIKOAM HE BUKODHMCTOBYETHCA UIA OTPMMAHHA CTEraHOTPaMHM, TO
P«(c)=0. [inn obuncnenHs iMoBIpHOCTI Ps HEoGXiHO BpaxyBaTi PO3NOALT iMo-
BipHOCTEll Ha MHOXUHI KTo4iB K Ta MHOXHHI OBILOMICHD M.

BH3HaYMMO Ha MHOXHHi () Take CTHBBIHOWIEHHA /1A BiTHOCHOI €HTPOIL:

P(q9)
Pz(‘])’

3a KOFIOMOFOIO SKOTO MOXHA BHMIpATH Hee()eKTHBHICTL NPUAHATTA HEUpPaBHU-
JBHOT TiFOTE3H HPO PO3NOALT P; y BUIIAZIKY iCTHHHOTO po3noaLty P;.

TakpM 9HHOM, WIS cTeraHorpadiuHOro NMEpEeTBOPEHHA MOXHA OTPHMATH
IEeAKy OUIHKY. J[aMoO O3HadeHHs HAMIHOCTI CTEroCHCTeMH B TepMiHax
D(Pcl|Py).

Osnayenns 2.5. (abcomomua nadiunicms) Hexait Z— creranorpadivna cu-

D(R || P,) = Z{lg P (q}og, (2.12)
qe

creMa, Pg— pO3HOMLK iMOBIPHOCTEH, epe/laHKX Yepe3 KaHall 38’ 3Ky CTeraHo-
rpaM, P — po3nogin iIMOBIpHOCTEH BUKOPHCTaHHA KOHTelHepiB. CucTeMa Z'Ha-
3HBACTHCE £-HABMHOIO O MACHBHUX atak, ko D(Pc||Ps)<s, i abcomoTHO Ha-
AiiHo0, akmo &= 0.

Crisigsomenns D(Pcl|Pg) NopiBHIOE Hy/IO TOA i TUTBKY TOMI, KOIH 06uA-
Ba PO3MOAL/M iMOBIPHOCTI OJiHaKOBi. TakuM YMHOM, cTeraHorpadiuna cucrema
€ TEOPETHYHO aGCOMIOTHO Halii{HOI0, AKMIO Mpouec B6YI0BYBaHHA CEKPETHOTO
NOBiIOMJCHHA B KOHTeliHep He 3MiHIOE Pc. 30BCiM Ge3leyHa cuUcTeMa MOXe
OYTH CTBOpEHa, HAIIPHKJIA/, Ha OCHOBi OTHOPA30BOi FraMMU.

40




Teopema 2.1. IcHye aGcoMOTHO HailiHA CTETOCHCTEMA.

IIpoBeaeMO KOHCTPYKTHBHE NOBEJCHHA NaHOro TBepmkeHHsA. Hexait C —
HaGip ycix 6iTOBHX psKiB MOBXUHH 1, Pc — piBHOMipHHIH po3noin iMoBipHOC-
Ti KoHTeiiHepa Ha C i e — cexpeTHe noBigomienns, ecC. BixnpaBuuk BHOMpae
HaBMaHHs ceC i o6uncmoe s=c®e, ne ® — nopospamsa onepanis XOR. Pe-
3yNbTYIO4a CTeraHorpama s piBHOMIpHO posmnoaineHa Ha C, ToMy mo Pc=Ps i
D(Pc|}P5)=0. CexpeTHe NOBiXOMIIEHHS ¢ MOXe GYTH BiXHOBIEHO LUIIXOM 00UH-
creHHs sDe.

2.4.5 IfacuBHa aTaKa: BUSABJICHHA NPHXOBAHHX MOBiIOMIIEHD

acusHuit npoTuBHuK (BiLti) mparye BiAOBiCTH Ha 3alMTAHHA Y MIiCTUTh
TepeciaHui KOHTeHHep NpHXoBaHy indopManito, uu Hi. [ mporo Homy He-
00XiZHO NIPOBECTH OWIHIOBAHHA HEONHOPIAHOCTI AEAKHX NApaMeTpiB KOHTEH-
Hepa, BUABHTH B HBOMY «IIL03piNli» TIAHKH, 3aBUIIEHE 3allyMIeHHA Ta iHIN
CIIiJIM IIPHCYTHOCTI MIPHXOBaHKX MOBioMieHs. L% 3anaqa Moxe GyTn popmai-
30BaHA y BUIJLAMI MpoONEMU NEPeBiPKH CTATHCTHYHMX TiMOTe3. 3 L€ METOK
BBEHAEMO TeCTOBY dyHKLi0 f: C—>{0,1}:

1, axwyo ¢ micmumv npuxoe.nogioom.

fl)= ; (2.13)

0, ¢ inwomy eunaoky

3a AOMOMOTOIO AKOi BiLTi OLiHIOE NOBITOMIICHHA, WO NEPEXOILTIOIOTHC B He-
CEKpeTHOMY KaHaimi. ¥ HeAKHX BHIaaxax Biui mpasmibHO BHALIAE creraHo-
Tpamy, a B IeAKHX — Hi, poGIT9M MpH UBOMY IOMMIKH Apyroro poxy, f. Kpim
TOr0, Billi MOXe MOMHAKOBO BHABHTH IPHXOBAHE IOBiIOMJICHHSA B KOHTEliHe-
pi, sikuii He MicTuTh iHdopmanito. Toxi BiH 3po6yTE MOMEIKY MepIIOro pony.
IIpakTH4Hi CTETOCHCTEMH HAMAralOThCs MaKCHMI3yBaTH JUIA [TACHBHOTO araKy-
1040ro MOMHIKY APYroro pofy. laeansHa crerocucreMa moBHHHa 3a6e3neqyBa-
TH TIOMHWJIKY [pyroro poxy f=I. Hani Gyae nokasaHo, mo BCi aGCOMOTHO Ha-
AifHI CTEroCHCTEMH MAIOTh IO BIACTHBICTH (33 yMOBH, IO TOM, XTO aTaKye,
POGHTE IOMIIIKY IIEPIIOro POAY 3 HYJILOBOO HMOBIPHICTIO).

s &HapiiHuX creranorpadigHUX cricTeM IMOBIpHOCTI i f3, 3 IKMMH Tt
XTO aTakye, poGHTs MOMUWIKH MEPINOro i APYroro poiy, HoB’s3aHi Mk co6or0
BiIMOBI/THO 10 IOJIaHOT HHXYe TEOPEMH.
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Teopema 2.2 [11]. Hexaii £~ creranorpadiuna cuctema, sika € &-HaliiiHOIO
NpoTH TacHBHUX atak. ToAi iMOBIpHICTH £ TOro, WO NMPOTUBHMK HE 3Halixe
NpHUXOBaHe OBIJOMICHHS, i IMOBIPHICTb @ TOTO, IO BiH HENMPABIILHO BUABUTH
[pYXOBaHE TOBIIOMJEHHA, 33IO0BOJIBHAIOTH caisBigHowenna: d(a, )<, ne
d(a, ) — BigHOCHA JBifiKOBA EHTPOIIiA, 10 BU3HAYAETHCS AK

d(@, B)=alog, - ﬂ+(1 a)log, ﬂ“. (2.14)

30Kpema, skuo a=0, o A2

Jlosedennsn. Y BUNANKY, KOJAM KOHTEHHEPH HE MIiCTATh NMPUXOBAHOTO MOBi-
JOMIEHHA, TO iIMOBIpHICTE TXHBOTO PO3NOALLY Biamosinae Pc. PosrasHeMo Bu-
nazxoBy Benmauny f{C) i o6umcmimMo ii posmoxin 7. ¥ Bumanky, ko fIC)=1,
TOM, XTO aTaKye, pobuts mommwiky apyroro poay. Takum umnoM, 7x(1)=e i
#{0)=1-a. SImo KOHTelHep MiCTUTH IPUXOBaHE TOBiJOMIEHHS, TG POSIOLL
iMoBipHOCTi BimtoBigae Ps. O6uncmuMo iMOBipHICTs 75 A f(S). ¥V BAmajky,
o f{S)=0, Toit, XTO aTaKye, He MOXe 3HANTH MPUXOBaHe MOBIIOMIEHHA i po-
6UTH IOMEIKY Tepmoro poxy. Takum unsoM, 75(0)=4 i 7(1)=1-4. BigHocHa
eHTpONis, BimROBiAHO 10 (2.12), D(7c||75) Moxe 6yTH BHpaxeHa B TakHii crio-
ci6:

D7) = 5 me(@og, "L = (- a)log, = + alog, == d(@, p).
g<(0.1} 75(q) B 1-8

Big3HauuMO TaKy BIACTHBICTb PyHKIIT BITHOCHOI EHTpONii: IeTepMiHOBaHa
06pobka He MoXe 36LUTBIIMTH BIIHOCHY EHTPOMNil0 MK ABOMa PO3NOALTAMH.
Hexait Qpi Q) — IBi BENAAKOBUX BEIHMYUHH, BU3HAYCH] Ha MHOXUHI () 3 BiNIO-
BIIHMMH PO3TOALIaMH iMOBipHOCTel Pgp i Pg;, 3 f— GyHKIiA, mo BinoGpaxae
Qna T: Q—T. Toxi, D(Prol|Pr))<D(Pgol|Pgi), ae 4epe3 Pro i Pry BiINOBiZHO 11O~
3uadeHo imMoBiprocTi £Q,) i AQ)). Omxe, d(a,fy=D(ncl 7s)<D(Pc||Ps)<e. Bpa-
xopytoun d(0,f)=tog,1/B, orpumaemo: lim, olog,o/(I1-f)=0. Takum duuHOM,
Akmo a=0, To A2°. Orxe, WA &-HadifHoi crerocucteMu 3 =0, Heo6XinHO
3a6e3meunty, mob £->0. Toxi imoBipHicTs S—>1. ToMy, AKIO 3HaUEHHA & Oyne
MaluM, TO TOH, XTO arakye, Gyie HOMHMIKOBO BUABIIATA CTEraHOFPaMH 3 JyxXe
BHCOKOIO IMOBIpHICTIO.
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2.4.6 AKTHBHI i 3JI0OBMMCHi aTaku

Aist 3aBX /M MOPODKYE MPOTHAIO: HABITh AKIIO MPHXOBAHE MOBiZOMIEHHS
HEMOXJIMBO BUAUIMTH i IPOYMTATH, HOr0 MOXKHA BUABHMTH i MOPIBHAHO JIErKO
sHumuTH. Hanpuknax, sxmo nosinomiuenHs npuxosate y daiini popmary GIF
IULTXOM NEPECTaHOBKM KOJIBOPiB, TO BIUIHB Ha Leil (aiin NUIIXoM BHNIAIKOBOT
3MIHM NPOXOKEHHS KOJBOPIB y MANiTpi 3pOGHTEH NMOBiIAOMICHHS TAKKM, IO HE
BUTATYETBCSA, TOOTO 3HUIIUTE HOTO.

Iix yac NpoeKTyBaHHA Ta JOCNIIKEHHS CTETOCHCTEM CIIEIiabHA YBara o-
BUHHAa OyTH NpHJiTeHa BHBYCHHIO BIUIMBY Ha HHX AKTHBHHX i 3JIOBMHCHMX
aTaK. AKmueni amaxu 30aTHI 3MIHMTH KOHTeHHep MiJ 9ac 38’A3Ky: Bimm Moxe
[IEPEXONUTH CTEraHOrpaMy, Mocaany Bif Ajick 1o Bo6a, 3sminuty ii i Bignpa-
BUTH pe3ynsTatr boGy. Tyt nepenbayaeTses, mo NpH aKTUBHIH aTali HEMOXIH-
BO TIOBHICTIO 3aMiHHMTH KOHTEHHep i #0ro ceMaHTHKy, a MOXHA TiNbKH MpoBec-
TH HE3HA4HI 3MIHM Tak, W06 OpHriHan i 3MiHeHHH KOHTEHHep 3amMaNics Bi-
3YalbHO | CEMaHTHYHO NMORIGHUMH. 3noemucHumu amaxamu GyIEMO BBAXATH
TaKi, IPH AKMX NMOBiIOMJICHHA NOBHICTIO PyiHYyeThCS 260 OpraHi3OBYETHCA CTe-
rasorpagiqnuit o6MiH Bix iMeHi OHOTrO 3 MapTHEPIB 3B’ A3KY.

Creranorpadiuni cucTeMH HaA3BHYAMHHO YyTIMBi A0 MOmUiKaKii KOHTeH-
Hepa (HanpuKiaj, /ULA 306paxeHHA — e 3riaKyBaHHs i GiTsTpamis, s 3BYKY
— ¢binbTpauis). IHoai npocTe yminbHEHHA 3 BTPaTaMH MOJKE TPH3BECTH [0 0B~
HOl BTpaTH iH(popMaii, TOMy IO PH LEOMY 3MIHIOETBCA KiIbKICTh indopMawii
B 00’€KTi — BUIYYaKOTECH HETIOMITHI KOMIIOHEHTH CHTHANY i, TUM CaMUM, 3HH-
IMY€TBCA ceKpeTHa indopMalid, ska 6yira Tam mpuxoBaHa. ITix 9ac akTHBHEX
aTaK, KoJM HeEMae MOXJIMBOCTI BUTATTH IPHXOBaHy iHpopMariro ab6o moBecTH ii
icHyBaHH#, ii MOXHA 3HULIMTH OPOCTHM JOAABAHHAM Yy creraHorpaMmy BHIaf-
KOBHX MepemKoA. ¥ BUNaaky uudpoBux 306paxkeHb TOM, XTO aTaKye, MOXE 3a-
CTOCYBATH BiloMi MeTOM 06POGKH 306paxeHs, 30KpeMa NEPETBOPUTH HOro Ha
iHmH popmar. Vce 1e 31aTHE 3pyiHYBATH NPUXOBaHY iHMOpMALLO.

V Cy4acHHX KOMIT'IOTEDHHX CHCTEMaX Peali3oBYIOTHCA cTeraHorpadidsi
TIEPETBOPEHHA 3 BUCOKOIO HAUTHIIKOBICTIO, fAKi CTiliki 1o TpaHcdopmarii KoH-
TeiiHepa (oGepTanns, o6pi3aHHA KkpaiB 306paxeHb, NPYKyBaHHA/CKAaHYBAHHS
iT. 1) abo Mawinymawiit 3 #oro mapamerpamu (AcKpasicTio, KOHTPACTHICTIO,
pi3kicTio Ta in.). ToMy 0Ha 3 BaXKITMBMX BUMOT IO IPAKTHYHO] CTETOCHCTEMH —
1ie 3a6e3MneyeHHs CTIHKOCTI 10 BUNaAKOBHX 260 HABMHCHHX TIOMHJIOK.
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2.4.7 CriiikicTs creraHorpagiuHol CHCTEMH 10 aKTHBHHX aTaK

CreranorpagiuHa cucreMa Ha3sHBAa€ThCA CTIMKOIO 0 aKTHBHMX aTak, AKIIO
npuxoByBaHa 3 ii gonomorolo ingopMania He Moxe 6yTH 3MiHeHa 6e3 3HaYHUX
3MiH KOHTeHepa, BHACHi AOK AKUX BiH BTPAaTUTh CBOIO (QYHKIiOHANLHICTS.

Osnayenns 2.6. (cmisicicmev) Hexait = — creranorpadiuna cucrema i p —
kiac Bizobpaxens C—C. Toxi cucreMa = GyAe p-CTilikoro, AKIIO y BHIAAKY
CTETOCHCTFEM i3 CEKPETHHM KIIFOYEM JUIA BCiX p € p CIPaBeITHBO

Di(p(Ec,m,K)),k)y=DyExc,m,k)),k)=m, (2.15)

a y BHNaAKy Ge3KMOYOBHX CTETOCHCTEM, He3alexHO Bifi BuGopy meM, ceC i
kek:

D(p(E(c,m))y=D(E(c,m)y=m. (2.16)

Od4eBHIHO, 10 € 3BOPOTHMIA B3aEMO3B’A30K MDK HaflilfHiCTIO 1 CTiliKicTIO
CTEroCHCTEMM: YuM Oiabr cTilikoro no Momudikalii koHTelHepa Oyne Crero-
cHCTeMa, THM BOHAa MEHII HajiiiHa, OCKUIBKM CEiMKiCTh MOXe OYTH JOCATHYTa
3aBaJIOCTIHKKMM KOAYBAHHAM, IO MOXE CWIBHO CHOTBOPHTH KOHTEHHED i, MOX-
JIMBO, 3MIHWTH PO3MOAL iIMOBIpHOCTI P;.

Bararo CTEFOCHCTEM € CTIHKMMH [0 [EBHOTO KJIacy BinoOpaxeHp (YINiIb-
nenns/posampenss JPEG, dinsTpauii, nogasaunss 3 6imuM myMoM Ta in.). Ine-
ajbHa CTErOCHCTEMAa NMOBHHHA OYTH CTIHiKOIO O BeiX BifoGpaxkeHb THITY «30e-
pekeHHd o-HORIOGHOCT», ToOTo BimobOpakenwaM p: C—>C i3 BIacTHBICTIO
sim(c,p(c))>a i ce=1. OnHak Taki CHCTeMH BaXKKi B IPOEKTYBaHHi i, 4epe3 3a-
CTOCYBaHHA 3aBaJOCTIKOrO KOJAYBaHHA, MAIOTh HU3BKY ITPOITYCKHY 3/aTHICTE.

3 immoro GOKY, CHCTEMa Ha3MBAETHCA «Q-CINAOKOIO», SAKIIO UL KOXKHOTO
KOHTeliHepa iCHye Take BijoGpakeHHA «30epexxeHHs -IIOAIGHOCTI», MO NpH-
XoBaHa iHQopMmallis Oyme HEBITHOBAXOBAHOIO 3 TOYKM 30pY CIIBBIIHOIIEHB
(2.15)+2.16).

B3araxi, icHye gpa MIAXOZM IO CTBOPEHHS CTiMKMX CTEFOCHCTEM. Y -mep-
mIOMY HiIXOxi, y nepenbadeHHi MoXIHMBHX Moxaudikaliil cTeraHorpam, crera-
HOrpagiuHe NEePEeTBOPEHHS Bifipasy HPOEKTYEThCA CTIHKHM AO SHUINECHHS MpPH-
XOBaHHX JAHHMX MEBHMM KiacoM momudikaniid. V aApyroMy miaxofi peanisoBy-
IOTBCS IEPETBOPEHHS, AKi MAIOTh BIAaCTUBICTH O6EPHEHOCTI A0 MOMXIIMBHX MO-
mudikaniil [is BiAHOBICHHA IIOYATKOBOrO BUMIARY cTeraHorpamu. Hampukian,
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y [12] 3anpononosano mMeron «adiHHOro KoayBaHHA» Ul MPOTHAIT adiHHMM
TNEPETBOPEHHAM 306paXKeHHs, Y SKOMY Tepen6aieHo OUiHIOBaHHS NapameTpiB
[epeTBOPEHD, BUMIP 3MiH GopMH, po3MipiB i HaPAMKIB AEAKHMX KOJOBaHHUX 00-
pasiB.

Criliki anropuTMH MOBUHHI IPUXOBYBATH JaHi B HAHGLILI icTOTHUX dpar-
MEHTaX KOHTeiHepa, ToMy HI0 iH(popManid, 1Kka KOXYETHCA B IIYMOBOMY KOM-
TIOHeHTi, Moxe OyTu BiIyueHa Ge3 Hamsycwis. Hampukman, simomo [13], mo
creraHorpadiugi nepeTBOpPeHHA, AKi MPALFOIOTH y 9aCTOTHIN o6nacTi KOHTeH-
Hepa, MOXyYTh OyTd Ginbwn crifikumu 10 Mozmbikamii, HDK aIropHTMH, AKi
IPaIOIOTh Y THUMYacoBili o6macti. BukopucToByroud i BIacTHBOCTI, MOXKHA
CTBODHTH CTilKi cTerocucreMy, ki 6yayTh 3GepiraTd npuxoByBaHy iH(pOpMa-
uito B DCT-koedinieHTax 306paxents. EMipudni JocikeHHS TOKa3ay, mo
Taki MeTonu cTiliki 1o JPEG-yminsHenns 1o pieHs ~60%. Inmi MeToxu, rono-
BHHM YHMHOM BHKODHCTOBYBaHi B IM(POBHX BOIJHHX 3HAKaX, BUTPUMYIOTH
JPEG-yminsHeHHs o piBHs ~5%.

2.4.8 BiakpuTuii creranorpagiunuii Kanan

TlpurmycTumMo, Mo Npu aKTHBHIi atalli NPOTHBHUKY BAAETHCA BHECTH TLIBKU
He3HAYHi 3MiHM B KOHTeHHep, o mnepecuiactbes. OTxke, 36epexXeThes JAeiKa
iHpopmauis, ska crieuudidna 111 KOHKPETHOFO KoHTelHepa. Lo indopmamiio
He MOXXHA BHJATHTH Ge3 iCTOTHOT 3MiHHM ceMaHTHKM koHTelHepa. ToMy, SKIIO
CeKpeTHe NOBINOMIEHHS BOYNIOBYBaTH B iCTOTHi ()parMeHTH KOHTeiHepa, TO
fioro MoXHa nepeiaBaTH Mk aGOHEHTaMH 3 BUCOKHMM CTYMEHEM LiTiCHOCTi Ha-
BiTh 33 HasABHOCTI aKTHBHMX MepemKox. Iloai6Husi crnoci6 nepexaBaHHA TOBI-
AOMIJIEHHS Ha3BaHUH giokpumum cmezanoxananom (supraliminal channel) [10].
3rigHo 3 muM crocoboM «iHpopMalis BOYIOBYEThCS B KOHTEiHep Tak, Mo ii
BHJHO, aJle HEMOXJIMBO 3MIHHTH 6€3 iCTOTHHX 3MiH XapaKTepHHX BIACTUBOCTEH
KoHTelHepa». KoHuenuis BilkpdTOro creraHoKaHay BHKOPHCTOBYETBCA Tepe-
BaXHO JUIA IMQPOBHX BOAAHHMX 3HAKIB i POTHCTOITH aKTHBHMM aTakam. Po3-
IASHEMO HPHHIMII HOTO BUKOPHCTAHHSI.

IlpurycTimo, mo KOXHOMY KOHTeiHepy BiMNOBifac ieskWii ma6GnoH, y
axkoMy $opmainbHO omHcaHi BCi XapakTepHi oco6muBocTi koHTelHepa. Hexait
S — MHOXHHa Beix wabmonis i £ S—{0,1}" — dpyHkuis, ska HasUBacTHCA ¢byHK-
uiero mabnoxnis. i1 Toro, wo6 nepenatu GitoBuii panok xe {0,1}", Anica Bu-
6upac enemenT s€f ' (x) i Hagcuae HECEKPETHHM KaHAJIOM KOHTEHHED, AKOMY
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BiAMoBifac mabnoH s. Binmni Moxe mizo3proBaTé NMpo iCHYBaHHS NPHXOBaHOTO
06MiHY B IIyMOBOMY KOMIIOHEHTI KOHTeifHepa i TPOXH 3MiHUTH CTeraHOrpamy 3
METOIO BHAAIEHHS 3 Hel CEKPETHOro MoBiftoMAeHHA. OHaK NPH HEOMY BiH He B
3MO3i 3MiHHTH a6a0H KoHTelHepa. Tak camo Bo6 Moxke BiHOBUTH 1Ia6JI0H s i3
NPHIHATOI CTEraHOTPaMHM i BUTATTH X 3a JOHOMOTOI0 GyHKii f (puc. 2.6).

1ifd

-

-1 i BigHOBsEHMI
f PAROK NOBIAOMICHHR PATOK nOli)lOMJl f

3anoBHEHUH 3MiHeHul KOH-
KOHTEHHEP Teiinep

Pucynok 2.6 — CxeMa BiiKpuTOro crerasorpadi4Horo kaHamy

BHKOPUCTOBYBATH BilKpUTHIl CTeraHOKaHal U1 INEepecHIaHHA 6iToBOro
pAfKa 3 ABHMM 3MicToM (Hampukiam: «TyT ONMCaHWIl IUTaH BTedi 3 B’A3HHI
Autica») HegoUIBHO, ockineku B 3a qonomororo Biaxputol QyHKIii f 3Mo-
Xe JIETKO BigHOBHTH BOYXOBaHy iH(opMairo i 3acTocyBaTH penpecii o AJticu
i Bo6a. OfHak, AKOIo KOAOBaHE MOBiIOMIIEHHS € BHIMaJKOBMM CEKPETHHUM KIIIO-
geMm abo BAIIAA@E K BUOAOKOBUH mudprekct, To y Bini ne 6yne mifcras i
Migo3pH 1 JoKa3iB (KO BiH HE 3[ATHUI 3MaMaTd KPMNTOCHCTEMY), IO Iepe-
naHa indopmanis € YUMOCEH GBI iCTOTHUM, HiX BHITARKOBHIT 61TOBHI PATOK.

Jins npaktiaHol peaizauii moAiOHOT cxeMH NOTPiOHO CTBOPHTH DS YMOB.

Hacamniepen, HeoOXiHO BMIiTH CTBOPIOBaTH I OY/b-AKOTro mablloHa KOHTeH-

Hep, IPHYOMY TaKuil, IO HEBEMHKi 3MiHM, JKi MOXYTh BHOCHTHCS B WEH KOH-

TeliHEp NpY aKTHBHMX aTakax, He MOBHHHI 3MIHIOBaTH NMPUXOBYBaHi HaHi. 30- |

KpeMa it Biuii He MOBMHEH YMITH IULIXOM MaHITYAALH 3i CTEraHOrpaMoro 3Mi-

HIOBATH WAaGIOH s, 3BOMMIHM Horo 10 BUIISARY s’ Takoro, mo f{s)#f(s"). Heobxixa-
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HO TaKOX YMITH GyXyBaTH IaGIIOH Ui KOXKHOTO 06GpaHOro KoHTeliHepa. Kpim
TOro, GyHKUis f MOBUHHA GyTH 3araIbHONOCTYIHOI, 4 f i /' — obuncmosann-
MH. KoHreliHep, y AKOMy BiICYTHE NPHXOBAaHE MOBiZOMJIECHHA, MOBUHEH Bilo-
6paxaTics y BUNaaKOBHi pAIoK. TaKMM TMHOM, €IMHE PO3XOHKEHHA MiX CTe-
TaHOTPaMOIO i IIOPOXKHIM KOHTEHHEPOM MOJArac B TOMY, LIO panox f{s) Mae
IIEBHE 3HAYCHHA,

Omucana cxema Moxe GYTH TakoX 3acCTOCOBaHA I NPHUXOBAHOTO 0o6MiHy
KHoYaMH. Allica reHepye BiIKpuTHil ko4 E i cekperTHuii xmou D, BUGHUpae
wabnon sef (E) i nancunae Boby xoHTeitHep, mo Binosixae s. o6 BigHOB-
moe E, obgucmorouyn 3a momomorow f ma6ioH. Bin BUOHMpae BUNAAKOBHIA
KoY k, mugpye ioro 3a gonoMorowo E, BuGupae KOHTeHHep, mo BiamoBigae
mabnowosi s'sf'(E), i naxcunae Horo Auici, sixa 31aTHa BigHoBuTH E(K). Anica
posmudposye E(k), BUKOPHCTOBYIOUM cekpeTHHH kmod D. Bracminok 1IBOTO,
Bt HisKMM YMHOM He 3MOXe OTPHUMATH A0Ka3iB, mo MofiGHa CTeraHorpama €
3HaYMMOIO JUTS MPOTOKOITY KIFOUOBOTO OOMiHY.

Crin 3a3Ha4uTH, WO rosioBHa MpobieMa cxeMu BiIKpHTOTO cTeraHorpadig-
HOTO KaHany nosirac B eeKTUBHIlN peanizauii gpyHkuii /.

2.5 Iluranus gns CaMOKOHTPOJIIO 3HAHL

1. HasBiTs pik i Micle 3apo/ukeHHA KOMIT'IOTepHOT creratorpadii.

2. Jaiite 03HaueHHA CTEraHOrpad)iaHOl CHCTEMH.

3. Illo Take KoHTeiiHep?

4. B 9oMy CyTh NPOGIIEMH NIPO «TIOPEMHHKa»?

5. HaBeniTh y3aransHeHy cxeMy creraHorpaivHoro 3B’A3Ky.

6. B 4oMy noJisirae HaRiHHICTE cTeraHorpahigHOro 38’ 3Ky ?

7. Nlaitre (opMabHe MOKAHHA NPOLECY NPUXOBYBAHHS TA BUTATAHHA iH-
tdopmarit.

8. Ilo Moxe 6yTH 06paHUM SK KOHTeiHED?

9. aitte o3HaueHHs GyHKLii moxi6HOCTI.

10. Ski icHyroTh MeTOH BUGOpY KOHTeliHEpa?

11. SIxi BUMOTH BHCYBAIOTHCA 110 CTEraHOTpadiuHuUX cHCTEM?

12. JlaiiTe XapaKTepHCTHKY GE3KTIO90BHX CTETOCHCTEM.

13. Jlalite xapaKTepHCTHKY CTETOCHCTEM 3 CEKPETHHM KIIOUEM.

14. JTaiiTe XapaKTepPUCTHKY CTEOCHCTEM 3 BiIKPHTHM KIIOUEM.

15. JTakite XapaKTepHCTUKY 3MIlIAHAX CTETOCHCTEM.
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16. SAxa ocHOBHa MeTa cTeraHoaHamizy?

17. YumM BiApi3HAETBCA CTETaHOAHA3 Bifi KpUNTOAHAN3y?

18. HaiiTe BU3Ha4YC¢HHA HOHATH TEOPETHYHOI, MPaKTUYHOI Ta HECTiHKO] cTe-
TOCHCTEM.

19. Ha3BiTh eTanu 37aMy cTeraHorpahiqHux CHCFEM.

20. Ha3BiTh BHOU aTaK Ha CTEFOCHCTEMH.

21. Ha sxux npuHIpIax 6a3yerscs creraHorpadivHe nepeTBOpeHHA?

22. B qoMy noJdrae rojIoBHa 3ajia4ya CTeraHoaHanisy?

23. Ha3BiTh CKNaJI0Bi YCIIIMIHOTO NMPOBEAEHHS CTEraHOaHaNi3y.

24. OxapakTepu3yiire HallpAMKH PO3BHTKY CTEraHOaHai3y.

25. HaBeniTs MOZENb OLIiHIOBaHHA CTIHKOCTI CTEFOCHCTEMM.

26. HaBeAiTh METPUKH OLHIOBAaHHA IMEPEKpYIyBaHb, IO BHOCATHCA CTera-
Horpa¢ivHIMH NEPETBOPEHHAMH B 300pakeHHA.

27. sIxa crerocucTeMa € abCOMOTHO HafiiHOI0?

28. Un icHye abcomoTHO HafiliHa crerocucrema’?

29. Sx BHW3HAYacTHCA IMOBIPHICTH BUABNICHHS NPHXOBAHUX MOBiIOMIIEHL B
CTEerocHCTEMI IFACHBHUM HPOTUBHUKOM?

30. B yoMy nonAraloTk akTUBHi arakil IPOTUBHUKA?

31. SIx BUSHA4AETHCA CTIMKICTh CTErOCUCTEMH O aKTHBHUX aTaK?

32. sAki icHYIOTB IIIXOAM IO CTBOPEHHA CTIKHX CTErOCHCTEM?

33. I1lo Take BifKpHUTHIi CTeraHOKaHaJI?

34. HaBeAiTh i HOACHITH CXeMY BiIIPUTOrO CTEraHOKaHANY.

|
|
1
|
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PO3/1J1 3 CTETAHOTPA®TYHI METOAU IPUXOBYBAHHSA
IHOOPMAIIIT

B uwoMy posaini amanisyrotecs creranorpadiumi MeTomu MPUXOBYBaHHA
AaHMX [UIs pi3HUX THHIB iHQopMauiiiHoro cepenouma. ITix yac po3rIARy Me-
ToiB 6ynemo mo3HavaTH GYKBOIO ¢ KOHTeliHep, KMl ABNAE COGOI MOCTiIOB-
HICTb €/IEMEHTIB ¢; TOBXHHH /(c). CTOCOBHO 1UppPOBOrO 3BYKYy — lie Oyne Kins-
KICTB Bi/UTiKiB B ONMHHMIIO 4acy, 10 LEBPOBOTO 306paKeHHA — MOCIIAOBHICTB,
OTPUMaHa NLIIXOM BEKTOpHM3aUil 306paxeHHs (TOGTO LUIAXOM BHIIMKYBaHHS
BCiX MiKCeNiB 3/1iBa Hamparo Bif 6UIbIoro a0 Menmoro). s ABIHKOBOTO 30-
OpaxeHHA 3HA4YEHHA ¢; MOXYTh 6yTH «0» a60 «1», Ui KBaHTOBAHOTO 306pa-
KeHHs a60 3BYKY — 3MiHIOBATHCh B JianasoHi Bift «0» 10 «255», i TEeKCTiB ci—
Lie CUMBOJU aI(aBiTy. AHAJIOT{4HO IO3HAYIUMO GYKBOIO 5 3aIOBHEHMI KOHTeil~
Hep (CTeroo6’eKT) — MOCHiNOBHICTb eNEMEHTIB s; NoBXHAH /(s), a GyKBOKO m —
CeKpeTHe MOBiIOMIICHHS HOBXUHH /(m). SIkimo He Gyne creniansHo 06yMOBIIe-
HO, T0 GyneMo BBaxary, mo m;e {0,1}. Konsopose 306paxenns C 6yaemo mno-
AaBaTH 4epe3 TUCKPeTHY (YHKUilO, ska BH3HAYAE BEKTOP KONMBOPY c(x,)) WA
KOXHOrO MiKcena 306paxeHHs (x,y), e 3HAYEHHS KOMbOpPY 3a/a€ TPHKOMIIOHE-
HTHHH BEKTOp y koipHOMY npocTopi. Haii6insm nommpenum crioco6oM mepe-
A2BaHHs KONLOPY € Moxenb RGB, y sAKiit OCHOBHI KONBOPH — YEPBOHHI, 3ei1e-
HUi 1 CHHIH, a Gyab-Axuit iHmuii Koip Moxe GyTH MOTaHMI y BUIVIAAI 3Bae-
HOI CyMH IIMX KOJBOpiB. 3a BEKTOpOM Ko1bopy c(x,v) v RGB-npocTopi MoxHa
CYIMTH [P0 iHTEHCHBHICTh OCHOBHHX KOJIBOPIB.

3.1 Knacudikanis metoxis npuxosyBannst inpopmanii

ButbmicTs MeTozis KoM’ 10TepHOT cTeranorpadii 6a3yeTses Ha TBOX MpUH-
IMTax.

Hepumit nonsrae B ToMy, mo daiinm, sxi He NoTpebyIOTH a6COMOTHOT TOY-
HOCTI (Hanpukian, (aiimm 3 306pakeHHsAM, 3BYKOBOIO iH(pOpMaIiero Ta iH.),
MOXYTh 6yTH 9aCTKOBO BUIO3MiHEHi 6e3 BYpaTH PYHKIiOHANBLHOCTI.

Hpyruii IpUHII IPYHTYETHCA HA BIACYTHOCTI CELiaTbHOTO iHCTpyMeHTa-
pito a6o He3JaTHOCTI OpraHiB 9yTTiB JIOAWHA HAMiHO pO3pi3HATH He3HadHi
3MiHM B TaKMX BUXITHHX (paiinax.

B ocHOBI 6230BHX mimxomiB 0 peaiizauii METORIB KOMIT'IOTEPHOI CTeraHo~
rpadii B pamkax Toro uM iHmoro iHpopMauifiHOro cepeROBHIIA NEXHTE B
JIEHHA MaJlo3HAYHMHX (PArMeHTIB CepeNoBHINa i 3aMiHa iCHyI0uol B HUX iHdO-
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pmanii Ha indopmanuito, AKy mnepeabadaeThcs 3axMCTHUTH. OCKUIBKM B
KOMIT'IOTEpHii creraHorpadii po3rismaloThCA CEPENOBHIIA, MiATPHMYBaHi 3a-
cobaMu 06UHCIOBANLHOI TEXHIKM i BIAMOBiAHIX Mepex, TO Bee iHdopMariiine
CepejIOBHILE, HacaMKiHelb, MOXe MogaBaTHCA B HU(PoBOMy BUIJIAAL. Takum
YHHOM, HE3HAYyIli Ay kaapy iHdopMauiifHOro cepefoBmina ¢parMeHTH Bif-
HOBiAHO KO TOro a0 iHIIOro aNrOpUTMY YM METOMMKH 3aMiHAIOTHCA (3aMilny-
I0ThCA) Ha ()parMeHTH [pUXOBYBaHOl iHpopmanii. Hin xagpoM indopmaniiino-
ro CepeIOBHINA B JaHOMY BUIAAKY PO3YMi€ThcA Aedka foro yacTHHA, BHALIEHA
3a TICBHMMHM O3HaKaMH. TakuMu O3HaKaMu 49acTo OyBaroTh CEMaHTHYHi Xapak-
TEPUCTHKM BUALMIOBaHOI JacTUHH iH(popMamijiHoro cepemopuiia. Hanpukian,
AK Kagp Moxe OyTH oOpaHumit JesKuif OKpeMHii MaIOHOK, 3BYKOBHH aidn,
Web-cropiHka Ta iH.

Jins MeToAiB KOMITIOTepHOI creraHorpadii MoxXHa BBECTH NeBHY KiacHbi-
Karxro (puc. 3.1).

|I MeTtoan koMm'toTepHoi creranorpadii Il

OzHaxu kacudikamii

Crioci6 Bubopy Joctyn go inpopma- Tun opranizauii
KOHTeHHepa i KOHTEHHEpa

CyporarHi l: Morokosi !: CucreMaTuyHi

CenexTueHi 3 DOBUIBHMM AOCTYIIOM Hecucremataysi
KoucTtpyropansHi
Tun indopmantiii- BukopHcToBY-
op P Y Ipu3naveHss
HOTO CEpe/IOBHINA BAHHM NMPUHUMIIOM
JUitst TEKCTOBOTO Cepe/ioBUila Ha ocHOBI HajynAm- 3aXHCTY AHNX, WO
JUns 3BYKOBOro CepefioBHINA KOBOCTI CEpeAOBHIA nepenaloTecs abo
. C . 36epiraloTbes
JHns cron-kaap/Bigeo TPYKTYPHI
CepefloBUINa 3axucTy npaB Ha uHd-

poBi o6'exTH

Pucynok 3.1 — Knacudikauis MetoaiB npuxoByBaHHs iHbopMartii
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Ak yxe BKasyBanocs, 3a cnocobom dobopy KOHMetHepa Po3pisHAIOTH Cypo-
raTHi, CEIEKTUBHI Ta KOHCTPYIOBaJIbHI METOIH cTeraHorpagii.

B cyporatnux (GesansrepHaTHBHMX) MeTOLAX creraHorpadii Bincyras mo-
AKIMBICTh BUOOPY KOHTEiHepa i /U1 IPHXOBYBaHHS MOBiHOMJICHHS BHOHpaETH-
Csl NepIUMi KOHTEiHep, WO TPanuBCA, HaifdacTilne He 30BCIM iAXOMAMMIA TS
MOBiIOMJICHHA, WO BOYAOBYeThCA. B IbOMY BUNIAAKY GiTH KoHTeliHepa 3aMi-
HIOIOTBCS GiTaMU IPHXOBYBAHOTO MOBiXOMIEHHS TAKHM YHHOM, 106 s 3MiHa
He OyJ1a NOMiTHOK. OCHOBHAM HeOTiKOM METOJY € Te, MO BiH JO3BONAE MpH-
XOBYBATH JIMLIE HE3HAUHY KUIBKIiCTh JJaHUX.

V cenextvBHMX Mertofax creranorpadii nepen6adaeTses, WO NPUXOBaHE
TMOBIIOMJIEHHS TOBHHHO BiATBODIOBATH CIELiaNbHi CTATHCTHYH] XapakTepuc-
THKH IyMy KOHTeHHepa. J11 1bOro reHepyioth 6arato aibTepHATHBHHX KOH-
TeiiHepiB, 06 NoTiM BUGPaTH HARGLIBIN migXOAAMMIA 3 HIX WIS KOHKPETHOTO
HOBiZIOMIEHHA. OKpEMHM BHIIAAKOM TAKOro NiAXORy € oGYMCIEHHA AeAKoi
Xem-GyHKUii As KOXHOro KoHTelHepa. ITpu UbOMY JUL1 NIPHXOBaHHA IIOBiz0-
MIIEHHA BHOUPAETBCA TOH KOHTeHHep, Xem-(yHKIis SKOro 36iracThes 3i 3Ha-
YeHHIM Xell-pyHKIii noBixomiaenHs (To6to CTEFaHOrpaMoIo € o0paHHii KOH-
TeliHep).

Y KOHCTPYIOBANBHHX METOax cTeraHorpadii KOHTEHHED reHepyeThCa Cca-
Moto crerocucteMoro. TyT moxe OyTH Kibka BapiauTis peanizanii. Tax, Hampu-
KiaJl, WyM KOHTeHHepa MOXe MOJIEIIOBATHCA IPHXOBYBAaHHM IOBiIOMICHHAM.
Ife peanizoByeThCA 33 JOMOMOTOIO HpOLENyP, sKi HE TLIBKH KOAYIOTh IPUXOBY-
BaHe NOBIJOMJEHHS Mif IIyM, ane i 36epiraloTs MOZENb MOYaTKOBOLrO mymy. V
TPaBMYHOMY BHIIAJIKY 33 MOMEILTIO IIYMY MOXe GYAYBaTHCSA Iiie MOBiIOMIEH-
Hi. [IpHKIafoM MOXe CIyKHTH MeTOH, SKHWHl peasi3oBaHMil y mnporpami
MandelSteg, ne sk xonTeiiHep s B6YIOBYBAHHA MOBiTOMICHHSA reHepyeThes
¢paxran Maunens6pora, a6o x anapar gyHKuii iMitamii (mumic function).

3a cnocobom docmyny 1o npuxoByBaHOI ingopMmanii po3pisHAOTE MeTOIH
AN IOTOKOBHUX (6e3nepepBHIX) KOHTEHHEPIB i METOAM s KOHTEHHepiB BHNa-
AKOBOT0 HOCTYIHY (0OMEXEHOT JOBXKUHK).

Meroau, o BHKOPHCTOBYIOTH IOTOKOBI KOHTEHHEPH, MPaLFOIOTh 3 [OTO-
KaMH HeNlepepBHUX JaHUX (HAaNpHKIal, iHTepHeT-Tenedomin). V LBOMY BUIIa/I~
Ky NpHXOBYBaHi 6iTH HEOOXiOHO B pexHMi peabHOro 9acy BHOCHTH Ro iH}Op-
MauniitHoro notoky. Ilpo norokosuii KOHTeHHEp HE MOXHa NOMHEPeHLO CKa3a-
TH, KOJIM BiH NIOYHETHCA, KOJIM 3aKiHYMTHCH i HACKLIBKH TPMBAIMM BiH Oyxe.

 Bilbll TOro, 06’€KTHBHO HEMAE MOMUIMBOCTI NOBIifIATHCS 3a3JANETiAb, AKUMH
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GyAyTh HacTymHi myMoBi Gith. IcHye pA TPYAHOIIIB, AKi HEOOXiNHO MOXONATH
KOPECTIOHIEHTaM TIpH BHKODHCTaHHI IOTOKOBMX KoHteHHepi. HaiGinbury
npo6reMy Npd LBOMY CTAHOBHTH CHHXPOHI3allis 0YaTKy NPHUXOBYBAHOTO MO-
BiJOMJICHH.

MerTonu, fAKi BUKOPUCTOBYIOTECH JUIA KOHTEHHEpIB BHNAIKOBOTO JOCTYIY,
Npu3HaveHi JiA poboTu 3 daiinamu dikcosaHoi HoBXHMHM (TeKcTOBA iHOpMA-
uist, nporpamu, rpadigni ao 3ykoBi daitmu). V IbOMy BHNAjKY 3a3fajeriip
BitoMi po3mipH ¢aiity i #oro Bumict. [IpuxoByBani 6iTH MOXyTb GyTH piBHOMI-
pHO BH6paHi 3a JONOMOTOIO MAXOAAIIOT NceBRoBUMNaKOoBOl QyHKUIl. Henomix
TaKMX KOHTEHHEpiB MoJArac B TOMY, BOHM MalOTh Habararo MeHIUI po3Mipy,
Hi’ [TOTOKOBI, a TAKOX T€, IO BiJcTaHi Mix MPUXOBYBaHUMH GiTamu piBHOMIp-
HO PO3MOZLIEHI MiX HaliGLIBII KOPOTKOIO i HaHGIMLI JOBrOKO 3aJaHMMH Bi/iC-
TAHsMH, Y TOi Yac AK CIPaBXXHii 1yM 6yJe MaTi eKCIIOHEHIiAMbHMA PO3NOALT
noBxHH iHTepBaty. [lepeBara MofiGHNX KOHTEHHEPIB NOJIATA€E B TOMY, IO BOHH
MOXYTh OYTH 3a3aJierih OUIHEH] 3 TOUKHM 30pY epEeKTUBHOCTI BUOpaHOTO CTe-
raHorpagiyHoro nepeTBOPEHHS.

3a munom opzanizayii KOHTeHHEpPH, MOAIOHO 3aBajlO3aXUIUEHHM KOAaM,
MOXYTh OYTH CHCTEMaTHYHUMH i HECHCTEMATHYHUMH. Y CHUCTEMAaTHYHO Opra-
Hi30BAaHUX KOHTEHHEpaxX MOXHA BKa3aTH KOHKPETHI MiCLS CTEraHOTpamu, Ae
3HAXOAATECA iHpOpMaNiliHi 6iTh caMoro KOHTeHHepa, a Jie yMoBi 6iTH, pu3-
HavYeHi 7 MpHXOBYBaHO! iHopMaLil (K, HaNPHKIAM, Y MOMMPEHOMY METOAI
HaiiMeHIoro 3Hagymoro 6ita). [pu HecucTeMaFHuHill opraHizanii koHTeHHepa
TaKoro MOALTY 3po6GHTH He MOXHA. B IiboMy BUNaAKY A BULICHHA NPHXOBa-
Hol indopmallii HeoOGXinHO 0GPOBIATH BMICT yCi€l CTEraHOrpamH.

3a uKOpUCMOEYBAHUMY. NPUHYUNAMYU CTETAHOMETONH MOXHA po3buru Ha
ABa K1acH: HdPOBi MeToAM i CTPYKTYPHi MeToaH. SIKmo mudposi MeTomu cre-
radorpadii, BAKOPHCTOBYIOYH HaUIMIIKOBICTS iHOpMaUifHOTO CepeRoBHIIa, B
OCHOBHOMY, MAaHIIYJIOIOTh 3 LHGPOBHM NOARHHAM €JIEMEHTIB CEpeIOBHINA,
Ky/iM BIIPOBaKYIOThCS IPUXOBYBaHi AaHi (HaNpHKiIaj, Y MiKcenH, B pi3Hi koe-
dilieHTH KOCHHYC-XOCHHYCHHMX NepeTBOpeHb, nepetopenb dyp’e, Vomuia-
Pagemaxepa a6o Jlamwaca), To CTpYKTYPHI METOAM cteraHorpadii aust npuxo-
BYBAaHHA JaHUX BHKOPHCTOBYIOTb CEMAHTHYHO 3HA4uMi CTPYKTYPHI €JeMEHTH
in¢opMaIiifHOro cepeoBHUINA.

OCHOBHHMM HalPAMKOM KOMII'IOTEpHO] cTeraHorpadii € BUKOPUCTaHHS Bia-
CTHBOCTell HAAIMIIKOBOCTI iH(oOpMauiiiHoro cepeaoBuina. Bapro Bpaxysarty,
IO TIpH NpuxoByBaHHi iHdoOpMaLil BiIOYBaeThCs NEpeKpYdyBaHHA JesSKUX CTa-
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TUCTHYHHX BJIaCTHBOCTEH cepenoBHINa abo NMOpyMEHHS HOro CTPYKTYpH, sKi
HEOOXi/1HO BpaXx0OBYBaTH [UIAl 3MEHUIEHHS IEMACKyBaILHHX O3HAK.

B ocobnuBy rpymy mMoxkHa TakoX BHALIHTH METOIH, IO BHKOPHCTOBYIOTH
CrewiaibHi BIacTHBOCTI (pOpMartis mofaHHa daiinis:

= 3ape3epBOBaHi V1A POMMPEHHA MO/ KOMI'IOTEPHUX (GopMaTiB taitinis,
AKi 333BHYaH 3aMOBHIOIOTHCA HYJIIMH i He BPaXOBYIOTHCA MPOTPaMoro;

— cremiansHe pOpMaTyBaHHA JaHMX (3CyBaHHS CIB, pedeHb, ab3amis a6o
BUOHPaHHA NEBHUX MO3MLii 6yKB);

— BUKOPHCTaHHS HE3a/liAHUX MiCHb Ha MaTHITHUX HOCifX;

— BUJIAJICHHA IeHTH}IKYBaTbHUX 3aroJ0BKiB /s daiiry.

B ocHOBHOMY, 114 TaKMX METOJIB XapaKTepHi HU3LKHA CTYMiHb NPUXOBa-
HOCT, HU3bKa MPOMYCKHA 3ATHICT i c1abka MPOIYKTHBHICTS.

3a npusnauennsm po3Pi3HMOTH cTeraHorpadivHi METOMM BIAaCHe A npu-
XOB3HOTO MepefaBaHHA a00 NMPHXOBAHOrO 36GepeXeHHA NAHUX i METOAM LIS
TIpUXOBYBaHHA JaHMX y WH(POBAX 06’€KTaX 3 METOI0 3aXHCTy CaMHX IH(pPO-
BHX 00’€kTiB. OCTaHHI METOM BiTHOCATBCA IO ray3i U(POBHX BOATHUX 3HA-
KiB i 6yXyTb PO3rAsHYTi B po3xini 5.

3a munamu ingpopmayitinozo cepedosumya BUALITIOTHCA cteraHorpadiuni
METOAM IJI1 TEKCTOBOTO CepelOBHINa, JUIA ayHiOCEPEAOBHIIA, a TAKOX LI 30-
Opaxens (cTon-kaapiB) i BigeocepenoByma.

Huwxde Gimbi noxnagHo 6ymyTs posrianyTi Bigomi crera"orpadiuni MeTo-
M JUA Pi3HMX THIB iH(pOpPMaNiiiHOro cepenoBHmIa.

3.2 TexcToni cTeranorpagm

Cydachi cteranorpadidni 3acobu 3a3pHyaii Npawmow0Ts B indopManiitaax
CEpE/IOBHINEAX, IO MAOTH BEMKY HaUIMIIKOBICTh. Ha BimMiHy Bix indopmanii,
AKa MICTHTB 6araTo MyMOBHMX AaHUX (HANPUKIAL, 3BYK i 300paXkeHH), MHCh-
MOBHH TEKCT MICTHTh Mally KiNBKiCTh HaJUIMIIKOBOI iHdOpMAL(i, sKy MoXHa
BHKOPHCTOBYBATH I IPUXOBYBAaHHS NaHUX.

Meronu ninzeicmuunoi cmezanozpagii — NPUXOBYBAHHI CEKpETHUX IIOBi-
JOMJIEHb Y TEKCTi — BifoMi me i3 cepenuboBivda. B ocHOBHOMY, Taki MeToau
BHKODHCTOBYIOTh 260 MPHPOAHY Ha/UTHIIKOBICTS MOBH, a60 (popMaTH MoaHHs
TEKCTY. 3 PO3BUTKOM KOMIT'IOTEPHHX TEXHOJIOTiH CepesHbOBIYHI METOMM JIiKr-
BiCTHYHOI cTeraHorpadii BiTpomuwIHcs Ha SKiCHO HOBOMY DiBHi i IO3BOJSIOTE y
AeAKHX BUNANKaX MPUXOBATH (aKT TAEMHOTO JUCTYBAaHHA HE TUIBKH Bil «aBTO-
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MaTHYHOTO IIEH30pa», KM 3MIHCHIOE MOHITOPMHI MEpPEX TeleKOMYHiKallii,
ajie ¥ Bif IOAMHHU.

MoXHa BUAUIMTH TaKi METOAH, fAKi 3yCTPIYalOThCA B CY4acCHHX JIIHTBiCTHY-
HHUX cTeraHorpagax:

— METOAM NepeKpyTyBaHHA GopMaTy TEKCFOBOTO JOKYMEHTA,

— CHHTaKCHYHi METOHH;

— CEMaHTHYHI METO/IH;

— METOJH FeHepallii cTeraHorpaM 3a AONOMOTOK0 MPUXOBYBAHOTO MOBiIOM-
JIEHHA.

3.2.1 MeToan nepekpy"yBaHHs GOPMATy TEKCTOBOI0 JOKYMEHTa

IprxoByBaHHs JRHHX LUIAXOM 3MiHH (opmaty TekcToBMX (aiiliB 3a3BH-
9aii NIPOBOZMTECA TaK, MOO CTaHIAPTHI TEKCTOBi PeJaKTOPH HE 3MOIIM BHABH-
TH O3HaK MpPHCYTHOCTi NORATKOBOI iHpopMmauii. MeToau, MO pO3rIANaroThCS
HIDKY€, MaHiIIVIIOIOTh IHTepBaIaMH MDK CITOBaMH i pe4eHHAMH abo x MpoIryc-
KaMH HalpUKiHIi TEKCTOBHX PAAKIB. BHKOPHCTaHHA NPOMYCKIB IS NPHXOBY-
BaHHA JaHMX OOyMOBAeHO TakuMmu npuyuHamu. ITo-mepine, BBEAEHHS HOAAT-
KOBHX MpOIYCKIiB He BHOCHTh BENUKHX 3MiH Yy 3Ha4yeHHA (pa3d a0 pedeHHA.
Ilo-apyre, y BUIAEKOBOTO YMTa4Ya HaBPAA M Bifpasy BUHHKHE Nifo3pa IIOAO
BCTaBAeHUX HORATKOBHX MPOIYCKIB.

IlpuxoByBaHHA TaeMHOre moeifomyieHHA (Y 6GiToBOMYy moOAaHHi) MOXHa
[IPOBOAMTH IUBIXOM JOAABaHHA OFHOro abo JBOX CHMBOJIB MPOIYCKY HalpH-
KiHIi peYeHp MICHA CHMBONY KiHI (HaIpHKJIA[, Kpallkd — i1 HaTypalbHOI
MoBH a00 KpaIIK# 3 KOMOIO — I KOAY nporpamu MoBoio C): OAUH JOAaTKOBHIH
MPOTEYCK KOAYE 3HaYeHHA Gita «O», a ABa — «1». Llei npocTuit METOH Ma€ HEAO-
niku. [To-nepine, Bid HeedeKTHBHMEH, TOMY IO HEOOXifHO MaTH KOHTEHHEp Be-
ANKOro 06cAry (IUBHAKICTb MepefaBaHHs MPUXOBaHUX HaHMUX Y TaKOMY BHIIa/-
Ky mpubiIM3HO AOpiBHIOE ogHOMY OiTy Ha 160 Gaiitis Texcty). Ilo-apyre, Mox-
NHBICTh PUXOBYBAHHA 3ANEXHUTH BiJi CTPYKTYPH TEKCTY (H€AKi TEKCTH, THILY
«6ini Bipui», He MAlOTh JYiTKKMX 3HAKiB KiHLA). I10-TpeTe, TEKCTOBI peAaKTOpH
9aCcTO aBTOMATUYHO JOJAIOTH CHMBOJIH IIPONYCKY ITiCIA KpanKy.

KonyBaTu cekpeTHi IaHi MOXHA NONAaTKOBMMM IIPOITYCKaMM HaNpHKiHLU
KOXHOTO psfKa TeKCTy (puc. 3.2): nea 6iTH KOAYIOTHC OFHHM IMPOIYCKOM, 40~
THPH — JBOMA, BiCiM — TpboMa i T. J. IlepeBara Takoro MeTOXy KORYBaHHs II0-
Jira€ B TOMY, IO BOHO MOXe OyTH BUKOHAHO 3 OYHb-AKUM TEKCTOM; 3MiHY B
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(opmari pisko He BnamarOTH B OKO UMTauEBi, 3abe3nevyeThes NepeaaBadHa bi-
MBIIOT KUIBKOCTI NMPMXOBAHHX [JAHUX MOPIiBHAHO 3 MONEPEAHIM METOXOM (1
6ir Ha 80 GaiiriB). Henonix mMetomy monsrae B TOMY, IO AesiKi mporpamu (Ha-
npukiag, SendMail) MOXyTh HeoGepeXHO BHEANATH MOATKOBI TIPOMYCKH.
Kpim Toro, npuxosani B Takuii crioci6 maui He 3aBxH MOXYTb OyTH BigHOBJe-
Hi 3 IPYKOBAHOI KOIIil JOKYMEHTA.

M| n plijalxjo alo K|i|H|O|sa plof-
3|y(M|ifle|Mm|o

, o M| H ali{#jclulo
xoqemlol.l

(M| [p[i]a[x[o] Tafo [x[iTa[a[s] Tp[o[-] T]
L2 [y[w[i]e[ufo]. T Tufo IMIIHII lIﬂlliIﬁICIHIOI I

XIO[‘I C[M Ol

Pucynok 3.2 — Ipuiutan npuxoByBaHHs JaHHX MPOITYCKAMK HanpuKiHni
TEKCTOBHX pAAKiB

Ile oguH MeTOA MPUXOBYBAaHHA JaHHX 3a XOMOMOIOO NpPOIYCKiB MaHiIy-
JIOE 3 TEKCTaMH, sKi BUPiBHAHI 3 060X GokiB. V mpoMy MeToxi maHi KOXYIOThCS
IUIIXOM KEPOBaHOTO BHGOpY MicHb [JIS PO3MIlIEHHA ROLATKOBHX CHMBOJIiB
nporrycky. OQHH CHMBON MiX CIOBaMH iHTepHpeTyeThcs Ak «O», a ABa — K
«1». Metox no3Boase BOYAOBYBAaTH NEKiIbKA GITiB npuxoBaHoi iHdopmanii B

- KOXEH PAAOK TeKCTy (puc. 3.3).

Y__mozmm«_}ia6araTo_6iane_BoporiB__Ta€Man,_Hixc_ﬂBHux._l'IpnxosaHy_
Bopoxicrs_uaﬁqacrime_nopomxye_aasnpicrb._3a311pic*rs_sumuxalo'rb ___DO3yM,_
_Kpaca,_GaraTCTBo_i_snopOB’x.__Bn__6yne’re_Mam_mano_soporin_i_zﬂam__
_Ix_ B obmuyus, sKkwo_no3GaBieHi_ BCiX__ IMX_AOCTOTHCTE.

: Pucynox 3.3 - Ipuknan npuxosyBaHHs GITOBOrO MOBiIOMJICHHA
; «0110»=«100011010110»

Yepes npouesypy BUpiBHIOBAHHA TEKCTY 3 060X GOKIB He KOxeH IIPOMIKOK
MK CIIOBAMH MOXE BHKOPHCTOBYBATHCS JUIA KOZYBAHHA NPHXOBAaHUX JaHUX.
JUit TOro, MO6 BU3HAYMTH, B AKOMY 3 IIPOMDKKIB MiXK CIOBAMH NPHXOBaHa iH-
dopmauis, a AKi NPOMDKKH € YaCTMHOK OPHriHANLHOrO TEKCTY, BAKOPHCTORY-
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€ThcA TaKHit METOA JeKomyBaHHA. BiToBuil pANOK, AKMH BHTATA€THCA 3i CTeTa-
Horpamu, po30uBaethes Ha mapu. ITapu 6itiB «01» iHTepmpeTyIOTECA K «1»;
napu «10» — sk «O»; a 6iti «00» i «11» € MOpoXHIMH, TOOTO TAKUMHM, KOTpi He
HeCyTh Hiskoi indopmanii. Hanpuknan, 6itope nosigomnenns «1000101101»
ckopodyeTses 1o «001», a pagok «110011» — 6yne nopoxHiM.

PO3rNAHYTi METOAH HPAIOIOTH YCIIIHO AOTH, KOKH TEKCTH ITOJAHO B KOXi
ASCII. IcuyroTs Takox creraHorpadiuHi METORH, AKi iIHTEPNPETYIOTh TEKCT AK
IBiiikoBe 300paxeHHs. B maHHX MeToHax MpUXOBYBaHa iH(opMaris komxyeThes
3MIHOIO BiJICTaHi MiX OCHITOBHHMH pAIKaMu Tekcty abo cnoBamu. IIpuxoBy-
BAaHHA JAHMX BiGYBacThCA UUBIXOM BHOODY MiClA PO3TAINYBaHHS PAJKIB Y J0-
KYMEHTI, AKi 3CYBaIOTECA Bropy abo BHM3 BifNOBiqHO A0 OiTiB NMPHXOBYBaHMX
nanux. Ilpu HBOMy JesKi PAAKH 3alUIIAIOTh MU CHHXPOHi3alii Ha Micmi (Ha-
IpUKIaH, KOXeH Apyruii). B mpoMy BHIIaAKy OXHH CEeKpeTHMIi GiT MoBifOMIIECH-
Hs KOXYETHCA 3CYBOM OHHOrO psika. SKIIO pAKOK 3CYHYTHIi, TO 3HaYECHHS CEK-
petHoro 6ita KopiBHIOE « 1», iHakme — «0».

- BHTAraHHs NPHXOBAHOTO NMOBiIOMICHHS IPOBOMMTHCA HUIIXOM aHATI3Y Bi-
JCTaHeH MiX [eHTpaMu pAHKIB, sKi po3TamoBaHi nmopyt. [Tosnaunmo vepe3 Ag.
— BiACTaHbL MiX LIEHTPaMH 3CYHYTOro pska Ta MONepeaHbOro He3MiHEHOro ps-
Aka (CHHXpOpP#AOK), Ag. — BiJICFaHb MiX LEHTpaMH 3CYHYTO{ JiHil i HaCTyAHOro
CHHXpPOPAIKA, a uepe3 Ay, i Ay. — BiINOBiMHI BiACTaHi y BUXiTHOMY NOKYMEHTI.
Toxi, AKMIO0 BiACTaHb MK psaakamu Oyna 36UIbmesa, To:

Aps +Ap- Ay, +Ax.
Ape=Bp By —Ax

AHaROri4Ho, AKIO BigCTaHL Oyia 3MeHNIEHa, TO:

AR+ +AR— <AX+ +AX_

Ape =Ap- Axi—Ax_

BigzHauuMo, AaHMI MeTOI HEIYTAMBHMN N0 3MiHM MacHITaly HOKYMEHTa,
o 3abesnegye #oMy rapHy Criikictb A0 OUIBLIOCTI mepekpydyBaHb, AKi MO-
XVTh MaT{ Miclle I 9ac akKTHBHUX aTaK.

IHma MOXUIMBA CxeMa NMPMXOBYBAaHHA LULAXOM 3CYBY CIiB BiagdopMaToBa-
HOT'O TEKCTY NOKa3aHa Ha puc. 3.4. B Hili, 3riqHo 3 NpHXOBYBaHUMM JaHHMH,
3MIHIOETHCS TOPU30OHTANIBHA TO3MIiA MOYaTKy ciiB. TeopeTH4HO, MOXHA BUKO-
PUCTOBYBaTH 3MiHU KOXXHOTO OPOMDKKY Mix croBamu. Jii Toro, mo6 3abesme-
4uTH 30epiraHHsi MOYaTKOBOTO BUPIBHIOBAHHA TeKCTy HeoOXigHO NOTpHMYBa-
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THCh €MHOTO OGMEXEHHS: CyMa BCiX 3pYIIEHb B OMHOMY PSIKY IIOBHHHA Iopi-
BHIOBATH HYJIIO.

Ilpuknan npuxoByBaHHs hauux| |y Texeri
IIpuknan npnxoByBaHHs 1aHMY |y TeKcTi

Ilpuknan npuxoByBaHHs [nanuX |y Texcri

Pucynok 3.4 — Ilpuknan NpuxoByBaHHS NaHUX Y NPOMiXKKAX MiXk CIOBaMH
(w11 HaOUHOCTi BKa3aHi BepTHKANbHI NiHii)

ICHYIOT 6inblI TOHKI METOIM MPUXOBYBaHHA iHopMarii B TEKCTOBOMY ce-
penoBuIli. Y NeKHX TEKCTOBMX PeaKTOpax peali3oBaHO OM, sKi IIPOBOAATH
aBTOMAaTHYHE (POPMATYBaHHA TEKCTY BiNHOBIZHO 110 TIEBHKX KpuTepiiB. Hanpuk-
naj, pexaktop TgX BHKOPHCTOBYE CKNATHMIA ANTOPHTM OGYHCIEHHS KiHIS PAL-
Ka 260 cTopiHkH. DAaKTHYHO OGYHCTIOIOTECA AESKi CrerianbHi rapaMeTpu, 3a
AKUMH BU3HAYa€ThCS MiCLe NMEPEXOAY 3 OXHOIO psjka abo CTOPIHKM Ha iHIIy.
OnuH 3 Takkx TIapaMeTPiB OLIHIOE KiTBKICTh POMYCKIB, SIKi HEOGXiIHO BCTABH-
TH, 06 30epertu 3afaHuii CTHIb HOKYMEHTa; iHIIMI — OIliHIOE €CTeTHIHMIA
BUILAN XOKYMEHTa MiJl 4ac BuGopy mepeHocy i T. n. YV pesynsTati TgX Hama-
raeThCA BUOPATH NOCITiZOBHICTS MiCIb MEPEHOCIB TaKMM IHHOM, 106 CcyMa BCiX
TiapaMeTpiB, AKi BiIHOCATECA KO PearoBaHoro maparpada, Gyjia MiHIMATLHOIO.
3MiHIOIOUM JesKi 3HAYEHHS NapaMeTpiB, MOXHA KepyBaTdH BHOOpPOM Micup Ite-
peHociB i BUKOPHCTOBYBATH iX [/iA IPHXOBYBAHHA NAHFIX.

JloTenep MUTaHHA NPO CTBOPEHHs Ge3NedHo] JIHIBICTHYHOT CTErOCHCTEMH
3QIMINAETECA BIMKPHTHM. Byap-sxka o6pobka TekcTy pemakTopom, Horo Apyk
abo nepesenenHs B inmuit ¢popmar (HTML, Postscript, PDF a6o RTF) moxe
3MIHHTH POSTAlYBaHHA NPOMYCKIB i HMIIMTH NpHXOBaHHH TekcT. Husbka
CTIfKICTh MONIGHMX METONIB KO MOMUIMBHX Mozudikaniii JoKyMeHTa € OfHicI0
3 NPYYHH MOMIYKY iHIIHX METOMIB NMOIIYKY JAHMX Y TEKCTi.

CHHTaKCH9HI i CeMaHTHIHI METOAM IOKOPIHHO BiIPI3HAOTHCA Bl PO3IILA-
HYTHX BHIIE, aJIc MOXYTh BUKOPHCTOBYBATHCS OHHOYACHO 3 HEMH.
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3.2.2 CuHTaKCHYHI METOAHN

Ho CHMHTaKCMYHHMX METOAIB JIHIBiCTHYHOI creraHorpadii BiTHOCATECA Me-
TOAM 3MiHU NMYHKTYaUii i METOAM 3MiHH CTIIO i CTPYKTYPH TEKCTY.

B Oynb-AKkiit MOBi iCHYIOTh BHITAJIKH, KOJM HpaBHna MyHKTyallii € HEOIHO-
3HAYHKMH i MaloTh cabKuil BIUIMB Ha 3Mict Tekcty. Hampuknan, o6uasi ¢op-
MH IepepaxyBaHHi «XJi0, oJig i MOMOKOY i «XJIi0, 0Jif, MONOKO» € MPUITYCTU-
MuMH. MoXxHa BpaxoByBaTd Toi ¢akT, mo BuOip Takux (GopM € JOBLILHHM i
BHKOPHCTOBYBAaTH albTepHATUBHUI BUOIp U1 KOXYBaHHA AAaHUX Y ABiKOBOMY
Bunpigi. Hanpukian, skmo 3’sBiseTbes GopMa nepepaxyBaHHA i3 CHOMyIHH-
KOM «i», TO KOEyeTbcsA «1», iHakme — «0». Jnd nmpuxoByBaHHS MOXKHA TaKOX
3aCTOCOBYBAaTH CKOpOUYeHHA i abpeBiaTypu.

V 6ymb-sKiit MOBi € 6araTo MOXMUIMBOCTEH U1 CHHTAKCHYHOTO IIPHXOBY-
BaHHA JaHHX, aie BOHH He YacTo 3yCTpidaloThCA B THIIOBHMX TekcraX. CepenHs
IIBHAKICTh NIEPEIaBaHHA JaHMX TAKMMH METOXAMHU JOPIBHIOE JIeKibKkoM Oitam
Ha Kio6aHlT Tekcry.

Xoya OGLALIIICTH MPaBWI IMYHKTyaUil € HCOAHO3HAYHHMU 1 HAa[UTHIIKOBUMH,
iXHE CynepewinBe BHKOPMCTAHHA MOXeE CTaTH 00’€KTOM YBarW UIi LieH30pa.
KpiM TOro, icHyIOTb BHITaAKH, KOJIM 3MiHa MYHKTYallii MOXe CHJIBHO 3MiHHTH
aMict Tekcty. ToMy Takuiif mifXix MOBMHEH BHKOPHCTOBYBAaTHCA 3 obepexxHic-
TIO.

J¥o CHHTaKCHYHHMX METOHIB BiIHOCATBCA METOXH 3MiHM CTHIO ab0 CTpYK-
TYpH TeKcTy 6e3 icToTHOT 3MinM #oro 3HaueHHA ab6o ToHy. Hanpuxian, nporno-
3unis «Ho 3akiHYeHHA HOYi 4 OyXy rOTOBHMY MOXHA MOAATH y BUILAAi «J Oy-
IV TOTOBHUi IIBHAINE, HDK HiY 3akiHuumThea». Taxumil mimxin Gimeimn nposopui,
ajie MOXJMBICTE HOFO oOMexXeHa.

3.2.3 CemanTH4Hi MeTOAH

CemanTd4HI MeToqu creraHorpadii aHaNOriYHi CHHTaKCHYHEM. JUIst mux
METOAIB €EMEHTAPHMMH JIIHTBICTHYHMMI KOMIIOHEHTAMH BB)KAIOTHCA OKpeMi
CJIOBA, TOMY NPHXOBYBaHHA [aHHX Peali3oBYEThCA HUIAXOM Oe3nocepeqHbol
3aMmiHM ciriB. JUid Takoi 3aMiHu HeoOXixHI Tabnuui cuHoniMiB. KoxgyBaHHs cek-
PETHOro MOBiZOMIICHHA MPOBOAUTHCS BUOOPOM CHHOHIMA 3 HeoOXiqHOro MicLA
Tabnuui. Hanpuiutan, nepmoMy cioBy-CHHOHIMY BimoBigae «1», a apyromy —
«0» (puc. 3.5). SAxwmo cAoBY BiANOBiaE BENMKA KifIbKiCTh CHHOHIMIB, TO MOXHa
KOJYBaTH OLIbIIY KiNbKIiCTh 6iTiB OXHOYACHO.
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«I» «0»

cIif BiIOHTOK

Iipa OTBip
o6opoHa 3aXHCT
oBallisg OILTECKH

Pucynok 3.5 — Ta6muus curOHIMIB

Ha puc. 3.6 naBenenmii npuKIaj iHWOro mifX0Xy JO MPHUXOBYBAHHA JAHHX,
y AKOMY CEKpeTHE IOBIJOMJIEHHA Kepye nepedpa3oByBaHHAM TEKCTY KOHTEl-

Hepa. ¥ pesysbTaTi BUXOAUTh CTEraHOrpama, ska Ma€ TOH Xe caMHuil 3MicT, o i
TEKCT KOHTEHHEpa.

The auto drives
Fast on a slippery

X 3HAUSHH,
Road over the hill s

AaH NpUxoBaHi 3a paxy- ) 3
HOK nepedpasysara BigHOBNEHWA

CeKpeTHA TeKCT
Over the slope the cal
Npuxosysanus | = > travels quickly on an |—">
ice-covered street

CeKPaTHA TOKCT /

Meeting: 9 o'cloch TEKCT moxe Oyt npouuTaHs, ane
BUSIBUTU NPUXOBaH faH BaXKO

Pucynox 3.6 — Ilpukinas po6otu cemanTianoi crerocucremu SubiText

Meeting: 9 o’clock
at my home

3.2.4 MeToau renepanii creranorpam

Ha BizmiHy Bifl POSTJAHYTHX BHINE CTETaHOMETOZIB, A¢ NMPUXOBYBAHA iH-
opmanis BpoBamKY€ETHCA B TEKCTOBHI KOHTEHHED, ICHYIOTS METOMH, AKi IIiJl-
KOM MOPOJDKYIOTH CTEraHOTpaMy Ha OCHOBi 3aXHINYBaHMX JaHUX. B Takux me-
TOAAX CeKpeTHa iHpopMais He BOYIOBYETHCS B TEKCT, @ MOJACTHCA MMOBHICTIO
BCi€l0 cTeraHorpamoio. TeopeTHdHy OCHOBY I METOMIB reHepalii cTeraHo-
rpam pospoGus I1. Baitnep y Teopii dynkuiit imitauii [14]. B creranorpagii
$yHKuil imMiTanil 3aCTOCOBYIOTECS 1% TOTO, MO6 NPUXOBATH iXEHTHIHICTD T10-
BiIOMJIEHHS IIUIIXOM 3MiHHU HOTO CTATHCTHYHUX BIACTHBOCTEN.
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Hexaii € qaiin A, Axuii cknanaeTbes i3 CUMBONBHEX psaKiB. [TosHaunmo ve-
pe3 p(t,a,A) — IMOBipHiCTh TOTO, IO CUMBOJI @ 3HAXOMUTLCA B PAAKY ¢ daitny 4,
a yepes p(-,a,4) i p(t,-,A) — BIINOBIAHO He3aleXHi IMOBIPHOCTi TOro, MO CHM-
BON a ab0 pAROK ¢ icHyI0Th y A. [IBa daitmu A i B 6yaeMo BBaXaTH CTAaTHCTHYHO
€KBiBaJICHTHUMHU B MeXax &, AKmo |p(t,-,4)-p(t,-,B)|<& mna BCiX pAAKiB ¢, KOB-
XKHHA SKHX MEHIIa, HiX n.

O3navenna 3.1. ®yHkuicto iMitawii n-20 mopaaky 6yaeMo Ha3UBaTH TakKy
OYHKIHIO f, Ka Y £-0KOJIi BUKOHY€E CTATUCTHYHO EKBiBaJE€HTHE MEpEeTBOPEHHS
¢aitry 4 Ha aiin B.

Taxkum YHHOM, AKIMO p(t,A) — IMOBIpHICTh MOABH HEAKOrO psAAKa ¢y aiini
A, To dyHKUiA f nepeTBOpHTH (aitn 4 Ha daitn B Tak, MO A4 BCiX PAXKIB £ KOB-
XKUHH MEHIIE 7 BUKOHY€EThCS cHiBBiaHOMEeHH |p(f,{4))-p(t,B)|<e.

V¥ [15} 3anponoHoBaHo Aekinbka THIB ¢yHKIT iMiTaLil, AKi, 3aJIeXHO BiN
CKJIZAHOCT, MOJCHIOIOTECA PEryJIAPHOI0, KOHTEKCTHO-BUIBHOIO ab0 peKypcuB-
HO-paxyHKOBOIO rpamaTHkaMu. CreranorpadiuHi nepeTBOPEHHA HEPLIOTO THITY
OIMKCYIOTHCA B TEpPMiHaX IMpoLEXYp YINiIBHEHHA iH(opMalii;, Apyroro — KoH-
TEKCFHO-BUIBHUMH IPaMaTHKaMH, B SKHX IPHUXOBYBaHi GiTH KepylOoTh HecCylie-
PEYIHMBHMH NMPORYKUIAMM; UL ONUCY GYHKLiM TPETHOro THILY 3aCTOCOBYETHCA
amapat MammH Tsiopinra.

Perynsapai ¢yHkuii iMitanii MOXXHa 3MOJENHOBATH 32 AOMOMOTOI0 CXEMH
koxyBaHHa 33 XaddmanoM. Binomo, mo 6yns-fika MOBa Mae HesKi CTaTHC-
THYHi BractaBocTi. Liel ¢akT BUKOpHUCTOBYeThCA 6araTbMa METOaMH YHILIb-
HeHHA nraHuX. Skmo Ha andagiti X 3amaHuit posmofin imoBipHocTel 4, TO
MOXHa CKOPUCTAFHCA CXEMOIO KOXyBaHHA 3a Xad¢dMaHOM ANA CTBOPEHHA
bysKkuii YIHAbHEHHA 3 MiHIMATBHOK HaIHIIKOBicTIO f4: 2 >{0,1}*, ne cuM-
BOHN «*» BHKOPHCTOBYETBCA AK Z*=Upof{x;...xi|x),...,x;€2}. Taxky ¢yHkuito
MOXHa mobymyBaTh Ha oOcHOBi ¢yHKuil ymineHeHHa Xaddmana:
Geoy (f4))-

Taxum gyuHOM, cekpeTHuit ¢aiiyl MOXKHA YIIINBHUTH 3a cXxemolo Xaddmana
3 po3nofinoM A, B pe3ynbpTaTi oro Buiine Qaiin XBiMKOBUX pAAKiB, AKi MO-
XYTh IHTEPHPETYBATUCA SK pE3YJITAT OIepallii YIiIbHeHHSA Aesxoro ¢aiiny 3
posrozitoM B. Heit daitn Moxe 6yTH BiZHOBIEHHI i3 3aCTOCYBaHHAM iHBepC-
Hoi dyHKuii yminbHenns f3~ no dailty IBifKOBHX pAAKiB i BHUKOPHCTOBYBa-
THCA Hajadi sk creraHorpama. SIkmo dyHKumil f;i f3~ € B3a€MHO OJHO3HAY-
HUMH, TO i CFBOpeHa (YHKIA iMiTanii Oyne TakoX B3aEMHO OJHO3HAYHOIO.
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Hosenero, mo no6ynoBaHa B Takmii cnoci6 GpyHKIs MOXIGHOCTI ONTHMATBHA
B TOMY PO3YMiHHi, IO KoNH GyHKLis yminsHeHHA XadMaHa f; € TEOPETHUHO
ONTHMAJIBHOM0 i (aill x CKIaNAcThCA 3 BUNAAKOBHX GiTiB, TO B3aEMHO OXHO-
3HauHa Gynkuis f;”’(x) mae HalKpallly CTaTUCTHYHY eKBIBaJIEHTHICTH 10 A.

Perymapni ¢yHkuii iMirauii cTBOPIOIOTE cTeraHOrpaMu, SKi MAIOTh 3aaHuii
CTaTHCTHYHHI PO3NOALN CUMBOJIB, OJHAK NPH LBOMY irHOPYETBCA CEMaHTHKA
OTPHMAaHOro TeKCTy. JIII1 MOAWHHU TaKi TEKCTH BUIIAJAIOTH IIOBHOK HiCEHITHH-
Leto 3 rpaMaTHIHAMH [IOMHJIKaMH. Jia reHepyBaHHs GiIbII OCMHCIEHHX TEKC-
TiB BUKOPHCTOBYIOTECA KOHTEKCTHO-BLIBHI rpamatuky (KBT).

KoHTeKCTHO-BiIbHA IpamMaTHKa BU3HAYa€ThCA BIOPAIKOBAHOK UETBIPKOIO
<V, 2V ILScV\XZ>, ne Vi X— BiANOBiIHO MHOXHHY 3MiHHUX i TepMiHAIBHHUX
CHMBOIB, /7 — Habip npoAykuiil (MpaBrI BUBEACHHA), @ S — IOYATKOBMI CHM-
BoJI. IIponykuii noni6Hi mpaBHiIaM MiACTAHOBKY, BOHM NEPETBOPATH 3MIiHHY B
PAIOK, IO CKIAAAETHCA 3 TEPMIHANIBHUX ab0 3MiHHMX CHMBOJIB. SIKIIO 33 HO-
[IOMOTOI0 NPaBHJI BUBECHHA 3i CTApPTOBOTO CHMBOJIY MOXHA OTPHMATH IIOCIi-
AOBHICTh TEPMiHANIBHUX CHMBOJIB, TO OBOPATH, IO MOCiZOBHICTE OTpHMaHa
rpaMaTHKoOR. Taki rpaMaTHKi Ha3MBAIOTHCA KOHTEKCTHO-BUTHHHMM, TOMY IIO
OyAb-sKuil CHMBOJI MOXHA 3aMiHHTH NMOCJTiIOBHICTIO CHMBOIIB, He 3BEpTAIOYH
YBard Ha KOHTEKCT, Y IKOMY BiH 3ycTpiBca. SIKIIO Ul KOXHOrO pAaKa s iCHye
TITBKH OIMH NLIIX, SKHM § MOXe 6YTH IOPOKEHHI 3 I0YaTKOBOTO CHMBOXY,
TO TaKa rpaMaTHKa Ha3HBAEThCA O{HO3HAYHOIO.

OnHO3Ha4HI [PaMATHKH MOXYTh BHKOPHCTOBYBATHCA AK allapaT IS CTera-
HorpadiuyHuX nepeTBopeHs.

Posrnauemo rpamaruxy <{S,4,B,C},{4,...,Z,a,... .z}, ITS>, ne wis KOXHOT
MOXUIHBOI MPOYKIi NPHMKCaHa feAKa iMOBIpHICTE: JTZE={S—> s Alise B, S—;3
Bob B, S~ Eve B, S—¢; I 45 A—>; am working, A—>o, am lazy, A—¢4 am
tired; B-—s is 3, B—os can cook; C->qs reading, C—, sleeping, C—,4
working}.

Hexait ITy={7;,...,7,} — Habip yciX mpomykuii, 1Mo MOB’A3aHi 3i 3MIHHOIO
Vi. Toni wis koxHoro HaGopy /7, MOXHa CTBOPUTH QYHKLIO yIminmsaerss Xad-
¢mana f7;. Ha puc. 3.7 mokasano Moxnuei nepesa mns s i I, 3 AKMX MoXe Oy-
TH JIEFKO OTpMMaHa QyHKUis ywinbHernHs Xaddmana. Hanpukian, mpoxykiis
«Eve B» 6yne xogyBarucs sx 110, «I am tired» — sx 11 i T. 1.
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Alice B

am working am tired

Eve B IA

Pucyvrok 3.7 — ®@yukuis yiineuenns Xadpdmana gt [si 11,

Jina creranorpadiyHux 3aJa4 BUKOPHCTOBYEThCA iHBEpCHa (yHKHiA Xad-
¢mana. Ha erami mpixoByBaHHsA JaHMX BiANIPaBHHK OTPHUMYE 33 JNOIOMOIOI0
KBF mesaxwuii pAnoK, AKkuii BBaXXAEThCA CTeraHOrpamoro. CrapTylouH 3 II04aTKo-
BOCO CHMBOJIY S, KpaiiHs 371iBa 3MiHHA V; 3aMiHIO€TBCA 32 Bi/INOBiAHOIO IPOXYK-
niero. L{g npoaykiis BU3HAYAETHCS 3TiIHO 3 CEKPETHUM IOBiTOMICHHM i GyHK-
niero yurinesenus Xadgpmana ms I7y; TakuM 9HHOM. BiamoinHo 1o geprosoro
6iTa CeXpEeTHOrO NOBiXOMIIEHHA BiROYBaeThCA Neperian Acpepa Xaddmana no-
TH, BOKIt He OyAe HOCATHYTHI IHCT Y JepeBi, IiCIA 4Oro Mo4aTKOBHiH CHMBOJ
3aMIHIOCTBCA Ha 3HAYEHHA, fKe MPHIICaHo AaHoMy Jiucty. el nmpouec nosTo-
PrO€TECR JUTA BeiX GiTiB moBimoMieHHA. OCTaTOMHMI PAKOK CKIANAETLCA TiTBKH
3 TEpMiHANEHUX CHMBOJIB.

Posrasnemo mpuxian. Hexail cexpetHe mosinomieHns 6yne «11110». Toxni
JUIs BKa3aHOi BUIe rpamMaTvku /7 Ha mepuioMy Kpoli neperiin gepesa Il 3a
JOTIOMOTOIO TPhOX NepIuX 6iTiB MmoBigoMneHHs fociarae aucra «I». Takum 4u-
HOM, MOYaTKOBHHA cuMBOJ S Gyae 3aMivenmil Ha «I A». IloriM, nepermiaaroun
Ie pa3 AEpeBo, 33 HOMOMOFOK HACTYITHHX JBOX CEKpETHHX OiTiB IOBiZXOMIICH-
Ha BiROYAETHCA 3aMiHA YeproBUX CHMBONIB Ha «am working». ¥V pesymerari
KiHUEBHIA pAROK OYAe CKIagaTHCA TUTHKH 3 TEPMiHAIBHUX CUMBOIIB. Y MaCyM-
Ky creranorpami «11110» sigmoBigae noeinomsenss «I am working».

Jins BuTsramHs npuxoBaHoi indopManii HeoOXiXHO MPOBECTH aHami3 cTe-
raHorpaMu 3 BUKODHCTaHHAM aepeBa po3bopy KBI'. Ockimbkd rpaMaruka i
NpPOAYKIIi OXHO3HAYHI, TO BUTATAHHA NPUXOBAHOTO MOBiZOMIICHHA MoXe OyTH
BHKOHZHO.

IMpakrwanuil 1OCBiA NMOKa3aB, MO BUKOPUCTAHHA CYy4acHUX METOMRIB AiHIBi-
CTHYHOI cTeraHorpadii A03BOAgLE CTBOPIOBATH CTEraHOTPAMH, AKi BaXKKO 3HANUTH
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IpH aBTOMAaTH30BaHOMY MOHITOPHHIY MepeX TeleKOMyHiKawii, ane o61ypHTH 3
iX I0omOMOroio MOMHY-LIEH30pa BCe-TakH OyXe CKaaaHo. Yepes ue Hai6imb-
IIHi PO3BUTOK OA€PXaNu cTeraHorpadidHi METOAM 3aXUCTy JUIS iHIIMX indop-
MalifHAX CepeaOBMIL.

3.3 IIpuxoByBaHHS JaHUX Y PACTPOBHX 306paxeHHSX i Bileo

PosBuTox MyneTHMeRiHHX 3aC06iB CYNPOBOMKYETECA BEIMKMM IOTOKOM
rpairol indopmanii B oGumcOBabHHX Mepexax. Ilix wac pearisawii 3o-
OpaxeHH], AK MNPaBWIO, BUKOPHCTOBYIOThCA 3HAYHI 06CATH €JIEMCHTapHUX
KOMITOHEHTIB, IO CTAHOBUTh OCOGIIMBHIA iHTepec s cTeraHorpadivHIX MeTo-
IB 3axucTy. Bisyansre cepenoBuime (udposi 306pakeHns i Bineo) Mae Beu-
KY HaJUIMIIKOBIiCTh pi3HOI IpHpoaHu:

— KOJI0B2 HAIMLIKOBICTh, IO BHHHKAE IPH HEONTHMAIBHOMY OIIMCi 30-

6paxxeHH;

— MDKITKCENTHA HaUTHIIKOBICTh, IKa 0GYMOBIIEHA HAABHICTIO CHIIBHOT Kope-

MAWIHHOT 3a1€XHOCT] MiX MIKCENaMH PeabHOrO 306paKeHHS;

— TCHXOBi3yaslbHa 3aNeXHICTh, SKa BHHUKAE Yepe3 Te, IO OpraH 30py JHo-

AMHH HE aXalTOBAaHUM AJIA TOYHOTO CIIPHUHATTA 300paXkeHH MiKCeN 3a Mik-

ceneM i cripuiiMae KOXHY AUITHKY 3 Pi3HOIO Uy TIHBICTIO.

Indopmaniiinnm BigeonmoToxkaMm, sKi CKIANAIOTECA 3 MOCHIZOBHOCTI OKpe-
MHX KaJipiB 306paxeHHs, OKpiM BKa3aHHMX BHINE, BIACTHBA TAKOX HAIAIIKO-
BiCTh, 06yMOBIIcHa iHGOPMANiHOIO, TEXHITHOO, THMYACOBOIO i ({pyHKIIOHATE-
HOHO (CMHCHOBOIO) 3IEXKHICTIO MiX KagpamH.

OcTaHHIM YacoM CTBOpeHa NOCTATHA KUIbKICTh METOMIB PHXOBYBAHHS iH-~
¢opMmanii B nudppoux 306pakeHHAX i Bifeo, MO KO3BOIMIO TIPOBECTH iXHIO
CHCTEMATH3alilo i BUALTATH TaKi rpymu:

— METO/I 3aMiHH B 9acoBiii (IpocTopoBiii) o6nacri;

— METOZHM NPUXOBYBAHHA B YaCTOTHIi 06IacTi 306pakeHHs;

— IHPOKOCMYTOBi METOMM;

— CTAaTHCTHYHI METOMM;

— METOIH NepEKPYIyBaHHS;

— CTPYKTYPHiI METOMIH.

Posrsanemo aeski ocoGnuBoCTi, AKi XapakTepHi 11 KOXHOT 3 BUALICHHX
TPYII CTEraHOMETOIIB.
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3.3.1 Meroau 3aMinu

3arajbHMil NPUHLKI LMX METOHIB MONArac B 3aMiHi HAaJMINKOBOL, Majo-
3HaYMMOT YacTHHM 300paXkeHHA GiTaMH CeKpeTHOro mopigoMieHHs. Jist BUTA-
raHHS IOBiZIOMIIEHHA HEOOXiAHO 3HAaTH Micue, Ae 6yaa po3MilleHa NPUXOBYBa-
Ha indopmartis.

Ha#i6inpn NOMKPEHHM METOLOM LBOTO KIIaCy € Memoo 3amiHu HAUMEHuLo-
20 snauyuozo 6ima (H3B) [12].

Monynspricte H3B-MeToxy 06ymoBiIeHa #Oro NMPOCTOTOIO i TUM, IO BiH
LO03BOJIAE NPHMXOBYBATH Y BIIHOCHO HEBENUMKMX (aillax ZOCUTE BENMHKi 06’eMu
indopmanii. JlaHuii METOX 3a3BM4ail MPAIIOE 3 PACTPOBHMH 300paXkeHHAMH, AKi
nofaso y ¢gopmarti Ge3 yminsnenss (Hanpukiag, GIF i BMP). OcHosruM Horo
HEAONIKOM € CWIBHA IyTIHBICTH OO HaMEHIINX NepeKpydyBaHb KOHTEHHeEpa.
Jina mocmabseHHs W€l WYTIHBOCTI 9acTO 3aCTOCOBYIOTh 3aBafOCTifKe KOIy-
BaHHA.

Cyts MeTozy H3b monsrae B 3aMiHi HaiiMeHII 3HaYYHMX OiTiB mikceiB 30-
GpakeHHs OiTaMH CeKpeTHOro MOBioMIeHHA. Y HaHmpOCTIOMY BHIIAAKY
npoBoAMTLCS 3amina H3B ycix nocmizoBHO po3TalllOBaHMX IIKCeNiB 306paxeH-
HA. OAHaK, OCKIIBKH JOBXKHHA CEKPETHOrO MOBIIOMICHHA 3a3BMYail MEHIIA 32
KiFbKIiCTh MIKCENB 306paXeHHs, TO MC/A #oro BOYIOBYBaHHA B KOHTEiHepi
GyAYTh MPHUCYTHI ABi 06NacTi 3 pisHAMH CTaTHCTHYHHMH BJacTHBOCTAMHM (00-
JIacTh, B sAKii He3Ha4Hi 6iT GyIH 3MiHeHi, i 06macTh, B AKill BOHM HE 3MiHIOBa-
auca). [fe Moxe 6yTH JNerko BHUABIEHO 3@ JONOMOIOI CTATHCTMYHHX TECTIB.
Jhns CTBOpEHHSs eKBiBaleHTHOT 3MiHM HMOBIPHOCTI BCHOTO KOHTeEHHEpa CeKpeT-
He MOBiZOMJICHHA 3a3BUYAil ZOMOBHIOIOTEL BUIaAKOBUMHM biTaMu Tak, 100 Horo
JOBXHHa B 6iTax QOpiBHIOBANA KUILKOCTI MIKCEMiB Y BUXiZTHOMY 300paXeHHi.

IHmeit mipxin, mMemood eunadxoeozo inmepsany [16}, nomirac y BHOaAKO-
BOMY PO3IOALI GiTiB CEKPETHOrO TOBiTOMICHHA N0 KOHTeHepY, y pe3yNbTari
4Oro BifCTaHb MiX ABOMa BOYHOBaHMMH GiTaMM BU3HaYa€ThCA IICCBHOBHINA-
koBo. 111 MeToAMKa Hal6iNbIN edeKTHBHA TPH BUKOPUCTAHHI IIOTOKOBHMX KOH-
TeitHepiB (BiN€0).

Jis koHTeliHepiB ZOBUILHOTO JOCTYIy (306paXeHb) MOXE BHKODHCTOBYBa-
THCA Memood nceedosunadxkogoi nepecmanosku [17).

Horo cyTh 1morae B TOMy, IO FeHEPATOp IICEBIOBHNANKOBHX HCEN CTBO-
PIOE HOCHINOBHICTH iHEEKCIB ji, ..., jim 1 30€pirac k-i 6iT NoBinOMIEHHA B Mik-
ceni 3 iHpekcoM jp. ONHAK Y IHOMY BHIAJKY OJMH iHJEKC MOXeE 3 SBHUTHCA B
NOCHIKOBHOCTI GiIbIIE OHOTO pa3y, TOO6TO MOXe BiAOYTHCA «IIEPETHHAHHS) —
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nepexpydyBanHa Bxke BOynoBaHoro Gita. SIkumio ancno Gitis NoBiAOMIEHHS Ha-
Garato MeHIIe po3Mipy 306paxeHHs, TO IMOBIDHICTb IIepeTHHAHHA He3HAYHA, i
YHIKOIDKeHi 6iTi MOXyTh GyTH BiTHOBNEHI 33 JONOMOrO0 KOpEryBaJbHUX KO-
MiB. IMOBipHiCTS, PMHAMMHI, OIHOTO TIEPETHHAHHS OWIHIOETHCS K

I(m)[I(m) -1]
_21(_0)_), 32 YMOBH, 10 /(m)<</(c).

p~l-exp(-

Hpu 36inemenni /(m) i I(c)=const nana IMOBIPHICTE TIpAMY€ 10 ONHHMINL.
Js 3anobiraHHs nepeTHHaHp HEOGXimHO 3anaM’ATOBYBaTH BCi iHIEKCH BHKO-
PHCTaHHX €JIEMEHTIB j; i epe]l MPUXOBYBaHHAM HOBOTO IKceNna IIPOBOJIMTH ITe-
PEBipKy HOro Ha HOBTOPIOBAHICTE.

Ile ogu migxin no peanizanii Metony 3aminu (Memod Grokoeoz0 npuxogy-
6anns) MoJArac B Takomy. Buxinue 300pakeHHA-KOHTelHEp PO3GUBAETECA HA
I(m) nenepetunrmx 6nokis ; (1< i < /(m)) nosinbHoi KOHQIrypauii i mis xox-
HOTO 3 HHX 06YHCIOEThCA GiT mapHocTi p(l):

p()= 2 H3B(c;)mod2.
Jjel

Y KOoXHOMY 67Ol [IPOBOXMTECS NPHXOBYBAaHHS OJHOTO cekpeTHoro Gita
m;. Axmo Git napHocri p(l;) 6noxa I, He 36iracTues i3 CEKpeTHUM GiToM m;, TO
BifOyBacThCA iHBEepTYBaHHs ofHOro 3 H3B 610K I, y pesyneTari goro p(l)=m;.
BuGip 61oxa Moxe 31iliCHIOBATHCH BUIIAAKOBO 3 BHKOPHCTaHHAM CTErOKJIIOYa.
Xoya neit MeTox Mae Taky X CTiMKiCTb 10 IepeKpYIyBaHb, JK i Bci nomepei,
BiH Mae psji mepesar. [lo-mepime, € MOXIHBICTS 3MiHIOBATH 3HAYCHHS Takoro
mikcena B 6oL, WA AKOTO CTAaTHCTHKA KOHTe#Hepa 3MiHATBCA MiHIMaJILHO.
KpiM Toro, BumB Hacniakis BOYmoByBaHH: CEeKPETHHX NaHUX Y KOHTeHWHep
MOXHa 3MEHIINTH 32 PaXyHOK 30inb1neHHA po3mipy 6ioka.

Memoou saminu nanimpu. Jijia NpUXOBYBAHHS JAHMX MOXHA TaKOXK CKOpHU-
CTaTUCA NAITPOIO KOABLOPIB, AKi NPUCYTHI Y opmarTi 300pakeHH.

Hanirpa 3 N xonbopis — ue cricok nap inmekciB (7, c;), AKMA BU3HAYAE Bix-
TOBI/IHICTh MiXK iHAEKCOM i i JiOro BeKTOPOM KOJpHOCTi ;. ¥ 300pakeHH] KOX-
HOMY HIKCENy MPHCBOKETLCA HAEKC Y namirpi. OCKiTBKH KOMbOPH B MANTpi He
33aBXIHU BIOPANKOBaHi, TO MPHXOBYBaHY iH(oOpMaNilo MoxHa KOAYBaTHd IOCIIi-
MOBHICTIO 36€pexeHHs KOIBbOPIB y maitpi. IcHye N/ pi3HHX croco6iB nepecra-
HOBKH N-konipHocmi NANITPH, WO HTKOM XOCTATHBO LA NpPUXOBYBaHHA HEBe-
JIHKOTO MOBifoMiIeHHs. OXHAK METOMM TPHUXOBYBAHHS, B OCHOBI AKHX JICKHTE
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NOPAAOK (OPMYBaHHS NATITPH, TAKOX HECTikKi: Gyas-ska aTaka, 110B’A3aHa 3i
3MiHaMH NJTiTPH, 3HAUILYE CEKPETHE OB JOMIICHHS.

Haitqacrime cycigni konbopu B manitpi e 0608’13k0B0 € CXOXHMH, TOMY
AeAKI CTEraHOMETOH Nlepe NPUXOBYBAHHAM MAHHX [POBOAATH YNOPSIKYBaH-
HA NQITPH TaK, MO CyMDKHI KONBOPH CTAlOTh TMOXiOHUMH. Hanpuknaz, 3ma-
YEHHA KOJbOPY MOXe OYTH YIIOpSAKOBaHe 3a BiACTAHHIO d y RGB-npoctopi, ne
d=vR? +G* +B* . Ockinbku Opra 30py JEOOMHH OilbII YyTIMBHHA KO 3MiH
ACKPABOCFI KOLOPY, TO HabaraTo Kpame COPTYBaTH BMICT HAJIITPH 32 3HAYeH-
HAMH SCKpaBOCTi cHrHany. ITicna copryBanms NATITPH MOXHa 3MiHIoBaTH H3B
iHfekciB Kobopy 6e3 0co6IMBOTO TICpEKPYIYBaHHA 300paeHHsI.

Hesiki creranomeronn [18] nepen6adaroTs 3MeHIIEHHS 3araTbHOI KibKOCTi
3HaYECHBb KOJBOPIB (10 N/2) HULIXOM «PO3MHBAHHS» 306paxenna. Ipu mpomy
EJIEMEHTH NaNiTpH XYGIHOIOTHCA Tak, mo6 3HaYeHHs KOJIbOPIB JUI HUX Bimpi3-
HAIUCA HE3HAYHO. V MiACYMKY KOXKHE 3HAa49€HHA KONBOPY PO3MHTOIO 300pa-
JKEHHS BiMIOBifac JBOM eleMeHTaM NaiTpH, AKi BUOUPAIOTECA BiamoBiaHO 10
6iTa CEKpeTHOro IOBiIOMMIEHHS.

- Jlo MeToAiB 3aMiHM MOXHA TaKOX BiZHECTH Memod K6anmyeanus 306pa-
orcens [19). HaHuit METOA OCHOBAaHMH Ha MiXKIHKCETHIl 3a€KHOCTI, AKY MOXHa
onHcaTH ReAKOI0 PyHkuielo Q. V HalimpoctimoMy BUIIAEKY MOXKHA pO3paxyBa-
TH Di3HAINO ¢; MK CYMDKHHMM THKCENTaMH x; Ta x;. 1 1 3amaty ii AK napamerp
byskuii O 4,= Q(x;-x;.;), e 4, — AMCKPETHA aNPOKCUMANisA PiSHHII CUTHAMB
XXi;. OCKUIBKH 4; € uinuM umcnoM, a peanbHa PiSHULE X;-X;; NIHCHAM, TO
3’ IBIIECTLCE MOMMIIKA KBaHTYBaHHA &= Are. Jina cHnpHO KOpPENbOBAHNX CHI-
HAJIiB IS NOMIUTKA GIM3bKa 0 HYIA: 5:0. V LIBOMY METOAI IPUXOBYBaHHA iH-
¢opManii IPOBOIMTLCA IULAXOM KOPEKTYBaHHA Pi3HHLIEBOTO CUrHamy 4. Cre-
FOK/HOY ARJAE COGOI0 TabNHIKO, AKa KOKHOMY MOXXJIMBOMY 3HAa4Y€HHIO A; CTa-
BUTb Y BiATIOBiAHICTD NIEBHHIA 6iT, HanpuKIaz;

44321 Jo]1[2]3[4
oJ1Jofr1fifofo]1

Jns npUXOBYBaHHS i-20 6GiTa MOBIXOMJIEHHS 0GIHCIIOETECS 4;. Sxwmo 4; ne
BIHIOBIIa€ CEKpeTHOMY GiTy, AKuil Heo6XinHOo HPUXOBATH, TO HOTO 3HaYeHHA 4,
3aMIHIOETLCS HAWGMIKINM 4, U1K AKOTO 1 YMOBa BHKOHYETBCA. BuTAraHus
CEKPETHOTO MOBiOMIICHHA NIPOBOIMTECA BiINOBIXHO 10O pisHuui Mix 4, i cre-
TOKJIIOYEM.
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3.3.2 MeToan npuxoByBaHHs B YaCTOTHiii 001acTi 306paxenns

Ax yxe BifzHayanocs, cTeraHorpadiuHi METOAM 3aMiHU HeCTilKi 10 Gyb-
AKMX TEPEKPYIyBaHb, a 3aCTOCYBaHHA OMepallii YIiTbHEHHS 3 BTpaTaMu MpHU3-
BOJMTh /10 IIOBHOTO 3HHUIUEHHA BCiel ceKpeTHOi iHpopMallii, mpuxopanoi H3B-
METOZI0M Y 306pakeHHi. Bibi cTifikHMu 10 pi3HHX IepeKpydyBaHb, 30KpeMa i
IO YHIUIBHEHHS, € METO[M, AKi BUKOPHCTOBYIOTH JUTs IIPHXOBYBAHHSA JAHUX HE B
THMYacOBY 00JIacTh, @ YaCTOTHY.

IcHye nekinepka crocoGiB MOaHHA 306paXeHHA B YaCTOTHIM obGmacti. Ha-
MpUKJIaf, 3 BUKOPHCTAHHAM AUCKPETHOIO KOCHHYCHOTrO mepersopenns (JIKIT),
mBHAKOrO nepeTBopeHHs Dyp’e abo seifBier-nepersopenns. Taki meperso-
PEHHA MOXYThH 3aCTOCOBYBATHCA K JO BCHOTO 300paKEHHs, TaK i JO HEAKHX
#oro yactuy. Ilin yac nudposoi 06po6ku 306paxkeHHs YaCTO BHKOPHCTOBYETh-
Cs ABOBMMiPHA BEPCiA THCKPETHOrO KOCHHYCHOTO NEPETBOPEHHS:

_ 2 N mu(2x +1) 2y +1)
S(x,y)= ~ EOEE)C(u)C(v)S(u, v) cos( N )cos( SN ),

ne C(u)=1/+2 , sxmo u=0, i C(u)=1 B iHmoMy BHIAAKY.

Onne 3 HalGLABII MOMYIAPHUX METOAIB NPHXOBYBAHHA CEKPETHOI indop-
Mallii B 9acToTHil 061acti 306paxeHHs OCHOBaHMH Ha BiJHOCHIN 3MiHi BEAH-
auH koedinientis JIKII [20]. it uporo 306paxeHns po36uBacThcs Ha GIOKH
posmipom 8x8 mikceni. Koxen 6710k MpH3HadeHmil 11 IPHXOBYBAHHA OXHOTO
6ita cexpeTHOro mosifomeHHs. [Ipowec MpUXOBYBaHHA OYHHAETHCA 3 BUNAA-
KOBOTO BHOOpY 6ii0Ka b;, IPH3HAYEHOro I KOAYBAHHA i-20 6iTa NOBiXOMIEH~
Hi. Jna obpanoro 6noka 306paxenns b; nposoaurscst IKIT: B=D{b;}. [Tix 1ac
OpraHi3auii CekpeTHOro KaHaly aGOHEHTH TOBHHHI IONEPENHBO TOMOBHTHCH
npo Ba KOHKpeTHUX koediuientu JIKII, siki GyayTh BHKOPHCTOBYBATHCA UIA
NIPMXOBYBaHHA CEKPETHHX HaHMX. ITosHaummo ix sk (u;,v)) i (u,v7). 1i nBa xo-
edilieHTH NOBMHHI BiMOBINATH KOCHHYC-QYHKIIAM i3 CepeAHiMA YacTOTaMH,
o 3abe3nequts 36epexmicTh iHpOpMaLl B icTOTHHX 06MACTAX cUrHaNy, sKa
He Oyzie 3snumyBatucsa npu JPEG-yminsaenni. Ockinbku koediuicntn JKII ce-
PeAHIX € MONIGHMMH, TO MpOLIeC NPUXOBYBAHHSA HE BHECE OMITHHX 3MiH Y 30-
6paxceHHs.
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Sxmo mns 6noka BUKOHYEThCA yMoBa Bi(u;,v;)>Bi(usv;), To BBaXAETHCH,
mo 670K KOAye 3HaueHHA «1», B iHmoMy BHMamky — «O». Ha etami BOyZIOBY-
BaHHA iHQopMaii Bubpani KoedilieHTH 3MIiHIOIOTE Mk CO6OI0 3HAYEHHS, AK-
o iXHill BiAHOCHMIt po3Mip He BianoBizae komosanoMmy Gity. Ha Kpolli KBaH-
TysanHa JPEG-yminbHeHHs MoXe BIUIMBATH Ha BiZHOCHI pO3MipH KoediLieH-
TiB, TOMY, KONAIOYH BUIIAAKOBi 3HA9€HHA IO 060X BETHYHH, aJlrOPUTM rapaH-
Ty€, WO |Biu;,v)-Bi(uz,va)>x, ne x>0. Yum Ginpme x, TuM anroput™ Gynme
OLIbII CTIHKMM 110 YIIUIBHEHHS, ajle PH IbOMY SKiCTb 306paxkeHHs moripmy-
erbes. Ilics BigmoBigHOro koperyBanHs KoeilieHTiB BHKOHYETHCS obepHeHe
JKIT.

Burstranna npuxosanol in$opmaLii NpoBOAUTECS LLTAXOM NOpiBHAHHA BU-
Gpanux 1Box koedilicHTIB s KOXHOTO 6ioKa.

3.3.3 HlIupokocMyroei Meroan

HInpoxocMyroBi METOAM NepeaaBaHHA 32CTOCOBYIOTBCA B TEXHIL 3B’A3KY
At 336€3NeueH s BUCOKOT 3aBajlOCTIMKOCTI # YCKIaAHEeHHs NPOLECY Mepexo-
mienns. CyTh IMPOKOCMYTOBHX METORIB NOJra€ B 3HAYHOMY DO3IIMPEHHI
CMYTH 4acTOT CHIHaJly, GiAbII HiX L€ HEOOXiXHO A NepesaBaHHs PeabHOI
ingopmanii. Posmupenns gianasony BUKOHYeEThCS, B OCHOBHOMY, 32 JOIIOMO-
TOlo KOAY, AKUH HE 3a/IeXHTh Bifl JaHHX, IO NepexaoThes. KopucHa ingop-
Mallis PO3MOALIAETLCA 110 BCLOMY Iiama3oHy, TOMy IIpH BTpaATi CUTHAIY B Je-
AKAX CMYraX 4acTOT B iHIIMX CMYrax NMpPHCYTHBO HOCHTh iHopMawii ana if
BIAHOBACHHA.

TakuM 9MHOM, 3aCTOCYBaHHA MIMPOKOCMYTOBHX METOLIB Y cTera”Horpagil
YCKHaJHIOE BHABIICHHA NPHXOBAHUX JaHMX Ta iXHe BHIAICHHA. MeTa mHMpoKo-
CMYroBHX METOAIB MojibHa 3ajavaM, sKi BUpillye cTerocucTeMa: CIpoGyBaTH
«PO3YMHUTH» CEKPETHE MOBIMOMJICHHA B KOHTEHHepi i yHEMOMIMBHTH HOTro
BHABNEHHA. OCKUILKY CUTHAIH, PO3MO/LIEH] 110 BCiif CMy3i CIeKTpa, BaXKO BH-
HaNMTH, CTeraHorpadivHi METOM HA OCHOBI IMPOKOCMYTOBHX € CTIMKMMHU 10
BAI3JIKOBHX | HABMHCHUX MEPEKPYIyBaHb.

Ans npuxoByBaHHA iHOpMaLii 3aCTOCOBYIOTH {Ba OCHOBHHX CIIOCOOH pos3-
IHMPEHHS CIEKTpa:

— 32 JI0NIOMOrOk0 TICEBAOBUIIAAKOBOI MOCHITOBHOCTI, KOJIM CEKPETHMII CHI-

HaJl, IO BiApPI3HAETBCA HA KOHCTAHTY, MOIYMIOETBCA IICEBIOBHIAMKOBHM CHI-
HaJIOM;
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- 32 I0NOMOT 00 CTPHOKOMOAIGHUX YAacTOT, KOJIH 4aCTOTa HECYYOro CHIHa-
AY 3MIHIOETECS 32 JEAKHM [ICEBIOBHNIANKOBHM 3aKOHOM.

Posrnsnemo omun 3 BapianTiB peanizauii mupoxocMyroporo Metonmy [21].
Ak KOHTeHHEp BHKOPHCTOBYETHCS HAIiBTOHOBE 306paXeHH po3MmipoM NxM.
Yci KOpHCTYBayi MPUXOBAHOTO 3B’A3KY MAIOTh MHOXUHY /(m) 306paxens ¢,
po3MipoM NxM, sika BUKOPHCTOBYETBCS K CTErOKIOY. 306paKeHHs @; B3aEM-
HO OpTOrOHaJIBHI, TOOTO

99, = ZZ¢(xy)¢(x.v) Gy,

x=1 y—
NM .
ne G, =3 ¥4/ (x,y), 5, — nensra-QyHKitis.
x=ly=l
Jind MpUXOBYBaHHA MOBINMOMJIEHHA m HEOOXiAHO 3rEHEPYBATH CTErOMOBi-
AomieHHs E(x,y) y BUrIAAi 306paxenHs, popMYIoun 3BaKeHy CyMy

E(x,y) = Zmi¢i(ny) .

ToTim, misxom GopMyBaHHA TI0eNIEMEHTHOT CyMH 060X 306paxkeHb, BMOH-
TYBaTH CeKpeTHy iHpopmaito £ y koHTeitnep C: SCe)=Cle ) +E(x,y).

B ineani, kouTeitnepHe 306paxenHs C MOBUHHO GyTH OPTOTOHANBHHM [0
yeix ¢,(10610(C,4,) =0), i OnEpXKYBaY MOXKE BHTATHYTH i-uii 6iT MOBIZOMICHHS

mj, IPOEKTYIOYH CTero3o0paxeHHs S Ha 6asucHe 306paxeHHs @)
<S’¢i>= <C’¢i>+ <ij¢j’¢i> = Zm1<¢]¢1> =G;m,. B.D
J J

Cexpetna inpopmania Moxe 6yTH BHTATHEHA LUIIXOM OGYUMCIIEHHS
m, =(C,4,)/G,. 3a3Ha4MMO, WO Ha IILOMY eTami HeMae MOTpeOH 3HATH BUX1AHHHA
konrefinep C. OxHak Ha mpakTHui KoHTelHep C He GyAe MOBHICTIO OpTOroHa-
THHUM JI0 BCiX 300paxeHb ¢, ToMy B chiBBigsomenmns (3.1) TOBHHHA Oytn
BBelicHa BemmauHa nnoxubku (C, ¢)=A4C,, To61o (C, 0)=A4C,+Gm;.

Tlokaxemo, MO NpH AeAKMX NPUNYMEHHAX MAaTEMATHYHE CHOMIBAHHSA A4C;
nopisaioe Hymo. Hexaii C i ¢, 1Bi He3aneXHi BUNAIKOBI BeTHUMHH po3Mipom
NxM. SIxmo npumycTHTH, WO Bei 6a3UCH 306paxKeHs HEe 3AI€XATh Bi nepeaa-
BaHMX NOBiIOMJIEHD, TO:

E[AC,]= ZZE[C(x YIELS, (%, )] =0.

i=l j=1
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TakuM 4YHHOM, MareMaTUYHE CIOMIBAHHSA BENNYHHH IMOXHOKH (C,¢,)=0.
Tomy onepanisi AekoAyBaHHA NONATAE Y BiAHOBIEHHI CEKPETHOTO TIOBiROMIIEH-
HI @UIIXOM IIpOEKTYBaHHA cTerozoOpaxeHHs S Ha yci yHkuii ¢
s; =(S.4,) = AC; + G;m,. SIxuo MaTemMaTiaHe croiBaHus AC; KOPiBHIOE HYITO,
TO 5; ~G;m;. SIKIO ceKpeTHi MoBigoOMIIeH A Oy 3aKoZOBaHi AK pagku -1 i 1
(3aMiCTh IPOCTOrO BUKOPUCTaHHA ABIMKOBUX PAAKIB), 3HAYEHHSA M; MOXYTEH Oy-
TH BiRHOBAEHI 3a JOMOMOTOI0 QYHKII:

-1, npus;, <0
m; =sign(s;) =30, npus; =0
1, npus, >0

3a YMOBH, 10 G;>>0. SAxmo m;=0, To npuxoByBaxa iHpopMallis 6yJe BTpayeHa.
3a geAKHX yMOB 3HaueHHA [4C} MOXe 3pOCTH HaCTUILKH (X04a HOro MareMarH-
YHE CHOAIBaHHA JOPIBHIOE HYINO), IO BUTATAHHA BiANOBifHOro GiTa crane He-
MoxomBuaM. OfHaK Ie BiAOYBa€ThCA Piko, @ MOMUIMBI MOMHIKH MOXHA BH-
NPaBJHATH, 33CTOCOBYIOUM KOPETyBaiubHi KOMH.

OcHOBHa nepeBara MHUPOKOCMYTOBHX CTETAaHOMETOJIB — He NMOPiBHAHO BH-
COKa CTIMKICTh O MepeKpydyBaHb 300paXeHHA i pi3HOro BUAY aTak, OCKLIbKH
NPHXOBYBaHa iHOPMaKii po3lofiieHa B IMPOKid cMy3i 4acTor i ii BaXKo BU-
ITanutH 6e3 moBHOro pyitHyBaHHA KoHTeitHepa. IlepexpydyBaHHS crero3obpa-
XKeHHA 30inpmyIoTh 3Ha4enHa 4C; i, akmo [4C,|>|4Gim;}, To npuxoBaHe MOBi-
HAOMIIEHHA HE FHOCTpPaXKJacE.

3.3.4 CtaTucTHuHi MeTOaH

CTardCTH9HI METOAU IIPUXOBYIOTh iH(OpMAIil0 IEIIXOM 3MiHH OEAKHX
CTaTMCTHYHHX BIACTHBOCTel 300paxerHHs. BoHu 6a3yioThcs Ha neperipui cTa-
THCTHYHUX rinore3. CyTh METOAY NOJArac B Takii 3MiHi AeIKHX CTaTUCTHYHHX
XapaKTepHCTHK KOHTelHepa, Npu AKif ofepXyBay 3Moxe BiipisHuTd Moaudi-
KOBaHe 300pakeHHA Big HeMoau(ikoBaHOTrO.

Taki METORU BiJHOCATHCH IO «OXHOOITOBHMX» CXeM, TOOTO Opi€HTOBaHi Ha
MPUXOBYBaHHA ofHoro 6iTa cexperHol indopmanii. /(m)-po3psaaHa CTaTUCTHYHA
CTETOCHCTEMa YTBOPUTBCS 3 MHOXHMHH OBHOPO3PANHUX HUIAXOM pPO30OHBaHHS
306paxxeHHs Ha [(m) 610KiB, 0 HE IEPEFUHAOTECS, B,,...,Bim. TIpH 1BOMY Ce-
KpeTHMit 6iT noBimoMieHHA m; BOYHOBYeThcs B i-# GIOK KOHTeiHepa. Buss-
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JIeHHs MPUXOBaHOro Gira B 610LI 3MIHCHIOETECA 32 IONOMOTOK MepeBipHOT
$yHxuii, sxa Bigpisuae MoaudikoBanuit 610K Bin HeMoIHpiKOBAHOTO:

7(B)= {1, Akwo 6nox B, 6ys moougbixoeanuii
0, 6 iHwomy eunaoxy

OcHOBHa 3a1a4a NpH po3pO6Li CTATHCTHYHOIO METORY — Iie CTBOPEHHS
BinnosinHoi ¢yHkuii £. MMoGynoBa GyHKLUIT f 3MiACHIOETECA HAa OCHOBI Teopii
HePEBipKU CTATHCTHYHMX TiNoTe3 (HAPHUKIAA: OCHOBHOI rinoTesu «6ok B; He
3MiHeHMI» i anbTepHaTHBHOI — «6NoK B; 3MiHeHmit»). Ilin yac BUTATaHHA
npHXoBaHoi iHpopmaLii Heo6XiHO MOCHIZOBHO 3aCTOCOBYBATH (GyHKILiO f oo
BCiX GII0KiB KOHTelHepa B;. [IpHirycTHMO, WO BifoMo Hpo CTATHCTHKY pO3IIO-
Ity eneMenTiB HeMoaubikoBaHoro 6ioka 306paxenns A(B;). Toxi, BHUKOpDHC-
TOBYIOUH CTAaHIAPTHI HPOLIEAYPH, MOXHA IIEPEBIPATH, 9 MEPEBHINYE CTATHC-
TUKa h(B;) aHani30BaHOro G10Ka jAeske rpaHHYHE 3HAYEHHA. SIKIIO He nepe-
BHIYE, TO mepeadavacTbes, wWo B 6iomi 36epiraetses 6it «0», B iHmoMy BH-
nagky — «1».

Haityacrime crarucTiuHi Metomu creraHorpadii CKIagHO 3aCTOCOBYBATH
Ha npaktuui. [To-nepme, Heo6XinHO MaTu rapHy craTHCTHKY A(B;), Ha OCHOBI
AKOI MPHIMAETLCA PIlIEHHA NPO Te, M € aHATI30BaHMIA 610K 306paXkeHHA 3Mi-
HeHuM, uu Hi. [To-Apyre, posnoxin A(B;) Wit KHOPMATBLHOTO» KOHTEHHEPA 10
BUHEH OYTH 3a3janerifb BiJOMHM, IO B GLIBIOCTI BUMAAKIB € JOCHTH CKIaj-
HOIO 33/1a9€l0.

Po3rnsHeMo npuxnan cratuctHaHoro Metony [22}. Ilpumycrumo, mo ko-
XeH Onok koHTeitHepa B; aBise coboro NMPSAMOKYTHHK IliKCeNniB p”’,,,,,,. Hexait

MA€EMO TICeB/IOBUNAAKOBY JBIHKOBY MOMENh TOro X posmipy S = is) }, B AKii

m
YHCIIO OAMHULE | HyJiB 36iraeTbcs. Mozens S y JaHOMY BHNAZKy ABILAE COGOIO
creroxmoy. Jiis NpuxoByBaHHA iHpopManii koxeH 6110k 306paxenna B; moxi-
nA€TbCs Ha 1Bi piBHux ninmuoxwmu C; i D, ne C, ={p), €B,|s,, =1} i
D, ={p,(,'3" €B;|s,, =0}. HoriM mo Bcix mikcenip MuoxuuM C; JOHAETHCA

3Ha4eHHA k>0. JIist BUTATaHHA [OBiXOMIIEHHA HEOOXiAHO PEKOHCTPYIOBATH ITif-
MHOXHMHH C; i D; i 3HalTH pO3XOMIKeHH MK HUMH. SIKIno 610K MiCTHTB MOBi-
HOMJICHHS, TO BCi 3HaYEHHA NiAMHOXHHH C; 6yMyTs GiNbIIMMY, HiX BigmoBigai
3HAYEHHA Ha eTami BOYNOBYBaHHA IOBiJOMIICHHS. SIKIIO MPHITYCTHTH, MO BCi
nikceni C; i D; He3aNnexHi, BUNAAKOBO PO3MOMiIEHI BEMHIMHH, TO MOXHA 33CTO-
CYBaTH CTaTHCTUYHUHI TECT:
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C,-D, . _ [Var[C,1+Var[D,]

5T T 2

2

e a — cepelHE 3Ba4eHHA BCiX mikceniB MEHoxuuu C;, a Var[C,] — oninka guc-
nepcii BUnaAKoBHX 3MiHHMX y C;. BiInoBigHo Ko ueHTpaipHOl rpaHUYHOL Teo-
peMH CTaTHCTHKa g Gy/le aCHMIITOTHYHO MPSAMYBATH A0 HOPMAJIBHOI'O pO3HOXi-
ay N(0,1). Slkmo noBigomieHHA BOynoBaHe B 610K 306paxkeHH B;, TO MaTeMa-
THYHE CIOiBaHHA q Oyne OimbmuM Hysa. TakuM duHOM, i-Mi 6iT cexpeTHOro
MIOBiIOMJIEHHS BiZHOBIIOEThCH HUIIXOM IIEPEBIpKH CTATUCTHKHU g; Oioka B; Ha
PiBHICTE HYMIO.

3.3.5 MeToAd nepeKpy4yBaHHS

Mertoau nepeKkpydyBaHHA, Ha BiAMiHY Bif IONEpeNHIX METOMIB, OTpedy-
10Th 3HaHHA IPO NOYaTKOBHU BHITILAK KOHTeliHepa. CxeMa NpUXOByBaHHS MO~
rac B IIOCAIROBHOMY HPOBECHHI pARy Momudikalii KoHTeliHepa, AKi BUOUpa-
FOThCs1 BIAMOBIAHO JI0 CEKPETHOTO NMOBIAOMIIECHHA. JI1 BUTATaHHsA NPUXOBAHHX
HAaHUX HEOOXiZAHO BU3HAYMTH YCi BIIMIHHOCTI MK CTEraHOIPaMOIO i BHXiZHHM
KOHTeliHepoM. 32 MMM BiAMIHHOCTAMH BiIHOBIXOETHCA NOC/IAOBHICTS MOIH-
(ikaniii, Axi BUKOHYBalMCA Hifi Yac MPHXOBYBaHHA ceKpeTHOI iHdopmanii. s
OLBIIOCT OAATKIB TaKi CHCTEMH HE IIAXOAATH, OCKUILKH JJIf BUTAraHHA Aa-
HUX HEOOXi1AHO MaTH HOCTYE: 10 HAOOpY MOYATKOBHX KOHTCHHEpIB: AKIIO KIIPO-
THBHUK» TakoX OyAe MaTH ZOCTYI ZI0 LBOro Habopy, TO BiH 3MOXe JIETKO BHU-
ABHTH Monudikanii koHTeliHepa i OTpHMMATH [0Ka3 MPHXOBAHOTO JIMCTYBAHHA.
TakpM 4UAHOM, OCHOBHOIO BHMOTOIO INiJ 9ac BHKOPHCTaHHA TaKUX METOAIB €
HeoOXinHiCTh MOIIMpeHHA Habopy BUXiAHMX KOHTeHHepiB Mix aboHEHTaMM
Mepexi Yepe3 CeKpeTHHI KaHaI JOCTABKH.

Meroau nepexpy4yBaHHA JIETKO 33CTOCOBHI IO I poBUX 300paxeHb. Ak i
B METOAAX 3aMiHHM, IJIA NPHXOBYBAHHA JaHUX BuOUpaerhcs /(m) pi3HUX mikce-
JIiB KOHTEHHEPa, AKi BAKOPHCTOBYIOThCS I IPUXOBYBaHHA iH¢opmanil. Takuit
BUOIp MOXHa 3BICHATH, BHKOPHCTOBYIOUH JaTIMK BHIAKKOBHX uucen (aGo
nepecraioBok). Ilix yac npuxoByBaHHA OiTa «0» 3Ha4YeHHA IiKceaa He 3MiHIO-
€ThCH, a NPU NPUXOBYBaHHI «1» MO KONBOpY MiKceNa AONAETHCS BHITAIKOBE
3Ha4YeHHA Ax. Xoua meif miaxix moniGHuit 10 MeTOxy 3aMiHH, iCHy€e OfHe iCTOT-
He po3xomkeHHA: y LSB-Mero/i sHaueHH BUOpaHOro KONbOpY He 060B’A3KOBO
IOPiBHIOE CEKpETHOMY OiTy MOBiIOMJICHH:, @ B METOIAaX NepeKpydyBaHHA Mil
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ac MPUXOBYBAaHHA HYJIBOBOTO 0iTa He BifOyBaeThCs HisKHX 3MiH. OKpIM IBOTO,
3Ha4eHHA Ax mMoxe OyTu BuOpaHe Tak, mo GyayTh 36epiraTHCA CTATHCTHYHI
BJIACTUBOCTI KOHTe#Hepa. i1 BUTATaHHA NMPHXOBAHUX JAHUX HEOGXiTHO Ipo-
BECTH TOPIBHAHHA BCiX /() BUGPaHUX MiKCENiB CTEraHOrPaMH 3 BiOBIAHUMH
MKCeNaMu BUXiTHOTO KOHTeliHepa. SIKmo i-uii nikcen 6yae BIAPi3HATHCS, TO LE
CBIZYHMTB MPO Te, MO B NPUXOBAHOMY MOBiXOMIICHH] 6yB OXMHUYHMIA 6iT, iHaK-
1ie — HyNbOBHI.

[Hwi npukiTan MeTomy nepekpydyBaHHA 306pakeHHA I 4ac MIPUXOBY-
BaHH# faHuX OyB 3amponoHoBaHuii y [23]. YV uboMy MeTOJi 1mia 9ac BCTaBieHHS
NPUXOBYBAHMX AAaHKX POGHTECA Cripoba CKopilue 3MIHHTH NOPAZOK MOSBH Hafl-
NMIKOBOi iHopManil B KOHTelHepi, Hix 3MiHNTH Hioro BMict. [lix 9ac NIPHXO-
BYBAHH: IAHHX CKIANAEThCA TIEBHHM «CIHCOK Iapy» MIKCeNiB, MJIA AKMX BiIMiH-
HicTb 6yne Menma rpanuuHoi. Lleii crmcok Bimirpae pons creroxmoda — 6e3
HBOTO HE MO)XKHA BiIHOBHTH CEKpeTHe IOBiloMIeHHA. SIKIo aGOHEHT Ma€ A0C-
TYTl A0 «CIIMCKY Iap», TO BiH 3aBX/IM 3MOXe NMPOBECTH 06epHEHy MPOLEaYpY.

3.3.6 CTpyxTypHi MeTOAM

PosrisHyTi BHIlle METOAH, B OCHOBHOMY, BHKOPHCTOBYBAITH indopmauiitny
HaIHILKOBICTE Ha PiBHI NMikceNiB a60 % NPOBOAMIIM NEPETBOPEHHA B YaCTOTHIi
o6nacti 306paxenna. Hipkde poO3rIAmacThcs MeTOH, B AKOMY NPHXOBYBAHHA
iH(OpMaLii MPOBOMMTECA HAa 3MICTOBHOMY piBHi 3 BHKOPHCTAHHAM CTPYKTYp-
HHX Ta indopManiiiHix mapametpis 306paxenns [24]. Bracue KaXxy4H, BiH €
PO3BHTKOM BiZOMOI cTeraHorpadivHoi TexHoiorii — cemarpam. CyTh MeTOxy
TOJIATae B NIPOBE/CHHI NMOCIIZOBHUX IIEPETBOPEHD (parMeHTiB rpadidHoro 3o-
OpaxkeHH, sKi 3pEIITOIO NIPHUBOAATE 20 (GOPMYBAHHA IPHXOBYBAHOTO TEKCTY.

B nauwuii yac 3’sBmiocs Gesnid rpadisHux nakeTis nporpam i 6a3 naHux, 3a
AOMOMOrOI0 JAKMX MOXHA CTBOPIOBATH Di3Hi rpagiuHi 300paxkeHHs, Npe3eHTa-
Lii, MyJIBTHIUTIKALiIO Ta iH. Y KOXHOMY rpadiuHOMY 306p@KeHHI MOXHA BHi-
JIUTH OKpeMi KOMIIOHEHTH, AKi BillIOBiAHO 10 ioro obnacti iHTepnperauii Ma-
10Tk CBOE iH(opMalifiHe HaBaHTaXeHHA. Bisyansuuit 06pas S MoXHa noxaTH y
BUIJIAAI UM(POBOI MOCHIAOBHOCTI, AKY MOTIM MOXHA JIEFKO MEpEeTBOPHUTH Ha
TeKCT MOBifoMiIeHHA. Lle MOMUIMBO, HANpHKIaJ, y Mpoueci MOKPUTTA obpasy
HeskiM rpadom, BUKOpHCTOBYIOUM iHdopMauiiiHy iHTepmperalio Horo OKpe-
MHX KOMIIOHEHTIB. V NepmoMy HabIIiDkeHH] BEpLIMHAMH TaKoro rpada MOXYThb
CITyXXMTH OKpeMi KOMIIOHEHTH PHCYHKa, a peGpaMu — ix 3’ equanns. [1ix 9ac ko-
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JyBaHHs NpUX0BYBaHOI iH(opManii oTpumaHuii rpad MOXHa NEPETBOPIOBATH
JIOCHTB IIMPOKHM CIIEKTPOM BIIOMUX Y Teopil rpadiB nepeTeopeHb. 3peimToro
Faxuit rpad Moxe GyTH po3MideHHil BiNMOBIAHO 1O MEBHOrO anropurMmy. Pos-
MigeHuil rpad MOXKHa OAATH Y BUMIAAI Horo uMcioBoro inapianra. Hainpoc-
TilIMM iHBapiaHTOM MOXe CIY>XHTH MaTPHIA CyMDKHOCTI rpada, MoCHiAoBHICTE
HyMepallii BepimiH. MoXHa BUKOPUCTOBYBATH KiJIbka iHBapiaHTiB, ki omucy-
IOThCA Y BUMNIAAI MHOTOWIEHA. CeKpEeTHHM KIIOYEM Y TAKOMY IIX0xi Moxe 6y-
TH crioci® Hymepanii rpada. BigoMo, mo MoXUIHBa KUTEKICTE IEPEHYMEPOBAHHX
rpadis mwis AOBLILHOTO rpada MocKTh Benuka. 1l obcTaBuHa poGuTh 3amporno-
HOBaHMil croci6 MpUXOBYBAaHHA TOBiZOMIECHS JOCUTh CTIHKMM MPOTH aTaK po3-
KPUTTA.

V CTPYKTYpHHX METOLAX MOXXHA BHAUIHTH OKpEMi eTanu cTeraHorpadiqso-
IO NICPETBOPCHHA.

TlepmuM €TanoM € NEPeTBOPEHHA 3aXHIIyBAHOTO CEKPETHOTO MOBiAOM-
nenns m y uudposy ¢popmy CH. Lle neperBopeHHs Moxe OyTH, Hapukiaz,
OyAb-KHM KpUITorpadiuHiuM nepeTBopeHHAM. Bono aBase coboro mudpy-
BaHHA TEKCTY 3 YCiMa BimoBizHMMK aTpubyTamu, 30KpeMa i Kmodamu mub-
pYyBaHHA.

Jlpyruii etan sBise co6olo mepeTBOpeHHA nocaigopHocti uucen CH Ha
rpagiuny cTpykrypy GS. Sk rpadiuni CTpyKTypH HaiyacTillle BHKOPHCTOBY-
1otbc rpadm. Kpim rpadis MoXKHa BHKOPHCTOBYBAFM Pi3HI mikrorpamu a6o
iHIDi CTPYKTYpPH, AKi MiAAI0TECS GOPMATBHOMY OMKCY TUM abo IHIIMM CIOCo-
oM.

Ha tpersoMy eTall 3ailiCHIOETECS NepeTBOpeHHs rpadiunoi crpykrypu GS
y BisyanbHe indopmauiiiHe cepenoume WS. 3araioM sk Take CepeAOBHIIC
MOXe€ BHKOPHCTOBYBATHCS, HANPUKIIag, Oyab-fKe MyAbTUMERiHHe abo mporpa-
MHE CepeROBHIIIE.

YeTBepTHii eTan sBAE COOOI0 CYKYNHICT METO/IB i BIANOBIAHUX HpOLE-
AYp, 33 HOTIOMOTOIO KX (POPMYETHCA CIOKET i3 BisyansHux o0pasis 3 BOyno-
BaHMMM B HHMX TAEMHUMU TIOBiZOMICHHIMU.

V paMKax Takoro MiAXOAy Bi3yaibHWH 00pa3 CKIanacThcs 3 rpadiuHmx
eJIeMEHTIB, AKi iaeHTHiKyIoTECA 3 enemenTaMu GS. 11i eneMeHTH ABIAIOTH CO-
6010 M03HaYeHI BEPIIMHM, NI03HaUeHI ab0 Hemo3HadeHi pedpa i iHIli eneMeHTH,
mo inexTudikyroTh KommoneHTH 3 CH. HeobXinHum eTanoM ¢yHKIIOHYBaHHS
TaKHX CTErocHcTeM € (GOPMYBAHHA AEAKOrO CIOXeTy Wi ¢parmenta inpopma-
IIAHOTO CepeROBMINA 3 OKpeMHX rpadiqaux obpasis.
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Takum 4MHOM, BeCh NAHIIOXKOK IIEPETBOPEHD, AKUI Peali30BYETHCS CTEFO-
CHCTEMOIO Ha PiBHi OKDEMMX €TalliB NePETBOPEHHS, MOXe GYTH 3amMCcaHmii y
BUNLAAL: S=SCH=GS=>WS=SJ, ne SJ — onmc CIOXKETY, AKMIl CKIamaeThes 3
OKpeMHX rpadivnnx o6pasis. Cllix 3a3HAa4YMTH, IO POIMIAHYTHI MiAXiX MOXe
3aCTOCOBYBAaTHCh SK IUIA NEPETBOPEHHA 306paXeHHS 3 METOI0 PO3MIllleHHA B
HBOMY IPHXOBYBaHOIO MOBIJOMIEHHS, TaK i 11 TeHePYBAHHA Bi3yaJbHOroO 30-
GpaXkeHHS 33 CEKPETHUM TIOBiIOMACHHSAM.

3.4 Creranorpadiyni meroau BGymroByBaHHS inpopmanii y Bexropni
300paxennst

Hommupeni Ha croromni creranorpadiani Meronu TMIPUXOBYBaHHA JAaHHX Ta
3aXHCTY pacTpOBHX 300paxeHs s BOYAOByBaHHs cTidiknx L[B3, B OCHOBHOMY,
6a3yloTECA Ha BHKOPHCTaHHI CTAaTHCTMYHOI Ta ¢izionoriuHoi HaQMIIKOBOCTI
indopmauii. ITpu nsoMy B6ynoByBanns Gitis L[B3, B OCHOBHOMY, BiXOyBa€ThCH
3MIHOIO BiATiHKiB KOJIBOPY TOYOK.

Ilpore Ha croronHi BeKTOpHi 306pakeHHs (puc. 3.8) Tex MarOTh AOCTATHBO
IIMpOke BUKOPHCTaHHSA, 30KpeMa, JUIA MPOEKTYBaHHS apXiTEKTYPHHX 00’ €KTiB,
iHTep’€piB, pO3po6KH NPHIAAIB, PEKIIaMH, JTOTOTHIIIB, CTBOpEHHA WpU(TIB, re-
orpadi4HuX KapF TOmoO.

Pactpose Bekropue

Pucynok 3.8 — Hpuknaan pacTpoBOro Ta BEKTOPHOTO 300paxens

JIBoBHMipHi BexTOpHi reorpadidni xapTH y Ha wac HYX€e IIMPOKO BHKOpH-
CTOBYIOTBCS i MAlOTh BaXUIMBE 3HaYeHHs. ICHye BelMKa KLTBKiCTh THIIB KapT 3
pi3HMM IIPU3HAYEHHAM Ta TOUHICTIO BinOOpakeHHS, HA CTBOPEHHS SKHUX
BHTPA4aETLCA Harato vacy ta kowrris. BuxopucrasmHs BEKTOPHHX KapT ChOTOHI
Ry’Xe€ NOMpeHe — iCHye NOCTaTHbO IHTepHeT-cepRiciB, AKi HajalOTL JOCTYII 10
AETAII30BAHKX KapT YCHOTO CBITY, KPiM TOro, KOKEH MOXe CKOPHCTaTHCS CHUCTe-
Moto GPS-Hairauii 3a I0NOMOrOIO CrIELIATIBHOTO MPHCTPOIO I MOGUTLHOTO Te-
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sepoHy, SKi TAKOXK BHUKOPHCTOBYIOTH KapTH y BEKTOpHOMY dopmari. B 38’43ky 3
IIMM BHHMKaE HpobieMa, 0B’ 13aHa 3 MOXIHBICTIO HEJIEraJIbHOTO KOMIXOBAaHHA Ta
PO3MOBCIOUKEHHS BEKTOPHUX 300paXkeHs, AKi MalOTh CBOTrO NPaBOBJIaCHUKA.

Ockiibkn y dafini BekTopHUX 306pakeHs 36epiraeThes iHdopManis 1mpo xo-
OpIMHATH TOYOK Ta KOJIp, 3 AKHX 33 TONOMOroio GopMyi GOpMyIOTECs 06’ €KTH,
To BOYHOBYBaTH LM(POBUIA BOAAHMI 3HAK MOXHA, HAaNpPHKIaJ, IULTXOM 3MiHH
KOOpAMHAT TouoK. BOymoByBanus [[B3 3a paxyHOK 3MiHM KONbOpY € Heedek-
THBHHM, OCKLTBKM KUTBKICTH KOJIBOPiB 06’ €KTIB y BEKTOPHOMY 300pakeHHi, B OC-
HOBHOMY, € 3HAYHO MEHINOI0, HDK KUIBKICTB TOYOK, 3 AKHX (OpMYyroThCH
BiAMIOBiHI 06’ €KTH.

Ha chOrofiHi 3aIpofiOHOBAHO HM3KY METOLIB, IO JO3BOISIOTH BOYIOBYBATH
indopmauio B 306paxeHHs BekTopHOro ¢opmarty. Sk i 1 pacTpoux 306pa-
XeHb, METORM BOYHOBYBAHHA LH(POBUX BOMIHMX 3HAKIB Y BEKTOPHi 306paxeH-
Hi MOXHA PO3AUINTH Ha JAEKUIbKa TPYNl 3aleXHO Bill TOTO, SKMM YHHOM
BOYAOBYEThCA iHGOpManis. 3a aHAIOTIEI0 3 METOAMH PAaCTPOBHX 300paKeHs, 1e
iCHYIOTH «IEpAMI» Ta «Hempsami» MeToaH [22], Tak caMO MOXHa 31iHCHUTH MO i
METOAIB A BEKTOPHHUX 300pakenb. J{0 TiepIIOi PYITH MOXHa BiIHECTH KIIPSMI»
METOH, AKi BOYI0BYIOTH it LIB3 1uisxoM 3MiHH abCOMOTHUX 3HAYEHb KOOp-
JUHAT TOYOK 3FHIHO 3 NEBHHMM aJFOPHTMOM B TaK 3BaHiil IpOCTOpoOBill obmnacTi.
Jio npyroi rpymm MOXHa BigHecTH MeToRH BOYHoByBaHHA indopMauii B 306pa-
YKCHHA OULIXOM MTOAAHEA HOro y meBHiil ¢popMi 3 BHKOPUCTAHHAM NIEBHOIO MaTe-
MAaTHYHOTO [IEPETBOPECHHA.

34.1 Tipami merogu BGyxoByBaHHs indopmauii y BexTopHi
300paxeHHsn

3aranbHEHRl Migxix MeTomiB mepmoi rpymu moxno BOysoByBanus [[B3 y
BEKTOpHI 306paxeHHA CXOXHH 3 THM, IO BUKOPHCTOBYETHCS VISl PacTPOBUX
306paxenb. AKIIO /UK PACTPOBHX METOAIB — 1€ MPAMA 3MiHa 3Ha4€Hb KOABOPIB
306paxens, TO U8 BEKTOPHMX — He3HaYHA 3MiHAa KOODAMHAT TOYOK, 3 SKHUX
cKIamaeThest 306paxenus. ToMy U1 BEKTODHMX 300paKeHh MOKHa BHKODH-
CTOBYBATH anropuTMu BOYIZOBYBaHHA iH(opMamii, IO BUKOPUCTOBYIOTHCA I
pacTpoBMX MeTOAIB. 1e % cToCcyeThes i MIXOMiB 1RO MOKPAIIEHHA CTIHKOCTI
«IpAMEX» METOMIB, HAPHKIAJ, 32 XOIIOMOTOI0 arOPHTMY IICEBAOBHIIAAKOBO-
ro inrtepsamy aGo ICEBIOBUNAAKOBOI MepecTaHOBKM. Clifl 3a3HAYMTH, IO
0COGJIHBICTIO BEKTOPHHX 306pakeHb € MOXNUIUBICTD 3MIHIOBATH HE TLIBKH 3Ha-
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9eHHA TOYOK, a i IXHIO KiJILKIiCTB, HA OCHOBi Y0r0 MOXHa pO3pOGIITH HOBI al-
ropuT™MH BOYAOBYBaHHA iH(popMaIii.

IIpoananisyemo icHyrodi Ha cborofiHi MeTom, mo B6yxoByoTs LIB3 y npo-
CTOpPOBY 00M1acTb.

V poGori [22] aBTOpH [IA 3aNPONOHOBAHOTO METOQY BHKOPHMCTOBYIOTH
OHOBIIeHMi T2 MoaudikoBaHMil anropUTM KBagpomepesa. IIpH BHKOpHCTaHHi
IBOrO AITOPMTMY BEKTOPHE 300paXXCHHA PO3NLIAETECA HA TPHUKYTHY CiTKy, IO
6asyerhcs Ha minbHOCTI BepmmH, LIB3 BOynoByerhcs muraxoM Mommdikanii
KOOpAHHAT BepIIMH TPHKYTHHX ciTok. Came Toai mopsnok BGynoBysanus [[B3
BH3HAYA€THCA MOAUIOM TPHKYTHMX CiTOK Ha piBHi. 11 Toro, mo6 BUTArHYTH
B3, Heobximuo po3gimntH 300paxenHs 3 [[B3 Takum caMuM 4HHOM i micis
HBOro NOPiBHATH KOOPJMHATH BEPIUMH 3 Aanumu L[[B3.

Takox Binommit Metox [23], 3rifHO 3 AKMUM POTIOHYETLCSA JOAABATH TOIKA
300pakeHHA, 3MIHIOBATH NOBXHHY, HalpAM Ta atpubyTH JiHilk /1s B6ymOBY-
BanHs LIB3. BeraBka To4oK Ta 3MiHa JHil € QyXe NPOCTMM METOIOM, IO HeE
3abe3mnedye CTIHKOCTI METOMY, a METOA 3MiHHM HANpPAMKY JiHiil Ta arpubyTiB He
€ MiTXOAAIMM U1 TOYHHUX BEKTOPHHX JaHUX.

Asropu Metomy [24] B3AMM 3a OCHOBY METOA, WO BHKOPHUCTOBYe PN-
nocaigoBHicts (PN — ncespo-mym) sx I[B3 i cxiapaeThes 3i 3HaYeHs Bim eM-
HOTO Ta AOKATHOr0 MaKCUMAbHHX BiIXHieHb (TOXHOKHM) Ta BOYIOBYIOTE HOTo
B KOODAMHATH 2-X BHMIDHMX BEKTOPHHX KapT. Burarysaumma 1IB3 sgiiic-
HIOETBCA 33 JIONOMOTOI0 pefieBaHTHOCTI PN-nocmifoBHOCTI Ta faHuX, mo 6y
BOyROBaHi.

Y poGori [25] aBTOpH NPONOHYIOTE METOA, 3riAHO 3 AKAM BEKTOPHA KapTa
HOALIAETHCA HA MOCHIAOBHICTh CITOK BUCOTOKO B 4/3 JONMYCTHMOTO BiIXHITCHH:
KOOPIMHAT TOYOK, MICJIA JOro B KOXHii CiTUi pUCYIOTECA /ABi AiHIl HOBXHHOIO
1/3 momyctumoro BimXmneHHA i NO3HaYaOThCA Ak Jtimia 0 i nimiz 1. [[B3
BOYIOBYETBCA NULIXOM IEepeMillieHHs BEpIIMH B CiTHi A0 JiHii 0 wm mimii 1.
SAxwo Bepumna B obnacti 0 i HaM HeoGxinHo BOymyBatH 1, MH nmepemimaeMo
BepiIMHy B 001acTs 1. HoBa mo3uuis € CHMETPMYHOO 10 OPUTiHANGHOIT MOZHLIT
BiIHOCHO AiaroHaJii.

Bigomo Merton [26], 3riiHO 3 AKMM BEKTOpHE 300paXEHHsS PO3IUIAETHCH
HaBI1iNl T2 MPOBOAMTLCA ANANITHBHE peryHOBaHHA Ha cTilikicth L[B3 Bixnosinuo
IO WUILHOCTI TOYOK BEKTOPHOro 306paxenHs. ITicis 1b0ro, BpaxoBYIOUH J03-
BOJICHY MaKCHMAaIbHO [JOITYCTHMY MOXHOKY BiAXWIEHb KOODAMHAT TOUYOK BEK-

TOpHOTO 300paxeHHs, BOynoByeTsca [IB3 B BekTOpHE 306paXkeHHA MUIAXOM.
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3MiHH KoopauHar Bepumms. Jl1s Toro, mo6 BuTATHYTH AaHi LB3, HeobximHO
TepeBipUTH KapTy 3 MOABIMHIM ITOPOroM.

V po6ori [27] aBTopH IMPONOHYIOTE METOA, 3TiZHO 3 AKMM BEKTOpHE 300pa-
XEeHHA PO3KIAJacThCA BiANOBIIHO IO XapakTepucTuK nojirony. Ilicms mporo
TIPOBOAMTHCS aHAL3 BEKTOPHOIO MOJITOHY, OOUPaIOTECA HeoOXinHi as BOymo-
BYBaHHs eJIEMEHTH 300pakeHHA Ta MPOBOAUTHCA BOYMOByBaHHA 11B3 y Bepmu-
HH noxnirowis. Jfna toro, mo6 BurarHyTH L[B3, HeoOXiHOIO € HasBHICTBH
OpMIiHANBHOTO 300paxkeHHA Ta camoro 1IB3, mici aHamizy AKMX BUKOHYEThCA
BUTATYBaHHA [[B3 3 BepIIHH NOJMIrOHIB.

Takox BizoMo Meton [28] mepeBipku LLTICHOCTI BEKTOpHOI KapTu. MeTtox
OasyeTscs Ha obepHeHil TexHouorii BOYAoByBaHHA Kpuxkoro 1IB3 ta Buko-
PUCTOBYE YINUIbHEHHA JaHuX 6e3 BTpaT 1 AOCATHEHHA 3BOPOTHOCTI. OpuriHan
BEKTOPHOIO 300paKeHHA BHKOPHCTOBYEThCA NpH BuraArysaHHi [IB3 am1 Buie-
JIeHHA Ha¥MEHHIMX 3MiH BEKTOPHOTO 306pakeHHs. OCHOBHUM HEIOJKOM I[HOTO
MeToAy € Te, IO JONAaHHA abo BHAANCHHA BepIIMH MOJrOHiB YM NOJNiMiHiH
3HMIEYE MOXUIMBICTH BHABJICHHA MOAU}iKaLii BEKTOPHOTO 300paKCHHA.

'V pobori [29] 3an0pomoHOBaHO METOH, AKMM KoMGiHye MeTon HaiiMeHHI
sHagymoro Gira (H3B), Merog 3anucy Tomoxorii npocropoux manux I'IC, a
Takox mmpysauns L{B3. Lleit MeTog peanizoBaHMii Aji1 IPUXOBYBAaHHA IICEB-
IOBHIIaAK0BO TomHupeHoro 1[B3 B ¢aiinax neBHoro (opmary, M0 BHKOPHCTO-
BVIOTBCS porpaMHuM 3abe3nedeHHsiM GESArc/Info.

Taxox Bizomo MeTox [30], aBFopH 4KOIro NpONOHYIOTH ABOLIAPOBMIA anro-
put™M BOYoBYBaHHA cTilikux 1[B3. Llei anropur™ posainge BEeKTOpHY KapTy Ha
JiBa IPOINapKH, B KOKHY 3 AKUX BOYgoBYeThca 1[B3 1muiaxoM 3MiHH TOYOK BEK-
TOPHOrO 300paXXeHHsM, BUKOPHCTOBYIOYH IPH LBOMY Pi3HI aJITOPUIMM 3MiHH.
Jins surarysaund [[B3 HeoOXifHO, HE BUXOAAYH 32 MEXi JOIMYCTHMOrO piBHA
CNIOTBOPEHb, po3paxyBat mos3ulii [[B3 B koxHOMY MpoIIapKy, BM3HaYHUTH
TOYKH, B AKHX BOYRoBaHO 1[B3 Ta nopaxyBaTH cepe/iHE 3HAUCHHA KOOP/MHAT.

OCHOBHUMH HEZOJNIKaMU PO3IJLAHYTHX METOAIB € 3abe3necyeHHs HeJoCTar-
HBOTO PiBHA CTIAKOCTi A0 3MOBMHCHMX a¥aK Ha BEKTOPHI 300paxeHHs:, 0co0mu-
BO [0 NacCHBHHX, IO JO3BOMAIOTH BU3HAYMTH Micie posramryanss 1[B3 s
MO>JHABOTO HOro MOAAIBIIOre BHAageHHA. Ile MOB’A3aHO 3 HU3LKMM piBHEM
KopeiLii MK CYCIAHIMH TOYKaMH, iK1 Oyau 3MiHeHi BHACHiZOK BOYAOBYBaHH:
11B3, 1110 TakoX CIPHYMHAE [IOMITHi CHOTBOPEHHA BEKTOPHOTO 300pakeHH .

Cytp «HenpsaMux» MeToxiB BOymosyBaHHA 1IB3 y BHKOpUCTaHHI MaTeMa-
THYHHX TIEPETBOpeHb OJIA MOZAHHS 300paXKeHb Y Takii ¢opMmi, ocobIHBOCTI
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AKOI JaloTh NONATKOBi MOMUIMBOCTI WA BOymoByBanusa LIB3. Jina pactposux
306paxkeHb TaKi NEPETBOPEHHA NO3BOJIAIOTH MOJATH 300paXeHHS y BMITAMI
3Ha4YCHb YacTOT II€BHOr0 KOJNBOPY Ta JIO3BOJLIIOTH BiIAIIHUTH B 300pakeHHI
Oinmbmr 3Hadymli eeMEHTH Bifl He3HAUyIMX, AKAMH MOXHA 3HEXTYyBaTd 6e3
HOMITHHX JIOACBKOMY OKY BisyalubHHX 3MiH. L1 oco6auBicTh 1ac MOXUIMBICTD
MoauGiKyBaTH Taki 3HAYEHHA NEPETBOPEHHS, 3MiHa AKHX CYTTERO HE BIUIMHE Ha
AKICTB 300pakeHHs Ta 3a0e3MEeYUTh JOCTATHIO CTIMKICTh 300paKeHHA JO Ha-
BMHCHMX CIIOTBOPEHb, HANIPHIJIAA, YIUTEHEHHS 3rifHo 3 anropurMoM JPEG.

Ha cboroziHi 3anportoHOBaHO JEKiNbKa KHEMPAMUX» METOHIB BOYI0BYBaHHA
inopMarii y BeKTOpHi 306paXkeHHs, AKi TAKOXK BUKOPHCTOBYIOTh MATEMATHYHI
nepetsopenns. IIpu npomy BOymoByBaHHA L[B3 BigOyBaeThcs HUTAXOM 3MiHM
He KOODAMHAT TOYOK, a, HAaNIPUKIIa/l, IXHIX YaCTOTHHX XapakrepucTHk. Hampuxk-
Nal, BUKOPUCTaHHA METOMY TpiaHrysinii JlenoHe 103BOJIAE NEPETBOPUTH BEK-
TOpHE 300paXeHH, IO € HaG0POM TOUOK 3 IEBHUMH KOOPIMHATAMH, Y LLIICHE
npoBuMipHEe 300paxeHHA. Lle 300pakeHHA (OPMYETHCA LULIXOM 3’ €HAHHA
BCiX TOYOK MiX CO0OIO 3rifIHO 3 METOJOM Ta MOJAETHCA Y BUIVLAML CiTKH, je
HiHil MiX TOYKaMH He NepeTHHAIOThCA. Takuil MiOXix BHKOPHCTOBYETHCS JUIA
NOJAJIBIIOrO 3aCTOCYBaHHA YacTOTHOro meperBopeHHs. Ilicas uporo Binby-
BAETLCA 3MiHA 3HAYeHb BUKOPUCTAHOTO MEPETBOPEHHA 1A BOY/I0BYBaHHs OiTiB
1GbPOBOTO BOMTHOTO 3HAKA.

OcHogHoI0 1pobiiemoro mpu B6ynoBysaHHi 1IB3 € noripmenns skocti 306-
paxeHHs. AKIIOo U1 pacTpOBHX 306pakeHs He NOTipIIeHHS SKOCTI 300paXeHHA
BHACTI/IOK 3HAYHOI 3MiHM BiOTiHKIB MiKCENiB, TO JUIA BEKTOPHHX 300paKeHb —
e 3MiHa KOHTYPiB 00’€KTiB 4d X MOMOXEHHA BHACIINOK 3MiHM KiIBKOCTI Ta
KOOpAMHAT TO4OK. IIpuyoMy AA BEKTOPHHX 300pakeHb, IO BiAOOPaKAKOTH
peaneHi 06’exTH B MacmTabi (apXiTeKTypHi CIOPYAHW, MEXaHIYHI Ta €AEKTPOHHI
npwiajiM, reorpadiuHi KapTH Tomio), I mpodieMa € AyXe aKTyalbHOw, 6o
CYTTEBA 3MiHa KOODAMHAT TOYOK MOXE CIIOTBOPUTH iHGOpMALi0 Mpo icHyroYi
00’ €KTH 9 BIUIMHYTH Ha IX CTBOPEHHA.

3.4.2 Metoau BOyaoByBannsi iHdopManii y BexTOpHi 306paxennst Ha
OCHOBi MaTeMATHYHHX NePETBOPEHB

OCKiNbKH y «IIpAMEX» MetoliB BOymoByBanHs LIB3 y mpocropoBy o6nacTs
BEKTOPHHMX 300pakeHb ICHYIOTh NpOOJIeMH, IOB’A3aHi 3 HEJOCTaTHIM piBHEM
CTIKOCTIi 10 3/I0BMHCHUX aTaK, GilbIINiA iHTEpeC BUKIMKAIOTH METOMH, IO TIPH
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BOynoByBaHHi 1[B3 BUKOpHCTOBYIOTh MaTeMaTH4Hi TEPETBOPEHHS JUTS TOAAHHSA
300paxXeHHs Y IEBHOMY BUIILALI i 3a0€3MeqyioTh BUIIUIA piBeHb CFIKOCTI.

Buxoasuu 3 NocTaBleHUX 3aBAaHb JOCHiHKEHHA, BaXIMBHM € aHawi3 IuX
METOJIB 3 TOYKH 30pY PiBHA CIIOTBOPEHHS 300paXKeHb BHACII 0K BOYAOBYBaHHS
HB3, a Takox MOXUIMBOCTI BUTATYBaHHA 1[B3 63 HasBHOCTI opHriHamy 306pa-
XeHHa 9yu camoro 1IB3.

V po6ori [21} 3anponoHoBano MeTon BOYRoBYBaHHA [[B3, mo Gasyersea Ha
AucKkpeTHOMY neperBoperHi Dyp’e (JIIID). CyTe Meromy moMiArae y 3MiHi ko-
OpAMHAT TOY0K, 3 AKHX cHOpPMOBaHi 3aKpUTi MOMIrOHM BEeKTOPHHX KapT. Lleit
METOA BHKOPHCTOBYE 0COOMMBOCTI nepeTBopeHHA Oyp’e AN IeOMETPHIHMX
neperBopenb. 1{B3 BOynmoByeThcs y mochimoBHicTs koedinientis ITIP, mo
BiAIOBiAAIOTh MacHBaM BepINVH 3aKPHUTHX MOJLroHiB. Burarysanus Girtis 1IB3
TIPOBOAUTLCE 3 BHKOPHCTAHHAM aAallTOBaHOTO METORY BWABIEHHA NiHifHOI
kopenanii. JiA BUTATYBaHHA HeOOXiZHOIO € HaABHICTb OPHUTIHATY BEKTOPHOIO
306pakeHH, IO ACIIO YCKIAAHIOE NPOLiefypy MiATBepIKEHHS aBTOPCTBA.

Ha ocHoBi oro mMetoay y poGori [22] 3amporioHOBaHO BXOCKOHANEHMIA
metoz BOyaoByBaHHA LIB3 y BekTOpHI 300paxenHs, axuil He notpeGye 11 Bu-
TaryBadHs 1IB3 opurinamy 3o6pakeHns. OpHak Le OOCATacTbCA IULIXOM

3Ha4HoOl 3MikH KoedinicnTis JIID, 1m0 B AesKUX BHIAAKAX CYTTEBO BIUIMBAE HA -

AKICTh BEKTOPHOTO 306paxkeHHA BHACAAOK BOYAOBYBaHHA 1[B3.

Taxox Ha ocHOBi MeTony [22] B poGoTi [23} 3anpononoBano MeToxn B6YaO-
ByBatHa 1[B3, B skoMy BHEOCKOHaNeHO INpouegypy Butarysauus I[B3. Cyrs
BAOCKOHACHHA IIOAArac y 3abesleueHHI Kpamoro piBHA MpaBHILHOCTI
posmisHaBanss 6itis 1[B3. /1A ObOro BHKOPUCTOBYETHCA HaUHAIIKOBICTh BOY-
AOBaHMX [aHMX, a TakOX PO3pOONEHO MeTox BM3HadeHHA HassHocTi 1IB3 y
300paXkeHH} MUBIXOM MEPEBiPKH JIMIIE OXHOTO GaratoKyTHHKa. HeomiKkoM 1po-
TO METORY € T€, MO Aid BUTATYBaHHA L1[B3 BUHHMKae HeOOXimHICTH HASBHOCTI
yioro opuriHaiy.

Agtopu poboTH [24] npomoHyIOTE METOA, MO TakoX Oasyerscs Ha JTID.
3riAHO 3 METOAOM CiepINy BHKOHYETHCA MEPETBOPEHHS KOOPAMHAT TOYOK Ha
uijie 3Ha%CHHA, a NMOFIM neperBopenns AP axs macusiB 3 8 Toyok. L[B3
BOYROBY€THCs HUILXOM 3MiHH BUCOKOYACTOTHHMX KoedinienTis. B po6oTi Takox
IIPOBEXCHO JETajlbHUH aHaj3 piBHA CHOTBOPEHb BEKTOPHHX 300pakeHs
BHac/ifoK BOymoByBaxHA B3, a Takox Moxsmsoro posmipy 11B3. Henomixom
HBOrO METOAY € HEBENUKUI po3Mmip BOymaoBaHoro 1IB3, a Takox Heo6XigHicTh
HasABHOCTi OpHriHafy 300paxxeHHs Ip4 BHTAryBaHHi [[B3.
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Y po6orti [25] 3anponoHoBaHO METOX, AKHIA € ONTUMI3AUIEI0 MONEPEAHBOTO
MeTtony [24]. 3rifHo 3 M METOIOM TaKOX 3’€AHYIOThCA 8 CYCiIHIX TOUOK, OfI-
Hak HaJ HUMH BUKOHY€ThCs JIKII. KoedinieHTH, oTpuMaHi B pe3ynbTaTi HBOr0O
NEepeTBOPEHHA, MOAIIMOTECA Ha ABa miamasonm — R1 i R2. Jlna xoxHoro
koedilieHTa 3 giamaszoHy R2, Ko BiH He GiIbIMIl 32 MAKCHMAJILHUI e/IeMEHT
3 Rl, BinbyBactbca nopBoeHHA Horo 3HadyeHHs. SIkmo weit koedimienT
6inbIImii, HXXK MaKCHMalbHe 3Ha4YeHHA B R1, 10 HHOTO JIONA€THCT MaKCHMAJIbHE
3HayeHHq 3 R1. Takum unnoM, IIB3 BOyn0OBYeThCA LITIXOM 3MiHM KoediliicnTa
R2. Ileii MeTox 3abe3nedye BUTATYBaHHA O3 HasBHOCTI opurinany 1IB3, oxHak
BHacIi 10k BOynoByBaHHA 1[B3 MOXNUIHBI 3HaYHi CIIOTBOPEHHA BEKTOPHOTO 306-
paxkeHHA.

Takox 3ampomoHoBaHo Meron [26], mo BOyaoeye 1[B3 B miamason
koediuientis JIII® Ta BHKOPUCTOBYE MPAKTHYHHMM AITOPHTM BHTATYBaHHA
LB3. s Butarysanns 1[B3 BHKOPHCTOBYEThCA KOehillieHT KOpesALii BUTAr-
HyToro i opwurinameHoro 1IB3. HemonikoM wphoro MeTomy € HeobGXiAHICTH
HasABHOCTI opHrinany camoro 1[B3.

Merton, nonanuii B po6oti [27], Takox BGynoBye IIB3 y BekTopHi 306pa-
KEHHs Ha OCHOBI 4YaCTOTHOro mepeTBOpeHHA. JUIA LBOrO METOMy
BHKOPHCTOBYETLCS QHMCKpeTHe BeiiBieT-neperBopenns (JIBIT) Hax MHOXHHOIO
KOOpAMHAT TOYOK JiHiH i omuH. BGynosyBanus 1{B3 npoBOAUTECA MULIXOM
3MiHM HH3bKOYACTOTHMX KOe(illieHTIiB, IO OTPUMAaHI B pe3yNbTaTi BEHBIET-
TIEPETBOPEHHS, MiCAsA YOro BUKOHYETHCA obepHene IBIT ansd OTPHMAHHA BEK-
TOpHOro 306paxkens 3 B6yropannM LIB3. Hexonikom 3anpononoBaHoro MeTo-
Iy € 3HaYHHA BIUTMB 3MiHHM HM3BKOYACTOTHHX KOChillicHTIB Ha 3HAYEHHA KOOP-
AVHAT TOYOK, a TAKOX Te, IO NpY BUAAJCHHI ONHi€l 3 TOYOK BEKTOPHOIO 300-
paxeHHs Oye HEMOXJIMBO po3mizHaTu L[B3.

V po6orti [28} 3anponoHoBaHO MeTOA 3aXHCTY aBTOPCHKOTO NpaBa BEKTOp-
HUX 300paxeHb 3a [OMOMOrol UMGpPOBHX BOAAHUX 3HakiB OOGymi-Yema—
Ennoxa. Cyre MeTony nonirae y oynosyBanui LIB3 y wacToTHy 06macts mo-
JaHHA BEKTOPHOI'O 300paskKeHHA.

Jia uporo BEeKTOpHe 300pakeHHs NOMAETHECA AK MAacHB TOYOK, AKi
3EAHYIOTECA MiX cobolo 3a jgomoMororo Tpiauryisuii [lenone. 3pemroio
YTBOPIOETECS NBOBMMIpDHA TIOBEPXHA 3 TPUKYTHHKIB, BEPIIMHAMH jKHX € YCi
TOYKH BEKTOPHOTO 300paXeHHs, IPHIUIAA AKOI [I0Ka3aHo Ha puc. 3.9.
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PucyHok 3.9 — ITpuxnaa sactunys copMoBaHOl MoBepxHi micas Tpiaurynsuii Jlenone

Jlist MoKaHHA 306paXeHHs y YaCTOTHOMY BHIJIAIi BUKOHYETHCS TOCIi10BHE
TIepEeTBOPEHHs 9aCTHH YTBOPeHO! NOBEPXHi 33 J0mMoMoroio Matpulls Jlammaca
posmipom nxn. KoedillieHTH OTpUMaHMX MaTpHilb NEPETBOPEHHSA MOKA3yIOTH
YacTOTY TNOSBH MNEBHMX 3HAYEHb JOBXKHMH CTOpiH TPHKYTHHMKiB. [lpukian
cthopmOBaHOI MaTpPHIIi OKa3aHo Ha puc. 3.10.

A B C D E F
1 -3 -3 0 -3 0]
Y4 1 0 -4 -4 -1/4
Y4 0 1 -4 -4 -4
0 -3 -3 1 0 -3
~Y4 Y4 -4 0 1 -4
0 -Y4 -4 -Y4 -4 ]

o mg O w e

Pucynok 3.10 — ITprician cdopmoanoi Matpuui Jlaruiaca 4acToTHUX KoedidienTis

B6ynoByBanHs 6itie IIB3 nMpoBoAMTECA ULUIAXOM 3MiHU 3HaYeHb YaCTOTHHX
xoedinieHTiB 3anexHo Bix 6ita IIB3 3rigHO 3 TaKOK YMOBOIO:

-1, axwyo b, =0;
“ T, axyob, =1.

’

Butsarysanus [{B3 BUKOBYETHCA INIIXOM TODPIBHSHHS MATpHIb 4aCTOTHUX
koedilieHTiB 300paxenHs 3 BOyaoBanuM [[B3 Ta MaTpHlle OpHriHaly BEKTOp-
HOro 300paXXeHH.
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ABTOpH 3aNpONOHOBAHOTO METOAY NpPOAHAT3YBalH HOr0 WIOAO BILIHBY
BOynoByBannsa 1IB3 Ha AkicTe 300pakKeHHs, pe3ylNbTaTH SAKOrO MOKa3aHO Ha

puc. 3.11.
(¢ N
\]
l/
/ %
. 6)d=128,c=1,a=10 B)d=128,c=1,a=1,5
a) OpwuriHan

i ¢

r)d=480,c=2,a=10 n)d=480,c=3,a=1,0

3 B6ynoBannmu 1[B3

Pucynok 3.11 — Ilpuxnann ¢pparmenrtis 306paxens a0 Ta nicias s6ynopysanns [[B3

3 puc. 3.11 BuaHO, MO e meron 326e3M1€9yE B NEAKHX BUNAAKAX HE3HAYHUI
BB BOYnoBYBaHHA I[B3 Ha sKicTh BekTOpHOTO 300paxenns. Takuil pesyins-
TaT JAOCATAEThCS THM, INO LA BUTATYBaHHA I[B3 BHKOPHCTOBYEThCA OpHIiHANT
camoro 306paxeHHs, a Iie Aa€ 3Mory BOygoByBatH Gith L{B3 6e3 3HauHMX 3MiH
KOOPIHMHAT TOYOK 306paxeHHa. OnHak NoTpeda B opHriHani 306paXeHHs MOXe
Jiemo yCKIaJHIOBATH Npoleypy BUTAryBaHHA 1{B3 mng xopucTtyBada, ocobnu-
BO HPH BENHUKIH KiIBKOCTI 3aXMIIeHHX 300paXkeHb, OCKUILKH BOHM BCi MOBHHHI
6yTH HasBHi JUIA MiATBEpPDKEHHA aBTOPCTBA.

V pobori [29] 3ampononoBaHo MeTox BOymoByBauHs LIB3 y msoBuMipHi

BEKTOPHI kapTu Ha 0asi oguoBuMipHoro JIKI1, akuii nossoase sutarypatu 11B3

6e3 noparkoBoi iHdopMaLii.
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3rigno 3 MetoaoM Boiira—Anra-Byma BekTOpHE 300pakeHHA mepe-
TBOPIOETECS B YaCTOTHHMIH BHUTILIA 3a Jonomororo oxHosuMipHoro JIKII. Cyts
MeETORY, nonsrac y BOynoByBaHHi 6itiB I[B3 nuisxoM 3MiHH 3Ha4€Hb BUCOKOYa-
croTHUX KoedinieHtiB. s uporo, 3anexHo Bigx Gira I[B3, smimoersca 3Ha-
4eHHA 0CTaHHBOro koedimienra. Axmo 6it IIB3 — «1», To ocTauHiil koedinieHT
A7 361nbIIyeThCA Ha MaKCHManbHe 3HaYeHHA KoediuieHra 3 giamazoHy A;—Ae.
3MmiHeHe 3HaueHHsA OyAe mosHadaTHcA K A4 7. Skmo 6ir IIB3 popisxioe «0»,
koedinieHT He 3MiHoeTheA. [Ipuknan BuGopy To4ok, pesvisrar JIKII Ta B6ymo-
ByBaHH1 1[B3 nokasaHo Ha puc. 3.12.

A A
[ d
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S «I» A’7=A4,+4,
u é A r— 7=A7t Amax
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80 ‘=
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DC 4, 4; 4;... 4,

Pucynok 3.12 — Ilpuxsan npouecy BOynosyBanna 1IB3

Taxwuit miagxi® 3a6e3mnedye BuTATYBaHHs 1[B3 Ge3 HatBHOCTI OpHriHamy Kap-
TH 9u [IB3, 60 111 BUTATYBaHHS GiTiB JOCTATHHO MOPIBHATH 3HAYECHHS OCTaH-
HbLOro KoegilieHTa 3 iHMUMHK: AKINO BiH OUMBIMM — 3HA4YMTE Ue «1», AKIIO
MEHIIHit — «0».

Boynosysaund 1[B3 y 306paeHHA 3TiIHO i3 3aMPONOHOBAHMM ABTOPaMH
METOJIOM Aemo Oinblle BIUIMBAE HA AKiCTh BEKTOPHUX 300paeHb MOPIBHAHO 3
MeropoM Ob6ymi—Yena—Enfoxa, oquak fforo nepesara nonirae y Tomy, Io Juis
BUTAFYBaHHA He MOTpi6Ha HastBHICTH OpHTiHaNY 300paxenHs un L[B3.

B [29} 6yno noka3aHo, o cyMapHa NOXHOKa BiXMIIEHHS KOOPAMHAT TOYOK
BifHOCHO OpMFiH&Jy B JEAKHX BHNAAKaX € JOCUTH CYTTEBOIO. [l 3MEHIICHHS
prauBy 1IB3 Ha KXOOpAMHATH TOYOK B po6oTi 6yJI0 3a0pONIOHOBAHO OOMEXUTH
3HAYEHHA Ao, IULIXOM BHOOpY Horo 3 gianasony 44—A4s. Ane Ue He Jac npuii-
HATHOTO pe3yAbTaTy MOAO 30epexeHHs AKOCTi 300paxeHHd, 60 MOXIUBI BH-
DaJiKH, KO Cepeli 3HaYCHD Aiana3ony A; — 4s 3HAXOMMTHCS BENUKE, OPIBHIHO
3 Ay, yucno. Pe3yapraTy BisyanbHOro CIIOTBOPEHHS [IOKA3aHO Ha puc. 3.13.
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Pucynok 3.13 — Ilpukiax BekTOpHOro 306paxeHHs 10 Ta nicas B6yaosysanns L[B3

Takox mo creraHorpadiuaux MeTtofis, mo mwig BUTATYBaHHA 1[B3 He mo-
Tpeby1oTh opHriHamy 306paxeHHs 9d camoro 1[B3 Ta 6a3yloThcs Ha HEBHHX
TIEPETBOPEHHAX BEKTOPHUX 300pakeHb, BigHOCATH BifoMi Meroau bazina—
bapca—Mapenana [30], Xe—Ky—Banra [31], Conauigica-Hixonainica—ITitaca
[32]. Ilpore 3aranbHOIO MPOGIEMOIO IMX METOMIB € MOMITHE MOFipIICHHA
AKOCTi BEKTOPHOTO 300pa)keHHs BHACHiROK BOy0ByBanHs [[B3.

BuxofisTur 3 IpOBEACHOTO aHAN3Y iCHYIOUMX METOAIB, aKTYalbHHM € JOCHi-
IDKEHHS MO0 3MEHICHHSA PIBHA CTIOTBOPECHHSA BEKTOPHUX 300pakeHb pH 3a6e3-
neuenni BuTAryBasas 1IB3 63 HasBHOCTI opuriHany 306paxenHs uu camoro 1IB3.

3.5 IlpuxoByBanHs iHdopmanii B 3ByKOBOMY cepellOBHINi

Ocobnuswmii po3suTOK 3HAUILTH LUPOBI MeToaM cTeraHorpadii B aymioce-
penoumi. 3 iXHBOIO JOMOMOTOI0 3a6e3MeYy€eThCS NEPECHTaHHA BETHKIX 00Cs-
TiB NPMXOBAaHMX NAHUX Y 3BYKOBHX MOBiZOMIEHHSX, AKi TPAHCIIOIOTHCA TENERi-
3iiiHuMH, panio a6o TenedoHHIME Mepexamu. CydacHi 3aco6H TeaeKoMyHika-
Uil 103BOJIAIOTH NIEpeIaBaTH 3BYKOBI CHIHAIM He TiIbKM B peanbHOMY 4aci, ane
i y mudposoMy dopmari yepe3 Gyab-iKy Mepexy epeaBaHHA JaHHX. BizoMo,
IO CIYXOBUii anapaT JIOAHHH (YHKIIOHYE B DIMPOKOMY JHHAMIYHOMY Jiamna-
30Hi; BiH JyXe IyTIMBHII O BHIIAJKOBHX aJMTUBHHUX TIEPEUIKOL, 30aTHHI Po3-
pi3HATH BitHOCHY a3y, 30BCiM HedyTIMBMIA 10 abcomotHoi dasu. Lli ocobmu-
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BOCTi CIIyXOBOFO allapaTry JO03BOJIIIOTH BAAIO BUKOPHCTOBYBAaTH cTeraHorpadi-
YHi METOH B ayAiocepexoBuini [26,27].

3.5.1 CreranorpadidyHi METOAH 32XHCTY RAHHX Y 3BYKOBOMY CepeOBHINi

Memoo naiimenwux 3nauywux 6imig 3aCTOCOBYETHCA NMPH HU(POBOMY IO-
JaHHi ayJlio CUTHATY i MPUAATHM 111 BHKOPUCTAHHA NPU OYAB-AKUX HIBHIKO-
cTax 3B’a3Ky. Ilix Jac mepeTBOpPeHHS 3BYKOBOTO CUrHaty B IppoBy ¢opmy
3aBK I MPUCYTHIM MIyM JUCKpeTH3allii, skuil He BHOCHTH iCTOTHHX NepeKpyyy-
BaHb. «lllymoBuM» 6itam BimmomimaroTs Momommi 6itH mudpoBoro MogaHHA
CUTHAY, AKi MOXHA 3aMiHATH NPHXOBYBaHMMH naHuMH. Hampukian, skmo
3BYKOBHI CUTHAI MOAaHO Yy 16-6iToBOMy BUIIIAMi, TO 3MiHA YOTHPHOX MOJIOI-
X 3 HAX HE MpHBEE MO iCTOTHOTO WA CIyXy NepeKpydyBaHHA. Sk crero-
K04 3a3BHYali BUKOPHUCTOBYETHCA NMOKKUHMK MiCHA pO3TalIyBaHHA OiTiB, y
SIKHX MICTATBCS NPUXOBYBaHi JaHi.

Memoou wupoxocmy208020 k00y8anHs. BUKOPUCTOBYIOTD Ti K MPUHIMIH, IO
METOAH PUXOBYBAHHA JAHMX Y 300paKeHHsAX. IXHS CYTh NoMnArae B He3HAHil Of-
Ho4acHi#t Momidikalil HifIoFo psgy NEBHUX OITiB koHTelfHepa MMl 4ac IPUXOBY-
BaHHA ofHoro Oita indopMauii. IcHye kinpka pisHOBHAIB MeToAy. Y Haifromupe-
HIIHOMY BapiaHTi BUXiTHHI CHTHAJI MOIYIIIOETHCA BHCOKOMBHIKICHOK NICEBIOBH-
[13JIKOBOIO TIOCHIAOBHICTIO W(f), AKa BU3HAYeHa Ha obnacri 3Ha4yeHs {-1, 1}. Bua-
CHEOK HBOIO V14 FEpPEeRaBaHHsA pe3ysbTaTy HeoOXinna Benuka (iHoai Ginbia, Hix
y 100 pasiB) cMyFa npoityckaHHs. 3a3Budaii ociiioBHOCTI w(f) BUGHpatoTh opTO-
TOHAABLHUME JO CUTHATY KOHTeliHepa. Pe3ymbTyBanbHME CTerocurxan s(f) smise
cobolo cymapsmii curHan koHTtedHepa c(f) 1 DpUXOByBaHMX JHaHHX d(f):
s(O=v(ty+axd(fxw(t), ne xoedilieHT 3aracaHHid o NpU3HAYEeHMIT 1A BUGOpY or-
THMAJHHOTO PiBHA IIyMY, SKHI BHOCHTHCSA JaHWMH, IO BCFABILIIOTHCS.

JUis BUTATaHHA NPHUXOBAaHMX NaHMX d(f) Ha NpuUiiMalodi CTOPOHI HeoO-
XiAHO MaFH TY X caMy IICEBIOBHIAAKOBY IMIYALCHY NOCHiAOBHIiCTE w(f),
3a0e3neYMBIIM NpH I[bOMY i CHHXPOHI3alil0 31  CTEroCHMrHaIOM:
s@xw(ty=v(t)xw(t)+axd(f). Yepe3 1ie TaKy ICEeBAOBUIAAKOBY OIiTOBY MOCHIZOB-
HICTb 3a3BHYali BAKOPUCTOBYIOTh SK CTETOKILIOY.

Memoo npuxosysanns é nyna-cuznani. IIppxoByBaTH HaHi MOXHa TaKoX
DULIXOM BHECEHH JIyHH B 3BYKOBUIi CHTHA. BitoMo, IO IIpH HEBEHMKHUX Yaco-
BHX 3CYBax JIyHa-CHI'HaJI IIPAKTWYHO He COpHHMAEThCA Ha cayX. ToMy, sKiio
BBECTH I€BHI YacoBi 3aTpUMKH (Hampuiiazg, A, — U1 OAMHUYHOrO 6iTa AaHMX i
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Ay — ANA HYJBOBOIO), BEIMYUHA SKUX HE TIEPEBHUIILY€ MOPIT BUABJIEHHS, TO, PO3-
GHBaiOYM BUXiIHHIT 3ByKOBHUI CHTHAJ V(f) Ha CEMEHTH, Y KOXHHIA 3 HIX MOXHA
BBECTH BIiIUOBiIHMH JIyHa-CUTHaJN, 3aJIeXHO BiJ IpUXOBYBaHOro Oira:
c(O=v(t)+av(t-4).

V 6azoBiii cxemi mependaueHo MPHXOBYBAHHA B ay/iOCHTHANII 0AHOTrO Gira,
ajie CHrHAl MOXKHA Po30HTH BHNAKOBHM YHHOM Ha / BiAPI3KiB i B KOXEH 3 HUX
BCTaBUTH 1O OiTy. [ BHAiNEHHs JyHa-CHrHaTy i BiJHOBJNEHHS MPHXOBAHHMX
AaHHX 3aCTOCOBYETHCA ABTOKOPEIALIRHMN aHali3. SIK CTErOKIIOY TYT 3a3BHYAM
BHKOPHCTOBYIOThCS 3HAYEHHA BEJMYHH 4 i 4; 3 ypaxyBaHHAM BHOpaHuX Ipa-
HHIp JUIA BiAPi3KiB.

Dazoei memoOu npuxoey8aHHs 3aCTOCOBYIOThCS K JUIS aHAIOTOBOTO, TaK i
Wi wudGpoBoro curHamy. Bonu BHKOPHCTOBYIOTH TOH (akT, 10 TUIABHY 3MiHY
(asu Ha cryX BU3HAYMTH He MOXHA. V TaKHX METOJaX 3aXMIIyBaHi AaHi KO-
I0ThCA a00 NEBHAM 3Ha4YeHHAM a3y, a6o 3MiHoKo (a3 y crekTpi. SKmo po3bu-
TH 3BYKOBHH CHTHajdl Ha CErMEHTH, TO JaHi 3a3BM4Yail NPHXOBYIOTh TUIBKH B
HEPHIOMY CETMEHTI 3a JOTPUMaHHA ABOX YMOB:

— 36epexeHH BiTHOCHUX (a3 MiX HOCIiIXOBHUMM CErMEHTAMM;

— MigCyMKOBHI ()a30BHii CIIEKTP CTErOCHTHAIY TMOBHHEH GYTH INafKhM,
OCKiJTbKH pi3Ki CTPUOKH (a3u € IeMACKyBATLHMM YHHHUKOM.

Po3riaHeMo npUXoBYBAaHHS JaHUX HUIIXOM 3cyBY (azu. CHrHAN KOHTelHe-
pa ¢ po36uBacTECA Ha N KOPOTKHX CErMEHTIB ¢,(n1) AOBXHHOI /(m), i 3a g0MO0-
moroto LMD 6yayersca MaTpuua $a3 ¢(k) Ta ammutiTyaumit ciektp A,(k):

Im{F{c,y0F
Re[F{c, (O
Yepes Te, o $a3oBi 3cyBH MiXK BOMA CYCIAIHIMH CErMEHTaMHM MOXYTE 6y-
TH JIETKO BHSBJICHI, B CTETOCHTHAII HOBUHHI 6yTH 36epexeHi pisuuui ¢as. Tomy
CeKpeTHe NMOBiOMICHHs BOYNOBYETBCA TUIBKY Y (a3y NepmIoro cerMeHTa:

¢, (k) = arctan i 4(k)=yRe[F(c )BT +Im[Fic}(0)].

n/2, akyo m, =0

e
(k) {—-7[/2, axyo my, =1

1, KpiM TOT0, CTBOPIOETECA HOBA MaTpHuA das:
1 (k) = 8, (k) +[4, (k) — 6, (k)]
Iy (k) = Gy, (k) + [y (k) - Py (B)].
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ITicas nporo 3a gornoMoroto OLIIP cTBOprOETECS CTErOCUTHAN 3 BUKOPHC-
TaHHAM HOBOI MaTpuui (a3 i ammuityaHoro crektpa A,(k). Takum unHOM, 3i
3MiHOI0 TT0YaTKOBOT ha3n @y(k) GasH BCIX HACTYNMHHX CErMEHTIB GyXyTh 3MiHe-
Hi Ha BigmoBiIHY BenuuuHy. Ilif Yac BUTAraHHA IPHXOBAHOTO 3HAYCHHA OJCp-
XyBa4 CEKpeTHOI iH(opMawii, 3HAI0OIN NOBXUHY MOCTIAOBHOCTI c(m), 3MOXe
obuucautu LLTI® i suaiitu dasu @y(k).

3.5.2 My3uusi cTerocHCTEMH

Mys3udna Gopma 3BYKOBOTO CEpEOBHINA 3aiiMac BEMKY JacTHHY iHdop-
ManiiHoro npocropy InrepHet. KpiM 1j50ro BOHa IMPOKO BUKOPUCTOBYETHCS B
pajlioMepexax 3araibHOrO MPH3HAYEHHA i PO3NOBCIO/KYETHCA HA SIEeKTPOHHUX
HOCifAX ingopManii, siKi, B 38’13KY 3 PO3BHTKOM KOMII'FOTEPHOI TEXHiKH, HabynH
3HAYHOro NomMpeHHA. TOMy BHKOPHCTaHHA MY3HYHOIO CEpEeNOBUIIA AT NPHU-
XOBYBaHHA iH(pOpMALiAHUX OBIXOMIEHD € NOCHUTh NEPCIIEKTUBHUM. [l mpH-
XOBYBaHHS HaHHX KPiM METOAIB, OIHMCaHMX BHIUE, MOXKHA 3aCTOCOBYBATH METO-
1M, mo 6a3yiorhcd Ha Moxudikauil THX NMapaMeTpiB My3HYHOIO CEpeOBHILA,
AKi y Teopii My3HKH MOXHA OIIMCATH AKiCHO [27]. My3uuHe cepeoBHINE Mae
CBOE TEKCTOBE BiZOOpaskeHHs Y BUTAAAL HOT Ta iHIIMX 3HAKIB, AKi J03BOJIOTH
JIOCHTh 3AEKBaTHO Bif0GpaXaTy MY3MYHHMIL TBIp i HOro BHYTPIilIHIO CTPYKTYPY
TaKMMH eReMEHTaMH, K HOTH, TaMH, IEPIOBH, TaKTH, KageHIlil, aKkopA#, MOTH-~
BH, MOZYAAH{], TOHAIBHOCTI, Pi3Hi BUAM PO3BUTKY, CeKBeHIil Ta iH. [To6yxoBu
MY3MYHHX KOMIIOHEHTIB MiAKOPIOIOTECI CHHTAKCHYHHMM IpaBIIaM, AKi MOXHA
OTIMCATH, IO ZO3BOAAE GYIXYBATH JIOFiYHI B32€EMHHH i, BIEIOBIHO, OIMC CTPYK-
TYp My3HYHHX TBODIB.

My3HuHi CTErOCHCTEMH 3a0e3MedyIoTh IPHXOBYBaHHA iH(popMauii B My3u-
9HOMY CepelOBHINI 3a aHAJIOTIE0 3 iMIpOBi3alliel0 My3HYHMX TBOpiB. Bracue
KaXyuH, IMIIpOBi3allia sBiste co60l0 TaKy 3MiHY MY3W4HOro TBOpY a6o jioro
¢parmenTiB, ska 36epirac OCHOBHi TEMH IOYaTKOBOTO TBOPY Y BHIVIALI Melo-
i, ale TIPH LBOMY PO3MIMPIOE 00pa3 My3HYHOI TeMH iHIIMMH, IO AOTOBHIO-
JOTb OCHOBHHI 06pa3 pucaM, Skux He GyJO B OCHOBHOMY My3HYHOMY TBOPI.
OcHOBHa Bi/IMiHHICTS Bif iMIpoOBi3aLil mojArae B TOMy, IO METOKO € HE PO3-
HIHpeHHsA 06pa3iB 6a30BOr0 MY3HYHOTO TBOPY, @ BHECEHHA 3MiH, sKi 36epira-
JOTh MENOAII0 OCHOBHOTO TBODY, BIAMOBIZAIOTH yCiM IpaBH/IaM NMOGYAOBH Ja-
HOro TBOpY i IPH L(OMY KOZYIOTh HPUXOBYBAaHE MOBIIOMIICHHS, HE MEPEKpY-
YYIOYM TOJIOBHOI TEMH TBODY.
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DparMeHT My3UIHOTO TBOPY MOXe GYTH ONMMCaHHI Y BUITIAAL JeAKoi J10-
rigHoi cTpykTypu [28]. AHaloroM cjI0Ba TEKCTOBOroO PEeYCHHA B My3HYHOMY

TBOpi Gy/e OZIMH TaKT MENOJii, @ aHANOrOM pedYeHHS B My3HILi 6yzneMo BBaxa-
TH (parMeHTH, MO PO3AINAIOTECA LEH3ypaMu. SIK TpaBuIIO, MY3HYHUI TBip
CKJIafia€ThCA 3 pady (pas, ski cKIajaroThes 3 TakTiB. Hexalt € ¢pparMent Me-
NOMii, AKMH BHCTYymac B poii CNOBa TEKCTYy y BUIVIAAI CIiBBiTHOMEHHS
BU,j)+...+ Bl +k, j+r)=x,(), a Takox (parMeHT MeJOAi, 3aMUCAHMI y
BUTIAI CIiBBiMHOMWEHHA a(7,&) + ...+ a(n +e,& + g) = x, (m). B6ynoByBaHHA

TEKCTYy B My3HYHHH TBIp 31iMCHIOETBCS OKPEMHMH PEYEHHAMH, KOXKHE 3 SKHX
MOJe€ 3iCTaBIATHCA 3 OKPEMOIO MENOIEI0.

Ha nepmomy etami po6oTu cTerocucTeMu aHami3yeThest KLTLKICTD Meoid
(xinbkicTs 1 Moudikauil) y paMkax My3MYHOTO TBOpY B 3iCTABJICHHI 3 KiIbKi-
CTIO peyeHb NoBinomieHHA. Ha apyromy erani spilicHioeTscs aHamis IOMYCTH-
MOCTi PO3IIMPEHHS JEAKOTO PeYeHHS My3HIHOIO TBOPY PECYCHHAMH TEKCTY TO-
Bifomiienns. Lleif aHaii3 NPOBOAMTHLCA HA OCHOBI HOCHIKEHHS JOTITHHX ¢op-
MyJ TEKCTY peueHHs L(f) i MysuaHoro peuenns L(m). Ha nactynmHoMy erami, y
BUIaJKy BUGOpy BianosinHoi napu L(m) i L(f), 3MiCHIOETbCA aHAN3 MOCITiHOB-
HOCTI (hpas MeNofil, OKPEMHUX CIIB TEKCTY i CiB MeJTOAii, Mo BimoBinae y3ro-
JUKEHHIO TIap Ha piBHi onucy x,(f) i x,(m). Hicim no3MTHBHOrO BUpIIIEHHS 3a-
flad MepepaxoBaHMX PiBHIB (OPMYETHCA HOTHE BiZOGPaXeHHA POIMIMPEHOro
MY39HOIO TBOPY 3 BHECEHHM Y HHOTO NPHXOBYBaHUM IOBigomieHusM. Ha
TMiACTaBi HOTHOTO BiAOOPAXXeHHs PO3MMPEHHS 3 HICHIOETLCA HOTO My3H4Ha pe-
ani3auis 3a IOTIOMOTOIO 3acoGiB, AKi peasi3oBaHi B CydacHmX KOMIT'I0TEpax, o
ABJLTIOTH COBOIO POrpaMHO-aNapaTHi CHHTE3aTOPH 3BYKY.

30BCiM He 060B’A3KOBO MPHITYCKATH 3BYKOBE BiNOOpakeHHS MY3H9HHX 3a-
nHCiB, 06po6eHNX cTerocucTeMoro. OCKiTbBKH OCHOBHA 0671acTh 3aCTOCYBaHHSA
MY3MIHHX CTEFOCHCTEM — Li¢ CepefoBMILe [HTepHET, y AKOMY My3WuHi 3aIHCH
po3MimaioTses B uudposoMy popmarti Ha WEB-CTOpiHKaX, TO 0CTaTHbO, 06
PO3WMpEHUi My3HYHUH TBIp cpUMMAaBCA CTOPOHHIME OcoGaMM He AK IIyM, a
AK JiesAKa My3uKa, fKa Ma€ MeNoJito abo CYKyMHICTh MeNOiH, MO JOMyCKaOTh
Ty a60 iHIIy TeMaTHYHY iHTEpIIpeTamnito.
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3.6 IInTaHns AN CAaMOKOHTPOJHO 3HaHL

1. Ha sxux npunuunax 6a3yioTscs METOIM KOMIT'IOTEPHOT cTeraHorpadii?

2. 3a AKUMM O3HAKaMH KNacH(iKyIOTECA METOAM KOMITIOTEPHOI CTEraHor-
padii.

3. Halite XapakTepHCTHKY CYPOTaTHHX, CEEKTHBHHX Ta KOHCTPYIOBAIbHHX
METOMIB.

4. JTaiiTe XapaKTEPUCTHKY IIOTOKOBUX METOAIB T2 METOMIB 3 JOBLILHUM [0~
CTYIIOM.

5. JlaiiTe XapaKTEpHCTHKY CHCTEMATHYHMX Ta HECHCTCMATHIHIX METOIIB.

6. Jlafite xapakTepHCTHKY HEPOBHX Ta CTPYKTYPHHX METOIIB.

7. Ha3gite MeTOIH, AKi 3yCTPivalOTECA B Cy4acHUX JIHIBiCTMYHUX CTEraHo-
rpagax.

8. JIKi iCHYIOTb MeTOAHM TIPHXOBYBAHHA JaHMX LUIAXOM 3MiHH (OpMATy TeK-
CTOBHX (aiiniB?

9. Aki iCHYIOTh CHHTaKCHYHI Ta CEMaHTH4YHi MECTOXM JiHTBICTHYHOI CTera-
Horpadii?

10. HaseniTe MeToaM reHepauii creraHorpam.

11. Aaiite o3Hauenns GyHKuii iMiTawii.

12. HaiiTe XapaKTepHCTHKY THIIIB PYHKLIT MORIGHOCTI.

13. SIky MpHpoxy MOXe€ MaTH Ha UIMIIKOBICTh Bi3yalbHOTO cepenoBuma?

14. Skxi icHYIOTS MeTOAM 3aMiHU?

15. SIi BH 3Ha€Te MeTONM NPUXOBYBAHHA B YaCTOTHil 0671acTi 306paxen-
HA?

16. B 9oMy nonsrae cyTh IMUPOKOCMYTOBHX METO/iB?

17. Jxi icHyIoTh Coco6u po3mupeHHs CIIEKTPa JUIA PUXOBYBAaHHA iHpOp-
Martii?

18. HaBeAiTh CTaTHCTHYHI METOAM NIPUXOBYBAHHS AAHUX.

19. Ha3sith npuuuHH, 3 AKMX CTATHCTHIHI METOMH BaXKO 3aCTOCOBYBATH
Ha NPaKTHII.

20. OxapakTepusyiiTe METOM IEPEKPYYYBAHHS iHdopmauii.

21. Ha3gith eTamu creraHorpagigHoro MIEPETBOPEHHSA Y CTPYKEYPHHMX Me-
TOHAX.

22. JIki icHYIOTb METOIH 3aXHCTY JaHHX Y 3BYKOBOMY CEpeIOBHIILi?

23. Ha oMy 6a3y1oThCst My3HIHI CTErOCHCTEMHI?
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PO3LI 4 IPUXOBAHI KAHAJIM B KOMII'IOTEPHUX
CHCTEMAX I MEPEXAX

Ipeamerom nocnimkens creranorpadii € Takox mpo6remu, sKi mos’s3aui
31 CTBOPEHHAM, BUABIIEHHAM | BUKOPHCTAHHAM IPUXOBAHHX KaHANIB. Brepe
Ha (opManbHOMy piBHi poGneMa NepefaBanHs iHdOPMaLLi NPHXOBAHMMH Ka-
Hanamu Gyna posrityta Civoncom y 3amadi npo TiopemHuka [9). ITogamsiui
ROCHiKEHHS MOKa3alH, MO MEXaHi3M IPHXOBAHOIO KaHAIy € yHiBepCalbHHM
3ac000M ~ 3 HOro OTIOMOTOI0 MOXHA SK 3a6€3MeunTH TpaauLiiite NIPUXOBaHe
TNepefiaBaHHA 3axXHINyBaHO iH(OpMaIlii, Tak i CTBOPUTH MPUXOBaHi KAHAIM BH-
TOKY [51].

4.1 Jlesixi npuKiaau opranizanii NpUXoBaHUX KaHANIB

4.1.1 TpuxoBYBaHHS AAHMX Y HEBHKODHCTAHMX i 3ape3epBOBaHMX
noasx '

BukopucranHs 3ape3epsoBaHoro npocropy B opmarax 36epiranss i nepe-
AaBaHHA JAHHX NO3BOJIAE MPHXOBYBATH NONATKOBY iH(opMauilo 6e3 nopymen-
Hsl pYHKLIOHYBaHHA 0GYHCIOBAIBHOTO IPOLIECY.

Hanpuxnan, B onepaniiisux cucreMax mix yac 36epirasus ¢aiinip 3a3BH4ai
YTBOPIOETECA TMPOCTIp, IO He BUKOPUCTOBYEThCs. Tak, HanpHiuian, y BiHdecTe-
pax, BixdopMaToBaHKX B onepauiiiHiit cucremi Windows/95 sk FATI1e, poaMip
KAacTepa 3a3u4ail nopisHioe 32 kinoGaiitam. Ile o3Havae, mo MiHiMATLHHUI
po3Mip nam’sti, BimBeneHoi M daitty, nopiemioe 32 K6aiitam, HaBiTh Ao
cam daiin mae posmip y 1 KGaiit. Takum unnOM, yce HEBHKODHCTaHe Micle
Moxe OyTH BilBEEHO IUId NPUXOBYBAHHA HOAATKOBOI inpopmauii Ges Bigo-
OpaXeHHA BOro GaKTy B CHCTEMHHX KaTaJorax.

IIpuxoBane 36epexeHHs JOAATKOBOT iHPOPMALi MOXKHA TAKOXK 3AiHCHIOBA-
TH B HEBUKOPHCTaHOMY NPOCTOPi 3arolloBKiB daitis 306paxeHns i 3ByKy.

IHmmit MeToA npuxoByBaHHs iHpopMaNi y daiIoBUX cHCTeMax MoNArae y
CTBOPCHHI IPUXOBAHMX PO3NLMIB, AKHX He GyAe BUIHO NPH 3BHYANHOMY 3amyc-
Ky cucremu. IIpu upomy BincyTHi Gymb-ski 03HaKM iCHyBaHHA (GaiiTy B CHCTEMI.
Hoctyn 1o Takux ¢aiiniB HaKA€THCA TULKH Y BUNIAAKY, AKLIO KOPHCTYBay 3Ha€
naposns Ta iM’a gaitny [56].

Hapeuwrri, npuxosani kaHanu NepesaBaHHsA NOBiZOMJIEHs MOXHA OpraHisy-
BaTH B MepexHux nporokonax TCP/IP. Ile 06ymMoBnNE€HO THM, INO 3aroJIOBKH
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naketie TCP/IP marots 3ape3epBoBaHi o (IiCTh HEBUKOPUCTAHUX OITiB Y 3a-
roxoBky naketra TCP i aBa — y 3aronoBky nakera IP).

4.1.2 IIpHxoBaHi KaHAJH B ONePaliMHUX cHCTeMaX

SIKImo ABa DapTHEpYW MAlOTh JOCTYIN AO OJHOTO KOMIT'I0Tepa abo iHilitoBa-
JI OHOYACHO BUKOHAHHA HBOX IPOLECIB B OAHIN 06YHMCHOBAILHIN CHCTEMI, TO
€ 6e3niv crocoGiB 11 CTBOPEHHA PUXOBAaHOrO KaHATY 3B A3KY.

ITix yac po3poOku onepaliifHUX CHCTEM 3aBXIU PETENBHO MOCHIIKYIOTECA
MOXJIHBI KaHATH BUTOKIB YyTJIMBOI iHpOpMalii depe3 Tak 3BaHi «Iipw» UL TO-
ro, mo6 mepeKpHTH HenepexbaueHi MOXUIUBOCTI IepeAaBaHHA JaHUX 3 Gilbil
3aXMIIEHHAX 9aCTHH CACTEMHOI 00J1acTi 1O MCHII 3aXHIICHUX. Y HAIOMY BWIIa-
KY KaHaJ 3B’53Ky Oy/ie BBaXKaTHCH IPUXOBAHMM, AKIIO BiH CHEHia)IbHO JUIA I(5O-
ro HIKOAHM He po3po0iIiBCA, a BUKODHCTOBYE [UIA NepefaBaHHA iH$opMamil
006’ €kTH B He3BHuHI poti.

B onepauifiHiii cucTeMi NpUX0BaHi KaHAIM MOXYTh BUHMKATH y BHIIAAKY,
KOJIH OAHA YacTHHA 3araibHOMOCTYIIHOTO pecypcy (Tiel Xk omepaniifHoi cucre-
MH), Ka BUKOPUCTOBYEThCSA Ha OHOMY piBHi 6e3nexu, 3aaTHa nepeaaty inpop-
MaIlifo iHmii cucTeMHIN YacTHHI, 0 0OCIYrOBY€E iHIHHIA piBeHb.

Poarnanemo Takuii npukiasn. Hexaif B onepaiiiniit cucteMi npouec 4 ¢pyH-
KIIOHY€ Ha OiNbII BICOKOMY piBHI Oe3meKku 1 MOXKe 3aIMCYBaTH AaHi Ha JHCK.
Innmii npouec B, skuit nmpamoe Ha 6 HU3PKOMY piBHI Ge3mexu, MoXe 3Bep-
Tatuca Ao Tabmuni ainiB (Hampuxiaa, a0 iMeH i po3Mipie ycix aitiis, axi
cTBOpeHi iHImIM npouecom). Taky cuTyalilo MOXHa BUKOPUCTOBYBATH 1A Op-
FaHi3allil MpUXOBaHOIo KaHally B Takui cnoci6: nmpounec A, musxom BU6opy Bia-
OOBiEHHX iMe¥ ¢aiiniB i IXHIX Po3MipiB, MOXe NepecwiaTH iHPOPMAIIO Npo-
Hecy B.

AHanNoriy#o IK NPUXOBAHHI KaHAI NEpeAaBaHHA JaHHX MOXHA 3aCTOCYBa-
T# ¢aiioBy crcreMy Linux, Koxyroun iHpopMalito 3a HOTIOMOFOIO KUIBKOCTI
¢aitiB y KaTanorax.

Takox € Oinem BUTOHUEHI MOXJMBOCTI. Hanpyukman, Tumuacoi Mitku IP-
[IaKeTa MOXYTh BUKOPUCTOBYBATUCA IS NepefaBaHHA OFHOro OiTa JaHuX Y Ta-
KMl CIOCiO: MaKeTH, BifiCAaHl B NapHUK BIIUIIK Yacy, CAMBOJI3YIOT JIOTTUHHM
HYJIb, @ B HEIIApHHIi — OJJMHMIO.
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4.1.3 IlpuxoBYBaHHS JAHHX Y BUKOHYBaHHX taitnax

3aBaHTaXyBaIbHI (aiiiu IporpamM MaioTh BEHKY HaJIMIIKOBICTh, AKa 3a-
KIajicHa B MOCHIJIOBHOCTI BUKOHAHHS HE3AIEXHHMX JAHIFOXKKIB KOMAHJ, Joa
3aXHCTY aIrOPUTMY MPOrPaMHU Bijl HOTO BiIHOBJICHHS XaKepaMH 3aCTOCOBYIOTB
cretianbHi METONH 3MiHU KoLy mporpamu. Taki MeTomu MEPETBOPATH NpoOrpa-
My P Ha (QyHKUiOHANBHO €KBiBAICHTHyY MporpaMy P’, ska € GLIbIN CKIaXHOK
IUIA QHATI3y XaKepamm.

OnHak Taki % METOAU MOXHA BUKOPHUCTOBYBATH IUIf NIPHXOBYBAHHS AOMAT-
KOBoI iH(popMaii y BUKOHYBaHHX daiiiax nporpaM. Y LBHOMY BHIAJKY CEKpeT-
Ha in¢opMallis MOXXe IPUXOBYBAaTHCA B MOCHiAOBHOCTI BHKOHYBaHUX II€PETBO-
PCHDb 3aBaHTaXYBANLHOTO KOy nporpamu. [Ipu mboMy 0BHHHA BHKOHYBAaTHCS
€MHa BUMOTa — KOPUCTYBa4 He NIOBHHEH IOMITUTH 3MiH y NOBeliHUi mporpa-
Mu. To6To, sxmo P—P’ € NepeTBOPEHHM BHXiAHOT nporpaMu P Ha cteraHon-
porpamy P, To pesysnsTaT P’ NOBMHEH LIIKOM 36iratucs 3 Pe3yasTaTOM Hpo-
rpamu P.

Bixomi uncnenni MeTomu npuxoByBanns iHpopManii B Tini nporpamu. Jins
IIbOro BUKOPHCTOBYIOTECA TMEPETBOPEHHSA THITY BCTAaBICHHA Nepexony (oaT-
KOBOTO Nepexony N0 (YHKUIOHANBHO eKBiBAAECHTHOTO GNOKa KOMAaHX), BCTaB-
JICHHA B 1IIMKA JOAATKOBOI YMOBH Ta iH.

[Iponec nMpuXoByBaHHS CEKETHHX NAHMX Y MPOTPAMHOMY CepeoBHINi
MOXHa TaKOXX aBTOMaTH3YBaTH 32 JONIOMOTOI0 BCIMKHX CHCTEM reHepaltii mpo-
rpaM i 3BiTiB [57].

4.2 OpraHi3anis NpuxoBaHNX KaHANIB KpHnTorpagiuaumMu  3acobamu

MoxismBocti crerasorpadii H03BOJIOTE CTBOPIOBATH NpPUXOBaHi KaHaIH
nepefiaBaHHs iHGOpMaLlil B Aif04MX KPHOTOCHCTEMAX, IO CIIPHSAE CTBOPEHHIO
KaHaliB BATOKY KIIOYOBHX MaHHX i MOXe 3pyHHYBaTH CHCTEMY 3aXHCTY B
uitoMy. BHacHifoOK LBOro BHABNEHHA i ZOCHIIKEHHS MOXIHBHX MIPHXOBaHUX
KaHAJIIB Y peajibHO JiI0YHX CHCTEMaX KPUIITOrpadidHOro 3axucTy indopManii €
aKTyaJBHHM.

HeobxinHo BU3HaTH, MO CHOPMOBaHi B AaHMI HYac YMOBHM HO03BOJNAIOTH
ICTOTHO 3HHM3UTH IMOBIPHICTL BUSBNEHHA aKTy 3aCTOCYBaHHA CTEraHOMpPOrpam
AN Opraisallii NPUXOBaHOTO KaHaNy nepenaBaHHA iHpopmaiii. [TomiGHmii
BHCHOBOK 6a3yeTbCsl Ha TakuX po3ymax. [To-nepue, o4eBHIHO, 1O NPHUXOBATH
}aKT BUKODHCTaHHA CrelUIYHOT OPOrpaMM MOXHA 32 JOTIOMOTOI0 MAacKy-
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BaHHA MiA iHIIy porpaMy, aArOpHTM AKOI MHUPOKO BUKOPHUCTOBYETHCS IHIIHMHE
KopHucTyBauamH. [lo-gpyre, Taka MOXJIMBICTH peaibHa, OCKiIbKM B PAAI MiX-
HApOJHMX CTaHAApTIB IMIAHYIOTHCS N0 BHKOPHCTAaHHA Pi3HI KPUITOHMPOTOKOIM
And Y3TOJKEHHS 1 IlepefaBaHHA KIIOYiB, a TaKOXX MeXaHi3MH Iu(ppoBOro
MiATHCY.

BUKOPHCTaHHA KPHIITONPOTOKOJHEB U IPUXOBAHOrO mepeaaBaHHs iHpop-
Mauii € IPUPOAHMM Y TOMY PO3YMiHHI, IO HprxoBaHa iHopMaLis MacKyeThCs
OJHOYaCHMM BHPpIllleHHSM 3ajiavi, BIAaCTHBOI KaHOMY NpoTokody. Hemomikom
TAKOro MiAXOHKY € KOPOTKA JIOBXKHHA IIPHXOBAHOTO MOBiXOMIIEHHA, AKE MOXHa
IiEpeAaTH 3a ORMH CeaHC, Mo 00YMORIICHO MapaMeTpaMH IUPPOBOTO MiIIUCY a
TaKoX 3 YMOBaMH BHKOPHCTaHHS CEKpEeTHHX KIIOUiB IUIs OpraHisalii mpuxo-
BaHOTIO KaHay 3B’ A3Ky.

PosrnsHeMo KUTbKa NPHINAAIB CTBOPEHHA IPHXOBAHHX KaHALB Y
KpHITOFpaiyHMX cHCTEMaX.

I. OnuH 3 MOXUHIBHX CHOCO6IB OpraHisallii IpHXOBaHOTO KaHAy KPHIITO-
rpadiuHuMu 3acobamu GasyeThCs Ha 3alexHOCTi pesyneratry C; dyHkuii
mmdpysannd E Bix mpuxosysanoi indopmauii #,: E(M,t,)—>C,. Ilpudomy
¢byHKLiA posumppyBanHa D, HesanexHo Bix #,, noBuHHa BimoGpaxaru Gyan-
AKY oFpuMany Kpunrorpamy C; y BHXifHE NMoOBifoMieHHA, To6T0 D(C,)>M
g Gyme-skoro i. Y npoMy BHIaJKy BHMTATaHHA NpHXoBaHOI iHbopMmarii ¢
BiAOYBa€ThCA IUIAXOM IIOPIiBHAHHA HpHifHATOl KpHnTorpamu C; 3 MHOXHHOIO
MoxnuBuX Kprurrorpam {C,}.

Hanpuknaan, Hexaii ducno n=pgr — nob6yTok IpOCTHX 4Hcen p, g i 7,
npuaoMy p=3mod4, q=3mod4, r=5mod8, a n — gocuTh BenHMKe LA TOro, 106
foro jierko MoxHa Oyd0 PO3KJIacTH Ha MPOCTi MHOXHUKK. Bigomo, wo mix yac
BiZAOMOTO pO3KJIafaHHA YMCIA # Ha MHOXHHKM BH3HAYEHHA NPOBOAMTHCA 3a

nojinomiaapHKi 9ac. YV TOH e gyac 335a4a BU3HAYCHHA KBAIPATHYHOIO KOPEHA
B KUbli JHIKIB R, ¢KBiBaleHTHa 3a CKJNaJHICTIO 3afadi pO3KIaHaHHA

BEJIMKOTO YHCHa 7 Ha IPOCTi MHOXHHUKH. By/ib-AKH# KBAAPaTHUHMI JHMIIOK X Y
Kimbi R, 3a momyneM n, ae (x° ,n)=1, Mae BiciM KOpEHIB VY BMIJIAAI
x =*aqr+ fipr £ ypq.

Ipouec nepemasanHa iHdopmanii BUrnsmae TakuM vuHOM (pHc. 4.1).

Bubupaetscs noinomnenns M=x>modn, i 111 HbOro OGUHCIIONTHCA BCi
KOpeHi. 3afeXHO Bill MPHUXOBaHO! iHQOpMallii KAHATOM NEPENacThCS OAMH 3
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KopeHiB. Ha mpwmiiManbHilf cTOpoHI OCHOBHe NMOBiZOMIIEHHS M Nerko BH3Ha-
YA€TBCA MPOCTHM MiJHECEHHAM O KBaJApaTa OTPHMaHOi Kpuntorpamu. [udop-
Mallis IPHXOBAHOTO KaHATY MOXe GYTH BilHOBJEHa MiC/A MOPIBHAHHSA KpHIITO-

rpaMH 3 yciMa MOMNUITMBUMH YHCIaMK M .

(VM)
(VM)
. (M) =M M),
. Gy (), .
«/ﬁ)g Mg
A B
JM>ni2 M <nt2
ﬂ.: 1 * *
n x* %
ﬂ= _1 * *
”n * *

Pucynoxk 4.1 — [Tpuknax npuxoBaHOro KaHaMy B KiNBH] JMUIKIB R,

CropoHHiii cnioctepiray, 6e3 3HAHHA PO3KIANAHHS YHC/IA /7 HA MHOXHHKH,

HE 3MOXe 3MiHWTH KDPHITOrpaMy, He 3pYHHYBABUIM NpH ILOMY IPHUXOBAHHIL
KaHaJ.

IIl. Inmmi npuKnaj CTBOPEHHA NPHUXOBAHOTO KaHay TPYHTYETECS Ha
MOXUIMBOCTI IOBUIBHO BUOMpaTH JeAKi 3HAa4eHHA NapaMeTpiB KpHIITO-
rpadiyrmx neperBopeHs. Takuit BUOip MOXHA IIOCTABUTH Y NEBHY 3QJIEKHICTh
Bill IPUXOBYBAHMX [aHHX. BiI3Ha4MMo, IO BHIAAKOBHIA Bubip mapamerpis
KPHIITOCKCTEMH 3a3BHYAl € THM «CNabKUM MicrieM», Yepes Ke peanizoByroThCA
Pi3HOTO BHIY «JIa3iBKI».

PosrsiHemo npuinax opraHisauii NpEXOBAHOr0 KaHATY 3a ONOMOTOKO
cxemu mmdposoro mianucy Ens Famans.

HaragaeMo, mo Iuia reHeparii kK1odis 3a cxemoro Enp T'amans, Heobxinuo

., -
BHGpaTH NPOCTE YHUCIO p, g€ Z, i BUMaKoBe qucio x<p. [lics uporo ob6unc-

MOEThCA y=g" mod p. BiIKpHTHM KIoYeM KOpHCTyBada Gyne Tpilika 4mcen
{.g.p}, a cexpetHuM — x. I1Jo6 miamucaTH noBinoMNeHHs m KOpHCTyBay CIIO-
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qaTKy BUOUpac Take BHIAAKOBE UHCIO K, AKE € B3a€EMHO IIPOCTHM JIO YHCHAA
(p-1). TlotiM ob6uncmoe 3HaYEHHA a=g'mod p i po3B’sa3ye TOTOXHICTH
M=xa+kb mod(p-1) s b. Y upoMy BUNaAKY LPPOBAM IMiIKCOM € Tapa 9u-
ceda a i b. Jinda nepeBipKu miAriicy HEOOXifHO MEPEKOHATUCA Y CIIPABEAIUBOCTI
cniBBinHomenHs ¥ a’=¢" mod p.

Jlns MpuXoBaHHs cexpeTHoi iHdopmaril B udpoBoMy IiAMUCi ofepXyBad
IIOBHHEH MaTH ROCTYIN JI0 CEKpETHOro Kimova BimmpasHuKa x. I1lo6 Hamicnat
JIOAATKOBO CEKPETHI HaHi M’ pa3soM 3 HesSKUM BiIKDHTHM IOBiJOMIIEHHAM M,
HEeoOXifAHO SK BHIAAKOBE YHCNO k y cxeMi Enp I"amais BHKOPHCTOBYBATH 3Ha-
wenns M. To6To oGunCMOEThCA 3HaYeHHA a—g" mod p i po3B’s3yeTnes CriiB-
pigHomenHs M=xa+M'b mod(p-1) s b. Iligmicom, sK i BuIme, Oye mapa 49u-
ced a i b. ko oAepKyBad 3Hac 3Ha4YeHHA X, TO BiH 3MOXe BifHOBUTH M', BU-
KOPHCTOBYIOUH anroput™ Epkiiza.

I11. V [28] noka3aHo, IO pO3IJISHYTI BHILE MOXJIMBOCTI, AKi BIACTHBI Kia-
cuuHEM mianucam Tumy Ene Famans, 36epiraroTees i M1 IXHIX aHaoris Ha
eHNTHIHUX KpUBHX. 1le Z03BONIE JIETKO OpraHi3yBaTH NPHXOBAHMHA KaHaI.

Haragaemo, mo BixnoBixHi kpumnrorpadiuHi nepeTBOPEeHHs BMKOPHCTOBY-
JOThb BAACTMBOCTE TPYIIM TOYOK Ha eJHNTHYHIM KpuBill Hax noneM F=GF(p"). ¥
rpymy To4ok E=E(F) Ha eminTuuHili KpuBiii Hag nonem F BXOHATH Napu
P=(xyyeFxF, saKi € po3B’3KkoM JleskuX piBHAHb [52]. Taki napH Ha3UBaIOTECA
KiHIIEBMMH TOYKaMH KpuBOi. MHOXHHA KiHIIEBHX TOYOK eJiNTHYHOI KPHBOL
pO3IMMPIOEThCA 10 aGedeBoi rpymi E, AKINO MPHEAHATH OCOONHBHI €IIEMEHT,
SKHI Ha3HBAcTHCA HECKIHUEHHO Bimmanenow Toukoio O. KilbkicTh enemeHTiB
rpymu E mosnavaerhes uepe3 #E. HeckindenHo BinnaneHa ToYka € HEHTpais-
HYM €JIEMEHTOM I'PYIM i He Ma€ MOAAHHA Y, BUITIAAI TTapH KOOPAHMHAT, AKi 3a/0-
BOABHAIOTH HE PIBHAHHA.

Jing no6yzoen cxemu tmdposoro miamucy (LIT) HeobxinHo Tak BHOpaTH

eninTuYHy KpuBY, 06 qucio #E MiCTIio NpocTuit AUIBHUK n>4\/ p" . Kpim

TOro, HeOOXiiHO BU3HAYMTH Ha Kpusilt Touky G=G(x,y), NopsaaoK AKoi B rpyIi
E popismioe n. Po3mip nBiifkoBoro nogaHus » 3a3su4ait craHosuts 180400 6i-
TiB.

Mexanizm L1 BUKOpUCTOBYE BIACTHBOCTI IMKnivHOl miarpynu E(G)CE 3
enementamu iy G=G, G;=G+G, G=G+G+G i T. 1. SIKmo 3anucyBaTd nopi-
OHe k-xpamue nopaBaHHA Ha KpuBiit y Burmaai [£]G, noknasmm [0]G=0, To ko-
ediuienr & MOXHa mojaBaTH 3a MOAYJEM 7 i PO3NIIAATH BHpas y BHUIILIAL
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[u]P+[v]Q i [u])([v]P). Onepattis [k]G Ha3suBacTHCA CKANAPHMM MHOKCHHAM Ha
k. B eninTudHpux aHanorax mp¢poBOro MiANKCY CEKPETHMI i BIAKpHTHH Kimogi
NiAIMECY ABIOTE COOOKO BilMOBIIHO NCeBIOBUNAAKOBE YKCIO0 de[l,1-1] i Tou-
Ky kpusoi Burmsgy P=[d]G. Ilinmic sBiste coboro mapy uucen (R,S), aki
0B’ s133Hi 3 KOOPAMHATaMH TOUKH [k]G (me k — nceBrOBUNaAKOBMIA NapameTp),
CEeKPeTHMM KIIOYEM IIANKCY Ta OAMH 3 ogHuM. [Ipyra yacTuHa migmucy S 3a-
NEXHTP Bifl MiANMCYBAHOTO MOBIJOMIECHHS M, HampHUKIa, Yepe3 GYHKUIO Xe-
mysanHs: H=H(M). Crietudikoio eiNTHIHHX KPHBHX OOYMOBIIEHO 3aCTOCY-
BaHHA NepeTRopeHHA G—7(G) TOYKM Ha KpHBiif Ha nine gucno. Ile meperso-
peHHs € QyHKIi€Io Big KOOPANHAT TOYKH G, HAaNpPHKIa, Xel-QpyHKIiero Bif i
nepmoi koopauHatH. KpiM Toro, BHKOPHCTOBYIOTHCA JONATKOBI MapaMeTpH,
TI0B’13aHi 3 peali3aliiclo 3aXOAiB MPOTH BHKOPHCTAHHsA AK TO4kH G eleMeHTa
(inmoi) miarpynu kpuBoi Manoro mopsixy. BimmosinHa mpouemypa ocHoBaHa
Ha BHKODHCTaHHI TaK 3BaHOr0 koakropa c=#E/n K IOJATKOBOrO MHOXXHHKA
ULt TOUOK BUIIARY [K]G.

s o9aTKy poO3riIAHEMO MOMNUIMBICTH IPUXOBAHOTO MEPeXABaHHA JAHHUX
3a JIONOMOTrOI0 MEXaHi3My HaKjIaJeHHS IU(POBOro MiANKCY.

Hexait (d,P=d) — xmo4oBa napa BlIacHUKa MiAMKHCY A7 KPHITOCHCTEMH Ha
eNiNTHYHMX KPUBHX, 7 — MOPAIOK Ga30Boi Touku G. BubupaeMo mceBRoBHNa-
KoBe 4HCno ke[1,n-1] i o6uncmoeMo Touky [k]G=(x,y) Ha eninTH4Hili KpHBiii.
3ammumgpoByemo 3HadeHHs H=H(M) 3a 10IIOMOroI0 MepIoi KOOPAUHATH TOUKH
[K]G nonaBanHsM 32 MOAYIIEM 1, OTPHMYEMO 3HAYEHH MEPINOT YaCTHHH ITi/IIIH-
¢y R=(H+x) mod n. ipyra yacrusa nignucy aopisaroe S=(k—d)mod n.

PO3I/IAHEMO BHMIANIOK, KONMM 060M aGOHEHTaM BiJOMMUEl CEKPEeTHHH K04
uudposoro minmucy d. CKOPHCTAEMOCS TAM, IHO NPH 3HAHHI Kmo4a d y mianu-
cax Tuny Ens 'amans napamerp &k Moxe OyTu BusHaueHwii 3 S. Haranaemo, mo,
KpiM TOro, IpH NepeBipli MANKMCY OAepXKyBad 3aBXAU Ma€ MOXJIUBICTh SBHO
otpuMaru TouKy [k]G. IlpurmycTuMo, mo Mix aGonentamu A i B icHye niHia
3B’43Ky, AKOK NEpelaloThCA NOBITOMICHHA 3 wuppoBuM miamucoM. IIpumyc-
TUMO, 10 MiXX a0OHEHTAMM MOro[KCHUN NeAKHit JIOBFOCTPOKOBHH KJIHOY
KeGF(n). Hexait Heo6XinHO MepesaTd MOBiXOMIEHHS M*#( NPHXOBAaHUM Ka-
HaloM Bift A 7o B, 3a6e3ne4uBIIM aBTEHTHYHICTS JHKepena.

Crniovatxy aGoneHT A dopmye nosinomnenns M=M*||r, e r — niceBOBHNA-
axoBe 4Mcio (po3MipoM, ckaxiMo, 80 6irie) i Bu3Hauae wucno k 3 piBHOCTI
M=Kk (onepauii posriainatorscs B noni GF(n)). lani A BuGupac AoBinbHE Mo-
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BigoMiieHHA M;#0, M;#M, o64ucmoe iforo uudposuii nianuc (R.S) i sianpas-
nse aboHeHTOBi B ninmucane nopizoMieHHI. AGoHeHT B nepesipsc LTI, mepe-
KOHY€ThCA B aBTCHTHYHOCTI JKepesa IOBiJOMJICHHS i, 3HaI0OUH K04 d, BU3HA-
4ae 3 S napamertp k. ITorim, BUKOpUCTOBYIOUH KIIOY K, 06MHCIIOE [IOBiAOMIIEH-
B3 M. BukopucraHHa napaMeTpa r HeoOXiIHO U1 YHHKHEHHA MOXUIMBOCTI MMig-
ITMCaHHA Pi3HHX NOBLIOMACHb M) THM CaMUM 3HAYECHHAM Kk MiX Y4ac MOBTOPHOrO
nepeAaBaHHa M*. V oMy BUNALKY k i d MOXYTs OYTH BU3HAYEHI ABOMA IIifi-
MTHCaMH.

Po3rnsHeMo cHTYyalilo, KOJIU 3HAYCHHA d OepXyBady HEBimoMo. V 1poMy
BHNARKy 13 IepeiaBaHHA OGHOro 6iTa MOXXHa BUKOPHCTOBYBATH MepeaBaHH A
oaHoro nosigomaeHsA. JfilicHO, BUOMpatouM k nCeBAOBHUIIAAKOBUM YHHOM, MO-
Ha JOMOITHC# TOF0, 00 YeproBuii 6ir nmopizomiueHHs M* 36irca, ckaximo, 3
ocTaHHIM 6iToM uucaa #([Kk]G). OcKUTbKH Mix Yac MepeBipKH IIAIKCY JIETKO
o6uucruTH TouKy [K][A]G=[Kk]G, To omepxyBad y 3M03i MpUiHATH 6iT, mepe-
HAaHHMH NMPHXOBaHHM KaHaAOM.

Moxna ycxmagHuTi BHOIp A, BUMararioyd, mo6 HacTymHi Jekiabka Oiris
noBifoMAeHHSE M* 36iranucs 3 IHcIOM ([Kk]G) modt pnst HeBenUKOro mpoc-
TOro 4Mcaa t. TakuM 4MHOM, IepeBara B 00UHCIIOBaNbHIM OTYXXHOCTI IPHBO-
JAMTh RO KPaIoi AKOCTi MPUXOBAHOTO KAHAJY.

Tenep po3riAHEMO MOAUIMBY OpraHi3allilo IPHXOBAHOTO KaHaxy B MeXaHi-
3Mi epecHiIaHHA KmodiB Tuiry Ens T'aMand, B sKOMy BHKOPHCTOBYEThCA Koda-
KTOp ¢ i ROAATKOBMI MapaMeTp v Ta 3abe3neuyeTses OAHONPOXIAHMI IIPOTOKO
nepecunanns Kwpoda K Bix abonenra 4 1o abonenra B.

Jbns aprenTudikaiii wmova K aGoHEHTH BUKOPHCTOBYIOTh AJITOPHTM 009H-
ciaeHHA Kogy asTeHTHGIKauii nopinomnens (MAC). [lns mporo anropurMy $op-
MY€ETECA CBifi ncepmoBumagkopuit o4 K;. Kpim toro, mma nepemmdpysanns
xmo4a K gopmyeTbes 6ok Z rammu 3a MoxyieM jasa. Kimoudi K i Z dopmy-
I0ThCS 32 ONOMOororo (GVHKIII reHepanii MoXixHUX KWKodiB (kdf), sKa BUKOpHC-
TOBYE 3HAYEHHS IHIIMX apryMeHTIB, OB sM3aHi 3 HapaMeTpaMM KOPUCTYBAYiB i
IapameTpamy airoputMy (MAC).

Hexait nna aGonenrip 3 ineHTH}ikaTopaMu A i B KIOYOBi NMapH A KpHII-
TOCHCTEM Ha eAINTHYHMX KPHUBHUX BifmoBigHO XOpiBHIOWTE (d),P;) i (d,P;).
Abonent 4 BuOHpac ncepgoBUNAAKOBE uCHO ue{l,...,n~1}, 0GUHCIIOE TOUKY
uG i rammy Z=kdf{ n(uvcP;,par1)). TloTiM 3amudposye KA0Y, IO MiAIArac me-
pecunannio: D=(4{|K)®Z, i Bupobirie npomikuuit knou K,=kdf{m(uvcP,par2)).
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Toscuumo pons ponatkoBHx napametpis. Ilpu Bu6opi v=c”’ modn 3arais-
HUH CEKPETHUI N1apaMeTp He 3aJIeXHTh Bill ko)akTopa i MPOTOKON AOCTYHHHIA
Y paMKaX BHXiJHOi IPyIH KOpHCTyBadiB. Skmo v=1, To MPOTOKON AOCTYIHMI
TiIBKH JUI1 KOPUCTYBaYiB, IO BHKOPHCTOBYIOTs MHOXeEHHA Ha koakrop. Kpim
TOro, AKUIO MOPAAOK TOUKHM G He JOPIBHIOE 7, TO [c]G=0, mo K03BONIE KOpHC-
TYBa4€Bi 3HAHTH OPYIIEHHA IPOTOKONY.

AbonenT 4 BukopucTOBYE K; JUI1 OTPHMaHHs KOy aBTeHTHiKaLii NoBi-
nomnenns MAC(K,,D) i mnepecwiac aGoHeHTOBi B  MOBiZOMIICHHSA
M=D|[uG||MAC(K,,D). AGoreHT B y 3M03i OGYHCIHTM NEPHIHHl apryMeHT
$yHkuii kdf, BuXomtum i3 cexpeTHOro Kimoua d i mepenaHoi fomy Touku uG,
ockinteku uPy7=duG i muvcP)y=n(uvcd,G). Rani BiH 3niMae raMmy Z, oTpuUMye
D, nepesipse 36ir inentudixaropa 4 3 peansHuM ifeHTH}iKaTOpOM aGOHEHTa,
Bupobnse xwnou K;=K(c,dz,u,v) i o6uncmoe 3anoBo MAC(K;,D). Sxmio 3HavyeH-
HA 3HOBY o6uucnenoro koxy MAC 36iraetbes 3 koo, mo 36epiracThes B M,
TO aboHEHT B BU3Hae KoY K iCTHHHHM.,

Takum 4nHOM CTBOpEHO NPHXOBaHMII KaHAN 3B’A3KY WA BHMNALKY, KOJH
BHKODHUCTOBYETECA MEXaH{3M MHOXeHHA Ha kodaktop (v=1). 3a3HaumMo, 1Mo
BHKODHCTaHHA Ko()akTopa B JaHOMY IIPOTOKOMNI IIPHBOAMTH A0 TOTO, IO BHAB-
JICHHA NOPYIIECHHA KOPEKTHOCTI HepeTBOPEeHb Mij Yac 0ro BUKOHAHHA HE € Ol-
HO3HAaYHO CBiYEHHAM CHPOOM HECAHKI[IOHOBAaHHMX Hiil. 3 Wi€i MpHuYMHM HeKo-
PEKTHICTb 1EPETBOPEHD, BUKIMKAHA BUKOPHCTAHHAM KO(AKTOpa, 11 CHCTEMH
He € KpUTUYHOIO.

Ou4eBHIHO, NpH AKICHUX KPUNTOrpadigHiX NEPETBOPEHHAX, 3aMiAHHX JUIA
peanisalii MPoToKoITy, MOXHA BBaKATH, IO HOro KOPEKTHE 3aBEPIICHHS MPaK-
THIHO JOCTOBIPHO CBiMMTD NIPO BHKOPHUCTAHHA iICTHHHOIO 3HAYEHHA KODAKTO-
pa. InmuMu croBaMu, CTOCOBHO kodakTopa aGoHeHT B BONOAi€ AeAKHM nepe-
BipHUM criBBigHOmMEHHAM 7. TakuM 9HHOM, KOPEKTHICTH KPHUITTONPOTOKOIY
B3a€EMHO OJTHO3HAYHO 3JIEKHUTH BiJl TNTOGATBHOro (HECEKPETHOrO) MapaMeTpa c.
Buxonsyu 3 uporo, npuxoBaHe nepefaBaHHA Mosigomnenas M* Bix 4 no B (¢
6itie indopmanii) MoxxHa 3LiMCHUTH B Takuii croci6.

AGOHEHTH 3a3/iaNIeTiflb MOrOKYIOTh HOBIOCTPOKOBMI KoY Y (BHIIAAKOBE
9HCII0, IO He NEPEBHINYE 71), @ TAKOXK cTeraHorpadidHuii napamerp W, sxuit
CKNIBJAETHCA 3 £ YUCEN, IO BKa3YIOTh H2 HOMEPH Pi3HUX PO3PAMIB Y ABIHKOBOMY
3amuci c. Jiis nepenaBaHHs JaHUX aGOHEHT A TIOPO3PAIHO, JONABAHHAM 32 MO-
RyneM nBa, Monubikye BiAIOBITHUME GiTaMH HOBiXOMIIEHHS M™* po3psamy Ko-
dakropa c, nepepaxoBaHi B criucky W. ITotiM pesynbrar 36insmyerses Ha Y. Sk
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pe3ynpTaT OTpHMy€eMo MoaudikoBanuit kodakrop ¢/ =Y(c®@M*(W)) mod n. [la-
Jii, IPY BUKOPKCTaHHI NPOTOKOMY NepeciiaHHs Kkirovya K, aboHeHT A4 ji€ cTaH-
JApTHO, 3a BUHATKOM TOTO, IO BHKOPHCTOBYE MoAu(ikoBaHMI KodakTop 3a-
MicTh BHXigHOTo. AGOHEHT B, BHABIIIOYH MOPYLIEHHA KOPEKTHOCTI IIEPETBO-
peHb IiJ 9ac NpoToKoly, 6yaye MoaudikoBanuit kodakTop mepebopoM, i3 kpu-
Tepiem icrunmocti T. IotiM o6aucmoe Y7 ¢;® c=M*(W) mod n. Ockinbku pe-
anbHi 3HaYeHHA f~30 HEXTOBHO Mali MOPIiBHAHO 3 1, TO K04 K Moxe Oyru
NpHIHATHII a00HEHTOM B HPaKTHIHO 3 BHXiHOIO HaRidHICTIO.

4.3 Honarrs npo kaentorpadiio

VY npoMy MiRO3ALTE PO3TASHEMO NMPHKIIAR 3aCTOCYBAHHA KOHIEMUIi IpHXo-
B3HOrO KaHaly IOAO 3a/adi KOHTPOJIO 32 3aCTOCYBaHHAM 3acobiB KpHIrTorpa-
tiunoro 3axucty iHdopmanii (K3I). Sxmo HeoOXigHICTh 3aCTOCYBaHHA Hamiii-
HuX 3aco6iB K31 m1a 3axucTy AepkaBHUX i BiliCPKOBMX TaEMHHLB Hi B KOro He
BHKJIMKa€ CYMHIBY, TO HEpEIJlaMEHTOBaHE iXHE 3aCTOCYBaHHA B HeJepXKaBHiil
cdept, 0COOAHBO MiCAA MPOXOAKEHHS B YCHOMY CBIiTi XBHH TEPOPHCTHYHHUX aK-
TiB, CFBOPIO€ P Po0IIEM.

Onna 3 HUX — CIJRIIHICTH FEPKaBHOTO KOHTPOJHO 3a IMH(poBaHO iH(Op-
Matiero. ¥V 6ararbox KpaiHax 3 Hi€F0 METOIO BBOMATHCA OOMEXEHHS Y BUKOPHC-
TaHHi 3aco6iB K3k [Iag 1b0ro, B OCHOBHOMY, 3aCTOCOBYIOTECA MEXAHI3MH Jii-
LICH3YBaHHs, cepTUiKalil Ta eKCIOPTHO-IMIOPTHHX 0OMeXeHb. IHIIMM mifxo-
AoM 3abesneueHHs KOHTPO/HO 32 MH(QPOBAHOIO iHPOPMALIEId € KOHUEMIis
KPHIITOCHCTEM 3 BLRHOBJICHHIM Kmoua (key recovery system). Binmosixso no
niei koHuenmii B 3acobax K31 mepenbaueno HasBHICTS MexaHi3My, sxuil 3a6e3-
nedye MEpPesaBaBHA Kol KMoYa KOpHCTyBada A 30epiraHHi B oQiuiiuumii
opraH — JoBipeniit 0co6i (trusted third-party). IluMm 3abe3nedyeThes rapasro-
BaHMH ROCTYH IIPaBOOXOPOHHHMX OpraHiB N0 BiIKpHTOl iHopManii I BuKoO-
HaHHA KOHTPONbHMX PyHKUiH 32 QiHaHCOBOIO, KOMEPHIMHOIO Ta IHIIOK RistIb-
HICTIO 33 HOCTAHOBAMH CYY.

TakuM 4uHOM, iCHye IeBHa motpeba B TakMX 3ac0o0dx KpUITOrpapiganHoro
3axuCTy iHQopManit, ki 3a6e3nedyBanu 6 HaleXHHIl piBeHb Ge3NEKH 3aXHILY-
BaHoi indopMallil i 0gHOYaCHO Many 6 MOXIMBICTh HAXIMHOTO po3MKQpyBaH-
Ha indopManii y BUMaaKax, Konu kpunrorpadiyauit knod 6ys 3aryonenuii abo
icHye noTpeba B IpOBEACHHI KOHTPOJBHUX 3aXOMdiB.
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Bupilienns naHoi npo6ieMH MOXIMBO LUIAXOM CTBOPEHHA MPUXOBAHHX
KaHaJlB IepeaBaHHA €JIEMEHTIB KIHOUYOBOT indpopmaii. V [53-54] 6yno 3a-
TPOTIOHOBAHO MiAXiA 10 MOGYIOBH CHCTEMM 3aXMIIEHOTO KOHTPOIIO KpHIITO-
rpaivHux 3aco6iB 3axucTy.

Ilpunyctamo, mo kpunrorpadiuna cucrema 3amana sk «YOPHMH AIIUKY,
(yHKUiOHYBaHHA AKOTO MOXHa BHBYHTH JIMILE 33 BXiTHUMH Ta BUXiTHUMH Ja-
HuMH. Take npumnymeHHs Mae, HanpukIa, Micue y BHIIQJIKY, KOJIM BUPOOHHK
3aco6iB K3I noeigomiise npo cnenudikamiio coro BUpO6Y, ale TpUMae B TaeM-
HHIli KpUIITOrpad)ivnmit aIropuT™, 260 % KOIH y Bupob6ax K3I BGynosaHo cTan-
IApTHI IMNM 3 HaGopoM KpHIITOrpadiaHuX (yHKIH, po3pobieHi iHmmMu BH-
POOHUKaMH.

Hexaii xpunrrorpagiuna crcreMa S BU3HA9a€ThCA KoprexeM: S=<IK,0>, ne
11 O - Bxin i Buxix cucremu BimoBigHo 110 ii cnemrdikanii, K — KIouosa cuc-
Tema. Po3riisHeMO OCHOBHI BAMOTH 10 BOYZOBaHOro MEXaHI3MY 32XHIIEHOTO
koHTpomo (M3K) 3aco6is K3I. OcnoBHOI0 3amaueio M3K € OpraHisalis npuxo-
BaHOTrO kaHally NepeiaBaHHs KIIIOYOBOI Ta iHmoi 9y TianBoi indopmauii y Buxin-
HHUX JaHMX CHCTEMHU S.

Ipumyctumo, mo MK3 moxke npoBogutu IrOpUTMIYHY Momudikaniro
KpunTorpadiunoi cucreMu M: S— S’ TakuM YHHOM, WO:

S'=<LE’ID",0’=R0,K)>,

ne I’ i O’ — BianoBigHo BXix i BUXix M3K; E’ — acCHMeTpHYHa PyHKIIA MmHu-
$pyBanH1, AKa HaIEXUTH po3WHpenHio S*; D’ — OyHKLI% po3muppyBaHHi, IKa
Bi/lOMa JIHIIe KOHTPOJIIOIOYOMY OpraHy.
Y usoMy Bumanky mwis 3abesniegeHns Heo6ximuux BracTuBocteli M3K ro-
BHHEH BiTIOBiIaTH TaKUM BUMOTaM:
BI. Bxinni nani Moaudikosanoi cucreMy S’ IOBHHHI NOBHICTIO 36ira-
THCA 3 BXITHUMH JaHUMU CHCTEMH S
B2. Cucrema S’ nosuHHa MHGPYBaTH KIOYOBY inopmaniro 3a gorno-
MOToI0 acMMeTpU4HOI (yHKuii E
B3. ®ynkuis posmmdpysanns D’ He BXOZHTSH 10 cKnany cucreMu S’ i
Bi/JOMa NHIIIE KOHTPOIOYOMY OpTaHy;
B4. Buximni nani O’=f(0,K) Binnosinarots cneundianii cucremu S i
MICTATh, OKpiM 3amHpoBanoi indopmarii KOPHCTYBa4a, JOAaTKOBO
JAaHi PO BUKOPHUCTOBYBAaHHH CEKPETHMUIT Kioq K. ;
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B5. V punaaky xomnpomertanii M3K HeMOXJIMBO mpoecTH Ae3iH(op-
Mallito KOHTPOJIIOIOUOTO OpraHy.

3anexxHo Bij 3ajady, AKki nmoBuHeH 3a6e3neuyBatu M3K, MoXyTh BUCYBaTHCA
JozaTKoBi BeMorH. Hanpukiaz, sxmo Gyae notpiGHo 3a06e3NMeYuTH B TAEMHHULI
BiA Kopuctysaya daxr HaseHocTi M3K, To, #iMOBipHilIe, HEOOXiIHO AOAATKOBO
BHMararti:

B6. Tomyk HeBignoBigHoCTe# Mix Buxofamu O Ta O’ NoBUHEH OyTH
NP-cKIaaHOIO 3a1a4eto JULI BCiX, 32 BUHATKOM KOHTPOJIIOKOYOro Op-
rafy.

V nonepeaHOMY po3iiiti OymH pO3DNISHYTI HeAKi NpHKIaaM Oprasisauii
IIPHMXOBaHHMX KaHANiB 3a ZOMOMOrO0 KpHNTOrpadiynux 3acobis, ski BiAmosi-
ZAlOTh BKA3aHMM BHMOTAM i MOXYTh 3a6e3rmeunT 3aXHINCHHUI KOHTPO/Ib 3aco-
6is K3I.

CreopeHHs pisHuX 3ac06iB K3I He € camomeroro. Ixni cioxuBui BnacTHeo-
CTi NOBMHHI BIANOBIZATH KOXHOMY KOHKPETHOMY JOIATKY. BHacmifok 1poro,
3acobu K31 3 BOyAOBaHUM MEXaHi3MOM KOHTPOIO 3HAMIXYTh CBOTO CIIOXHBAYa.
BinbI TOro, MOXHA CRPOrHO3YBATH, IO Ui HUX MOXYTb OyTH Hajasi Gimbim
CIPHUSEIHBI YMOBM Ha PHHKY 3ac00iB 3aXHCTy.

HacamkiHess CJ BiI3HAYMTH, M0 AKIIO cTeraHorpadis sk HayKa BUBYAE
NUTaHHA 3aXHCTY KoH}ineHuiinol ingopmauii Bil HECaHKILIOHOBAHOTO HNOCTY-
My min yac ii nepegaBaHHA abo 306epiraHus, TO POSMIAHYTE Y NAHOMY PO3ALI
murasHs creopends M3K 3aco6ie K31 mae 30BciM inmmii acnekr. PakTuaHO
BHBYA€ThCA NHMIAHHA IIOJ0 CTBOPEHHA MEXaHi3My Bifbopy uyTiuBoi iHpopma-
il y 3aKOHHOTO KOPHCTYBada 3 METOK MOXUIMBOTO BilHOBJICHHA 3ammdposa-
Hoi indropmatii. BHacHinoKx MpOro MUTaHHA po3poOKHM Ta MOMIyKY NPUXOBAHMX
MEXaHi3MIiB KOHTPOAIO MOXHA BifHECTH HO HOBOIO HAHPAMKY IOCHIKEHb Y
pamKax creraHorpadii — krenmozpaghii.

4.4 TIMTaHHA AJ1A CAMOKOHTPOAIO 3HAHD

1. HaBeaiTh mpuxiagy MpHXOBYBaHHA JAHUX Y HEBMKOPHMCTAHMX Ta 3ape3e-
PBOBAHHX IOJLIX.

2. HaBegiTh NpHIKJIaid PUXOBaHUX KaHAIIB B OIlepaLliiHHX CHCTEMAX.

3. HageaiTh IpHKIajii IPUXOBYBAHHA JAHUX Y BUKOHYBaHUX (aitnax.

4. SIki iCHYIOTh CIIOCO0U CTBOPEHHS IPUXOBAHUX KaHAJB y Kpunrorpadid-
HUX CHCTeMax?
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5. SIki iCHy!OTB IPHKIaJX Oprauisanii MPHXOBaHOrO KaHaJIy 3a JOIIOMOIOIO
MEXaHi3My HaKJIalaHHA LH$POBOro MmaMICy?

6. Hasenite mpuknax opramisanii mpuxoBaHoro KaHally Ha OCHOBi CXeMH
Ems I"amans.

7. SIki icHYI0Tb CHOCOGH CTBOpEHHA NMPUXOBAHOTO KaHally Ha OCHOBI eJiiIl-
THYHHX KPUBHX?

8. SIK CTBOPIOETECS IPUXOBAHMUIT KaHAN 3B’A3Ky 3 BUKOPHCTAHHAM MEXaHi3-
My MHOXEHH:A Ha kKodaxrop?

9. ki icHyIoTh MigxoAH 3a6e3neueH s KOHTPOIIO 3a mwHdpoBaHOO iHGOp-
Mani€ew?

10. B yomy nojisrae KOHIEMLisA KPUTITOCHCTEM 3 BiTHOBJIEHHAM KI0Ya?

11. SIki icHyIOTh MiAXOAM KO CTBOPEHHA MPHXOBAHUX KAHAMIB nepenaBaHHs
€JIEMEHTIB KII0Y0BO] iHpopmarrii?

12. Ha3BiTb OCHOBHi BUMOI'H 110 B6YOBaHOrO MeEXaHi3MYy 3aXHIIEHOro KOH-
Tpoyo 3aco6iB K3I.

13. Ilo Take knenrorpadin?
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PO3ALI 5 IUP®POBI BOJSIHI 3HAKH

IHTEepHET yxe HacuYeRui ycimikoro rpadiunoro, Bieo-, 3ByKoBoto iHpopMa-
i€to. Pocre npomycKHa 30aTHICTh KaHAIB, YAOCKOHATIOITECA OTOKOBI TEXHO-
norii, BCe aHAJIOTOBE NMEPEBOHMTLCA B «LHPPY» a60 CTBOPIOETECA Bipasy B IH-
¢pi». Ipu nocriffHOMy BAOCKOHaJIEHH] e()eKTUBHOCTI ayio- i BileOKOKEKiB cTae
OYEBHAHOK MOXJIHBICTh IIHPOKOTo NMPOAAXY OUM(POBAHUX Ta YINITBHEHUX Ha-
HUX depe3 IurepHer. IlpupomHO, MO B KOXHOTO BHMTBODY € CBiil aBTOp-
TIPaBOBNACHHK, /151 6araTboX 3 AKHX aKTYaNTBHOIO CTae Mpobema 3axuCTy Bix mi-
PaTCTBa, a TOYHIIIE, POSUIT] — BilpaXyBaHHS Ha KOPHCTb aBTOpa a6o mpaBoRIIac-
HHKa. ¥ COPMOBAHMX yMOBaX MpoGlieMa 3aXKCTy aBTOPCHKOTO TPaBa CTa€ 0cob-
JHBO aKTYaHRHOIO, TOMY IO B C(epi CTBOPEHHS i BUKOPHCTAHHS MYyJIbTHME/il-
HUX JJaHWX TIOBCIORHO Bij[3HA4a€ThCs Horo mopymeHus. I ue Hespaxaroun Ha Te,
IO Ai€ BiATOBiAHE 32KOHONABCTRO i TEXHIYHI METOIM 3aXMCTY MpaB aBTOpA.

Hos BupilmleHHs BKasaHOI OpOGEMHM OCTaHHIM YacOM CTaH aKTUBHO 3a-
CTOCOBYB&TH HMQPPOBi BOAAHI 3HAKH.

- MucTenrBo CTBOpeHHA BOAAHMX 3HAKIB Ha mamepi Hapomwiocs B Itamii
Ginbm Hix 700 pokiB ToMy. V cepeaHi Biku HAsABHICTH BOIAHUX 3HAKIB Oyua ra-
PaHTOM AKOCTI Nanepy; Mi3Hille iX CTaIM BUKOPHCTOBYBATH A aBTeHTU(}iKa-
1ii IOKYMEHTIB 3 METOI0 3aXHCTY Bill MAPO6KH. 3a aHAJIOTIEI0, CTOCOBHO md-
POBHX JaHHMX CTaB 3aCTOCOBYBATHCA TEPMIH «yughposi 6odsani snaxu» (digital
watermark), BUBYEHHS AKHX CHOPMYBANOCK B OKpeMUM HayKOBHI HanpsM 'y
paMKax CTeFaHorpadii.

Ipenmetom BuBYenHA uHdpoBHX Boasmux 3HakiB (L[B3) € MoxauBocTi
MapKyBaHHA MYSbTHMe/iiHol indopMauii 3 meroro ii izenTudikanii, asrenTu-
ixauii, a Takox MOHITOPHHIY T MOMMPEHHS | KOMIOBAHHA. Teopetaunum ¢y-
HJIaMEHTOM TEXHOJOT i LM(POBUX BOJAHUX 3HAKIB € CTeraHorpadis.

Iudporuii Bonsuuil 3HAK ABIAE COGOIO HESKY iHMOPMAIIIO, KA NOFAETHCS
Ro wudpoBoro 06’exra i Moxe GyTH mi3Hine BUABNEHA 260 BHTATHEHA VIS BH-
CYBaHHA TpaB Ha uei 06’ekr. Haifuacrime sx 06’ekT, mo OXOpOHAETHCS, BH-
CTYHAIOTh MY3HYHi TBOPH, OL(ppOBaHa Bieo- Ta KOMI'IOTepHa rpadika.

¥ cucremax 3 nudpouMu BoasHuMH 3HaKaMu (LIB3), Tak camo 5k i B cTe-
rasorpadii, 3aCTOCOBYIOTHCS METOAM, 3a JOIIOMOFOKO AKMX OIHi NaHi NPHXOBY-
I0ThCA B iHIMX. AJte, Ha BiIMiHY Bia cTeraHorpadii, udpoBi BoasHi 3HAKY 33-
XHIIAIOTE CaM HOCiH (T06T0 KoHTelinep). LIB3 MicTaTE crieniansHy indopMmario
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(mpo vac i Micie Horo CTBOpeHHS, PO aBTOPCHKI Mpasa Ta iH.) i MOXyTh 6yTH
PpO3Mi3HaHi JUIIe CreniabHUMHU 3aC00aMu.

Tepminu «8i0bumox nanvys» i «mapkysanns» TO3HAYAIOTH CIELialbHi 3a-
CTOCYBaHHs TEXHOJIOTii NU(PPOBUX BOAAHMX 3HAKIB, 3riJHO 3 SKMMH JaHi IMpo
TBOpLA a60 ojepXyBaya MU(PPOBUX HaHHMX BHOCATHCA y BUraai L[B3 B 3axu-
wysaHy iHdopmaniro. Ilponenypa peectpanii BiZOUTKa Malbls 03HAYAE MPO-
CTaBJIEHHs BOJAHHMX 3HAKIB 3 YHIKaJBHMM KOJAOM, a MapKyBaHHS LH(pPOBOro
00’exTa nependavae BHeceHHA LIB3 i3 Oyas-sxor0 HeoOXigHOMO iHpopMami€ro.

Pucynok 5.1 — 3pa3ok BUAUMOTO BOASHOrO 3HaKa

OcHOBHa BEMOTa 10 CHCTeM IM(POBUX BOJIHUX 3HAKIB — II€ CTIMKICTh 1A~
(poBoi MiTKH 10 pi3HOMaHITHHX TpaHchopMariii daiity-Hocis (3MiHu ¢opma-
Ty, YIIUTbHEHHS, aHAJIOTOBOT'O NEPETBOPEHHS, LU(PPOBUX 06pOGOK) Ta 10 CrIpob
ii BUnaneHHsa TpeTiMu ocobaMu (TO6TO BOPOXXUMH MipaTramu-xakepamu). [Homi
He MEHII BaXIIMBOKO BUMOI'OIO € HEBUAMMICTH (2060 HeuyTHicTh) MiTkH. Ludpo-
Bi BOJSHI 3HAKM MOXYTh OYTH HACTUNBKM CTIHKUMH, MO 36epiraroThes Mics
KiJIbKapa3oBHX NepeTBOPeHb GopMaTiB 300pakeHb i MOXYTh GYTH BUSBIIEH] Ha-
BITb ITiCJIsI CKaHYBaHHA THIIOTPadCEKOro 0ceTHOro BinouTKa.

BimzHaunmo neski iCHyr04i 0COOIMBOCTI TEPMIiHOJIOTII.

Buoumi 600sni 3naku (K NPaBWIO TaKi, MO 36iratoTbes 3 oQiiiHAM JIETKO
Ni3HaBaHUM TOBAPHHUM 3HAKOM ¢ipMH) — e Bi3yasbHi 3pa3Ku, sAKi BCTaBJIAIOTh-
cq B (poBi faHi (260 3amHCyIOTHCS OBEpX HKX). BoHM Myske cX0Xi Ha BOJA-
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Hi 3HaKM Ui manepy (pHc. 5.1) i 3acTOCOBYIOTHCA, FOIOBHHM YHHOM, Y 306pa-
keHH#AX i Bifeo. Taki 3HakM BHKOPHCTOBYIOTBHCA IUIA BHIMMOTO (IEPEKPYIY-
BaHHA» IU(PPOBOro 06’ckra i MOXYTh, HANPUKJIAN, BHOAIATHCS IHCIA NpHA-
6anHA uHdpoOBOro 06’ ekra.

Hanigeudumi 600aHi 3Haku — Lie MIiTKH, SKi IPOCTABILIIOTHECA B LHPPOBUX
00’€xTax, He 3aBaXKalo4u CHPHIHATTIO, aji€ y MEBHUX YMOBAaX MOXYTh IPOSBH-
THCca. Ile Moxe GyrH TekcToBHi (aitt 3 iHpopmaliiero npo aBTopa abo paBoB-
FACHMKa, AKHH 3’AB/LIETHCA HAa €KpaHi depe3 AKHMICh Yac Iicit Toro, AK Kypcop
3aBUCHE Hak 300paxkeHHsAM abo micas cipobu ckomiroBaTH 306pakeHHA HaTHC-
KaHHAM NpaBoi KHOMKHA MHUIII.

Hesuoumi yugposi 600ani 3naxu He TpU3HAYCHI WA 3arajbHOTO OTIIAAY i
BHKOPHCTOBYVIOTHCH Ui TOJIETIIEHHA poGOTH BY3BKO CIeHiani3oBaHMX IOMIY-
KOBHX «HABYKiB», 3alIpOrpaMOBaHMX KOHKPETHHUM Xa3AiHOM JUIA HOMIYKY came
CBOro 3HaKa cepex Oesnivi udpoBUX 00’ €xTiB, po3MileHux B IHTepuerti. V pa-
Ii BUNIAAKIB TaKuil HOIIYK AO3BOJLAE 3’ACYBAaTH afpecH CTOPIHOK, Ha AKUX Lu¢-
poBi 06’ekTH BUCTaBlieHi Oe3 1o3Bony aBropa. HeBuauMi uugpoBi BoasHi 3Ha-
K € HalKpaiuM pilleHHAM A1 CTBOPEHH NOTEHLIAHOT 3arpo3d MOJUIHBOTO B
MafibyTHROMY nepeciiAyBaHHA MOPYLIHMKIB BUHATKOBHX aBTOPCHKHX TPaB.

Kpuxxi 600ani 3naxu — 1ie 3HaKy, AKi MalOTh yxe 0OMeXeHy CTilikicTs 1o
OyHb-sKuX 3MiH. BoHu HalfdacTillle BUKOPUCTOBYIOTECS IS BHABJIEHHA MOIH-
Gikaniit MapkoBaHHX L(POBHX 00’ €KTIB.

Vike 3apas Oyab-#KOMy KOPHCTYBaueBi JOCTVIIHI IpOrpamHi 3acobu s 3a-
Oe3fcueHRA 3aXHUCTY HHGPOBUX 306paXkeHb 3a JOTIOMOrOI0 H(ppPOBOro BOIIHO-
ro 3HaKa. Ax NpHKIak PO3rAIHEMO MOCHIZOBHICTH poGOTH 3 ONHHM i3 HUX. ¥
rpadiqaHomy peaaxropi Photoshop (a Takox y CorelDraw i PhotoPaint) npucyr-
HiM € miaarid Digimarc, Akuif mo3BOJsIE BHOCHTH UMGpPOBHI BOOAHMIA 3HAK
NIPaKTH4HO Y Oy b-aKui IU(poBHii 06’ €KT, a TAKOXK 3UUTYBATH Horo 3 ¢aiinis.

Hpoliec BUKOPHCTaHHA T€XHOJMOTiT H(ppPOBOro BOMIHOrO 3HaKa BUIJIAAAE B
Taku# crioci6. Ilicas cTBopeHHs rpadidHoro 306paxeHHsA aBTOP 3BEPTAETHCA Ha
caliT xommanil Digimarc i orpumye cBi# ynikaneuuit igentudikarop Digimarc
ID. IloTiM y rpadivHOMY pegakropi 3a ZONOMOrorw Moayii PictureMarc astop
BBOZHATH iHGoOpMaNito i BHOCHTH LM(POBUI BOASHUI 3HAK Y 300paxkents. e
Jia€ MOMUIMBICTH HaBiTh HpH NMepeKpydyBaHHi 300paxkeHHs (He 0 HeBNi3HAHHO-
CFi, 3BHYaiiHO) pO3Mi3HATH 3a HONOMOTOI0 TOoro X PictureMarc yHikansHui ife-
HTHQikaTop aBTopa. [0 TOro XK, AKIIO BCTAHOBUTH XONATKOBHI CepBicC, KOXHA
TaKa kapTHHKa Oyzie IPAMHM ITOCHIaHHAM Ha iHTepHET-CaiiT aBTopa.
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Crorosi icHye 6e371iY HEBUpIIIEHHX NPobiieM B raiysi HA(GPOBHX BOMAHHX
3HaKiB i MPaKTHYHO BiACYTHA TeOpeTHYHA OCHOBA CTBOpeHHs cucteM LIB3. He-
3Ba)XKAl0YH Ha 1€, Y JaHUit 9ac iHTepec A0 TEXHOJIOTiH BONSHHX 3HAKIB HaI3BH-
qaiiHo Bucokuii. Haykosuii inTepec BinGHBacThCA B CTPIMKOMY 3pOCTaHHi Kijib-
KocTi my6Jtikaniit i kinpkocTi MpoBeaeHUX MiKHapoaHUX KoH(epeHUil. [HTepec
HPOMHCIOBOCTI 10 BOAAHUX 3HaKiB CTUMYJIIOE pO3pOGKY CTaHAAPTHHX PillieHs.
Hanpuxuan, y npoekti TALISMAN [45], axuit dinancyerscs €Bponeiicbkum
€KOHOMIYHMM CIIiBTOBAPHCTBOM, PO3POOJIAETECA CTAHAAPTHUI MeXaHi3M Map-
KYBaHHA BOASHHMH 3HaKaMH 1M¢poBux BUpobiB. [lepenbagacrecs, 1o cucteMa
TALISMAN 6yae cnpusatu 60poTs6i NPOTH BETMKOMACIITAGHOrO KOMEPLiiHO-
ro MpaTCcTBa i HE3aKOHHOro KOHiloBaHHA. MKXHAapoAHi opraHizauii 3i cranmap-
TH3alii Takox 3amikapieHi B TexHonorisx [[B3. PospoGneno cranmapt ymiis-
Henna BigeocurHany MPEG-4 (ISO/IEC 14496), B skomy nepenfaueHo oaHo-
9acHe BHKOPHCTaHHA MpOHECiB KM(pPYBaHHA i MPOCTABIECHHA BOASHHUX 3HAKIB.
IIpomuciosuit ctanaaptr DVD nepenbadae BOYROBYBaHHS MeXaHi3My 3aXHCTY
Bi/l HECAaHKI[IOHOBAHOTO KOMIIOBaHHSA Ha OCHOBI LM(POBUX BOAAHKX 3HAKIB. IH-
TEHCHBHO TaKOX po3po0iseThes IopuauyHa 6asa, ska 6yle pernaMeHTyBaTH BCi
acreKTH, NOB’A3aHi i3 3aCTOCYBaHHAM BOASHMX 3HAKIB IJIA 3aXHCTY IHTENEKTy-
aIbHOT BNAaCHOCTI.

5.1 IIpuknagn BUKOPUCTAHHSA HU(PPOBUX BOASHHX 3HAKIB

Huni nudpoBi BoxsgHi 3HAKM pO3MIANAIOTECA AK HAWGLIBHI MEPCIICKTHBHA
TEXHOJIOTiA MiA uac BUpileHHA Mpo6iieMu 3aXUCTy IpaB BAACHOCTI Ta ileHTH-
dixanii nudpoBux 06’ekTiB MynbTEMEIa (aYAi0, 306paxenHs i Bigeo).

Po3srnaneMo mesKi MpHKIaad MOXUIHBOIO BUKOPUCTAHHA CHCTEM LU(PPOBHX
BOJSHUX 3HAKIB.

1. IIpobnema 3axucmy asmopcvkux npas Ha iHQopMawilo, sKa MOAaHA B
uudposomy Burmani. Husi ne HaitGinem Baxomse 3acrocyBanHs cuctem I[B3.
VY 1poMy BUNAIKy BOIAHI 3HAKH MICTATH iHHOPMAIIiIO PO 3aKOHHOI'O BIACHH-
Ka, 0 RO3BOJIAE 3anobirTH 3a3iXaHHIO iHIMX OCi6 Ha mpaBa BJIACHOCTI 3aXH-
IyBaHUX AaHuX. [lepenignmMo Ti GyHKLIOHANBHI MOXIMBOCTI, SKi TIOBUHHA 3a-
6e3mnedyBaTi «ifealbHa» eNEeKTPOHHA CHCTEMA 3aXUCTY aBTOPCHKUX IIPAB:

— BHABJICHH, 3amo0iraHHs T2 o6Jik pi3HUX omepauiii, AKi MPOBOAATHCA 3

K(ppoBUMH 06’ €KTaMH (BIKPUTTA, APYKYBAHHA, 3aBAHTAXEHHA, KOIitO-
BaHHA, 3MiHA i T. 11.);
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— peecTpauia CTaTycy ROCTYNy RO UM(POBHX 00’€KTiB i Cy6’€KTa, IO BH-

3HaYMB LEH cTaryc;

- ¢ikcauis kopucTyBaviB, fAKi YnTaMH, KOMioBany a6o ApyKyBamu muppo-

BHIi 00°€KT;
~ BiINpaBNeHHs MOBiTOMICHHS BIACHHKOB] aBTOPCHKMX TPaB 3 MOIEPE/DKEH-
HAM IIPO 3aBEPIICHHA OIUTaYEHOro TePMiHy HOro npas Ha IU(POBHIL 06’ €KT.

2. Cucmemu 3axucmy 6id Hecanxkyionoeanozo xonitoeanns. J{is HAX 3acTo-
coByroThca LIB3, aKi BKa3yroT Ha cTaryc uudpoBoi komii (4 MoXkHa i Komito-
Baty). Hanpuknan, cranaapTHuit wieep DVD He no3sonse MarnitodoHy mpo-
rpaBaTd 260 KOIIIOBAaTH LaHi, AKi O3HAYECH]I BOITHUM 3HAKOM «KOMIIOBATH 3a-
GopoHeHO»; naHi, fAKi MO3Ha4YeHi 3HAKOM «MOXHA 3HATH JHIIE OJHY KOIION,
MOXYTb GyTH CKOMiOBaHi oMK pa3, alle Haaani Hi oAHi€l konil He MoXHa Gyne
3pOOUTH. 3aXKCT Bifl KOMIIOBAHHA AYXe BaXKO Peali3yBaTH y BiIKDHTHX CHC-
TeMax, ajie B 3aKpUTHX a0 CIeliali30BaHuX CHCTEMAX Iie IILIKOM 3IifiCHEHHO.

3. Asmenmugpixayis yugpposux oanux. IJB3 MOXHA BUKOPHCTOBYBATH I
aBTeHTH(IKaLii KaHKUX i BUABNEHHSA IXHBOT MOXUIHBOT Moaudikanii. [ns wboro
3aCTOCOBYIOTbCS BOJAHI 3HAKH, SKi MAIOTh HH3BKY 3aBaJOCTIiMKICTh TLTHKH A0
AESKMX BUAIB NEpeTBOPEHb (HANPUKIAZA, YIIINBHEHHA), CTIHKI 10 iHIIMX nepek-
pydyBaHb i Moaudikamii. ¥ TakuxX cHCTeMax BUMOTH 10 3aBafOCTIHKOCTI BOMs-
HHX 3HAKiB HAHHIDKYi, OCKUTBKH 32 (JakTOM pyHHYBaHHA BOYHOBAHOTO BOATHO-
TO 3HaKa i PHIMAETLCA PillleHHA PO @BTEHTHIHICTH IMPPOBOTo 06°€KTa.

4. Monimopunz ingpopmayiiinwx nomoxie. IHOII BUHHKAaE Heo6XiaHICTH y
30iHCHEHHI KOHTPOJIIO 32 LHUPKYIIOIOH0I0 B MepeXax ingopMartiero aGo y BusB-
AeHHi (aKTiB HE3aKOHHOrO BHIOTOBNEHHS i TMOIIMPEHHS KOTIi HppoBUX Aa-
HUX (HaOpHKIaf, NPOTPaMHHX NPOAYKTiB). V TakMX BHMAAKAX Y KOXHY Iie-
rajbHy KOIilo UMpPOBHX JaHMX BHOCATECA Pi3Hi BOAAHI 3HAKY.

5.2 Y3araabHena Mojesib CHCTEMH UH(POBHX BOASIHUX 3HAKIB

Sk npasmuno, yci cucTeMu MUGPOBHX BOASHUX 3HAKIB MAIOTh [Ba TUIOBHX
6noxu (pHc. 5.2): cXeMy BHECSHHA BOASHOIO 3HAKa i CXeMy MOIIYKY/BHTAraHHs
BOJHOTO 3HaKa.

Bxignoro indopmali€io Juis cXeMH BHECEHHS BOAAHOIO 3HaKA € rdposwmit
06’ext I, Bonsnmit 3HaK W i creroxmou K (Heo6oB’ 13KOBHI napamerp). Boas-
HHUU 3HaK W MOXe MaTH Gyab-AKUH BHIJIAA: YHCIO, TEKCT, 300pakeHHs Ta iH.
Ilpaxtuyno B ycix cucremax LIB3 nepen6adeHo HAsBHICTE OQHOTO 360 HABITH
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HEKUTBKOX CTErOKIMOYiB, AKi HeOGXIAHI /IS 3aXHCTY BOASHHX 3HAKIB Bi/l HECAH-
KIIOHOBaHKX 3MiH. BuXoloM CHCTeMH € LudpoBHit 06’€KT 3 BGYXOBaHHM BO-
ITHUM 3HAaKOM.

Creroxmoa K
J MapxoBanuit . 4 . w
Hoxyment S noxyment I’ Homry sogs- | BOAAHMI 3HAK
_— ryK —
mnorf 3HaKa HOro f{axa a60 Mipa O
Bonsuwit 3uak W Bopanuit 3nax W

abo Jlokyment /
Pucynox 5.2 — Yzaransuena cxema cucremu 11B3

Buxignamu raHuMu U1 NpoLecy NOIyKy i/a60 BHAANEHHA BOASHOTO 3Ha-
Ka € H¢poBmii 06’exT I' 3 BOASHUM 3HAKOM (MOXUIHBO, BHIAAKOBO a60 HaB-
MHCHO NepeKpyueHuii), crerokmod K i, 3alexHO Bix peanizoBaHOro MeTony,
opHriHaneHi komii namMx / Ta/a6o BomsHoOro 3Haxa W. PesynsratoM poboTH
CXEMH € BUTATHEHHH BOIIHMI 3HaK W a6o neska ouinka O, 32 AKOKO MOXHA Cy-
AUTH ITpo HMOBipHE iCHYBaHHs 3HaKa W B 06°ekTi I'.

HoniGHa CTpykTypa CHCTeM BOASHHX 3HAaKIiB XapakTepHa JUIA YCiX BHAIB
uuQPOBHX NAHKX: ayAio, 306paxensp, Bifeo, POPMATOBAHUX TEKCTIB, TPHBHMIp-
HUX MOJeTIeH, TapaMeTpiB MyNbTHIUTIKAUiHHEX MOZIENeH Ta iH.

5.3 Knacadikanis cucreM uudpoBux BoASHAX 3HAKIB

3aralbHUi Tpoliec MapKyBaHHA HU(POBOro 06’€KTa BOMAHHMM 3HAKAMH
Moxe GyTH BH3HaueHHl AK BigoOGpaxeHHs Takoro BUrALY: I x K xW —> I, ne
I — uximmumit mugposuit 06’ ext, W — BoxsHuit 3HaK, K — crerokmoy, | — Map-
KoBaHHH Ludposuii 06’ext. PesynsraTtoM pobotu cxemu metexryBanua 1[B3
Moxe OyTd 260 BUTATHEHHI BOIAHUIA 3Hak W, abo meska ominka O, ska BKa3ye
Ha HMOBIpHICTH TOTO, M0 06’€KT | € IIPOMapKOBaHHM.

MoxHa BUAUIATH AeKifbKa THINB CHCTEM LUGPOBMX BOAAHUX 3HAKIB [29].

— Kongpidenyiini cucmemu IJB3 noTpeGytoTs, MpUHAMMHI, HasSBHOCTI BH-
XigHux panux 1. IcHyroTs nBi Momudikauii noi6nux cuctem. Ilepia 3 HEX BU-
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KOPHCTOBY€E BHXifHE 300paykeHHs SK MiEKa3Ky WIA BUTAraHHA BOISHOTO 3HAKa
W'y mudpoBHX, MOXUIHBO MEPEKPYUEHHX, MaRuX | . MyHKLIOHYBaHHA TaKuUX
cucreM MoxHa omucatd Ak [ xIx K —>W . Jlpyra — TiIbKM [a€ BiImoBims
«TaK» abo «Hi» Ha MATaHHA: «YH MiCTUTBCA B 306paXXeHHi BOAAHMEL 3HAK Wy,
a TaKOX 3alMHUTYE IIe KO0 BHECEHOIO BOASHOFO 3HAKA: IxIxKxW — {0,1}.
BeaxaeTbcs, mo Taki CHCTEMH € HalGLIbII 3aBamoCTIMKUMH 1O Gyab-IKHX
aTak, TOMY IO NOTPeOYIOTh HAIBHOCTI CEKPETHOro CTerokmoda K i BUAAIOTH
MiHiMyM indopmarii.

— Haniskongioenyitini cucmemu IJB3 He mnorpebyroTh BUXigHOI Komil
06’exTa 711 BUABIEHHS BOJAHOrO 3Haka W. CxeMy ixHBoi po6OTH MOXHA IO-
natv Ak I'xKxW—{0,1}.

— Haniesioxpumi cucmemu I{B3 BHKOPHCTOBYIOTb CTerokmod (a6o inmy
AOHAaTKOBY in)opMaIlifo UL BUABACHHS BOAAHOIO 3HaKa), KU 3aNeXUTh Bil
BHXinHOT komii mamux I'xK([)—W.

— Biokpumi cucmemu IJB3 mna cBoei po6oru He noTpe6yiOTh 3HAHHA Hi
OpHriHanpHOl komii AaHux /, Hi BGYIOBaHOTO BOAAHOrO 3Haka W. Taki ciucteMu
BUTATHOTH BORIHUIA 3HAK 3 MAPKOBaHUX AaHMX: I'XK—>W.

Binbwicte peansHo mitounx cucreM 1{B3 BipHocuThCA 10 KOH}iAEHNIHOrO
a00 HaniBKOH(iAEHUIHOro THIy. Ase Hal6inbIIMIA iHTepec T CYd4acHMX HO-
CHifKCHb CTAHOBJLATH BIAKPUTI CHCTEMH LU(POBHX BOASMHX 3HAKIB.

5.4 Bumorn 10 cucteM nHGppOBUX BOASTHHX 3HAKIB

V cHcTeMax IM(pPOBHX BOAJAHMX 3HAKIB NOBMHHI BPaxOBYBaTHCH, NPHHAl-
MHi, Taki aCNeKTH:

— 3aBafIOCTIHKICTL BOASHOTO 3HAKa JO BUMALKOBHX MEPEKPYYYBaHb i HaB-
MHCHHMX aTaK — HaHBaXUIMBiIlla XapaKTepHCTHKA, Bill SKOi 3alexarh
CIOX(HBYi BAACTHBOCTI CHCTEMHU;

— 060B’A3K0BE BMKOPHCTaHHS CTETOKIIOYIB JUIS TapaHTOBAHOTO 3aXHCTY
BOAAHMX 3HAKiB BiJl HABMUCHHX NePeKpYYYBaHb 1 BUIAICHD,;

— ONTEMAJbHHUI [OPIr KBUAMMOCTI» BOAIHOIO 3HAKa — MapaMeTp, IKHH Xa-
paKTepHu3y€e NPUIYCTHMUIE PIBEHb BHECEHHX BOSAHAM 3HAKOM IIEpEKpY-
9yBaHb (Ha HEOMY NapamMeTpi 6a3YIOThCs OCHOBHI KpUTepii if OliHKH);

— BigHOCHMI o6car BHocHMOT iHdOpMaril — mapameTp, AKMif 3aMeXHTh Bil
XapaKkTepy NpMXOBYBaHMX NaHuX (ineHTHdikaTop, iunekc abo MOKaKUNK,
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BiIKpHTHI TeKCT, eMblieMa Ta iH.) i Bin mpuponu wudpoBoro o6’exra
(texct, 300paxkeHHA, Bimeo, 3BYK i T. &.). ITix gyac BHeceHHs BoagHOro
3HaKa BEIMKOTo 00CATY SHIKY€EThCA HOro 3aBafoCTifKicCTh 0 aTak.

Henomimuicme 600aHux 3HAKI@ € 3araIbHOI0 BUMOIOIO IJIS BCIX CHCTEM
IIB3. Ile o3Ha4ae, 0 IepeKpyIyBaHHA, SKi BHOCATHCS BOASHHMH 3HAKaMH, TIO-
BHHHI 3a/IHIIATHCA HIDKYE MEBHOro MOPOry «BUAMMOCTI». BoAdHi 3HaKH MaloTh
GyTH HEBMIMMHMMH He TiIbKH JUIA POCTOrO KOPUCTYBava, alle i JJis eKCIIepTiB,
030pOEHNX TOCKOHAIMMH METOIaMH CTATHCTHYHOro aHainizy. Jins 3abesmedeH-
Hel Hi€l BUMOTH MaloTh iCHYBaTH JesKi KpUTepii OLiHIOBaHHSA KLILKOCTI AOMyC-
THMHX [€PEKPYIYBaHb, IO iX BUKTHKAJIO BHECEHHSA BOMTHUX 3HAKIB.

3abe3nevennn 6e3nexu cucmem I[B3 3a donomozor cmezokniowis. Y cuc-
TeMax BOJSHMX 3HaKiB BHAULTIOTH [Ba piBHi Oe3nexu. Bummii pisens Gesneku
He JI03BOJIAC HECAHKIIOHOBAHOMY KOPUCTYBa4eBi 3HaliTd i BUOIIMTH BOmsHi
3naxu. J[pyruii piBeHb J03BOJIAE OYNb-IKOMY KOPUCTYBAueBi TilbKH BUABJIATH
(haKT NPUCYTHOCTI BOAAHOTO 3HAKA, ae iHIIi Ail 3 BOASHHM 3HaKOM 6€3 3HaHHA
K042 HeMOXUIHBi. CTeroKimodi BiJirpaloTh BOKIMBY pOJIb Y 3aXHCTi CHCTEM
1IB3 Bix pisHoro By arak. BUMOTH /10 CUCTEMH KEpYBaHHS KIIIOYaMH 3HAYHO
3aleXarh Bill 3aCTOCYBaHb, OfHAK KIFOYOBHI MPOCTIp MOBHHEH GYTH NOCTATHLO
BEJIMKUM JUTH TOTAIBHOIO Iepebopy.

Mooicnusicme eupiwenns cynepeuok npo npaeo enacrocmi. ¥ cucremi 1IB3
MaroTe OyTH mepeabaveHi MexaHi3MM BH3HAYEHHA NPIOPHTETY NPOCTABIEHHX
BOIAHAX 3HAKIiB Yy TOMy BHIAfKY, AKIIO B HUA(POBOMY 06’ €KTi iX 3HAXORHUTHCA
AEKiNbKa i Bif pisHHX jokepen. Ile, Hanpuknaa, Moxe GyTH JOCATHYTO BBEACH-
HAM KOHCTPYKTMBHHX OOMEXeHb Ha BOISAHI 3HAaKH (HalpUKIAJ, YMOBH HE3BO-
porHocti [IB3) a6o momarkoBux ¢YHKIIOHAIPHHX MOXIMBOCTEN (HasBHOCTL
TUMYAaCOBHUX MITOK).

Hocmynnicme euxionux Oanux. Ilig 4ac momryky Ta BUTATAHHS BOISAHHX
3HaKiB, KOIlil opuriHany 06’exra Ta/abo BOAAHOro 3HaKa MOXYTh 6yTH a6o xoc-
TYNHMMH, 260 HEJOCTYITHHMM. SIKINO BOHM JOCTYIHI, TO 3a3BMYail pealizoBy-
€ThCS CHCTEMA, AKA Hifl YaC BUTATaHHA BOASHOTO 3HAKa BUKOPUCTOBYE OPUIiHal
uudpoBux aaHuX 1. Taki cHcTeMH MarOTh BENMKY 3aBafOCTIMKICTL He TiILKA JO
IyMOTIOAI6HIX TepeKpydyBaHs, ane i 10 reoMeTpuyHMX. ONHAK Y HEAKHX 3a-
CTOCYBaHHAX (HAIpHKIAJ, IiX 9ac MOHITOpUHIY iHdopMauii) mocTym 10 BHXia-
Hoi koIl HEMOXJIMBHIA, a B iHIIMX (BiZeo 3 BOASHMMH 3HAKAMH) L€ NPAKTHIHO
HEMOXUTHBO Yepe3 BENUKHit obcar o6pobmosanux panux. SIKmo B paHHiX cuc-
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Temax 1[B3 mis BUTAraHHA BOAAHHX 3HAKiB 3a3BH4Yait Oyna moTpibHa BuXimHa
KOIliA KOHTeHHepa, TO HAHI HaMiTHIacs 4iTka TeHICHLUIS po3poGKH METOIB, ¥
AKHMX BOHA He NOTpiOHa.

Cnocib eumazanns i eepugpixayii 600anux 3naxis. € ABa MiAXOXH IO Mpo-
uecy BHeceHH: i BigHoBneHns 1IB3. ITix wac nepworo migxomy BHOCHMHUIA BO-
OSAHHUMA 3HaK BUGHPAETBCA 3 AEAKOr0 NPHITYCTHMOTO Habopy, a mij| yac #oro BU-
TATaHHA NEPEBIpAEThCA HANEXKHICTh BiJHOBAEHOrO 3HaKa 10 AAHOro Habopy.
ITix yac Apyroro — BOAAHMI 3HAK BHOCUTHCS ULIAXOM MOAYIAL|T IeAK0T BHIIA/-
KOBOI MOCITiIIOBHOCTiI CHMBOIIB, a IIil Yac BUTATAHHA BOYZOBaHi CMMBOJIM Bif-
HOBJIIOIOTBCA HUUBIXOM AEMOIYILALIT.

3asadocmitixicme 600sHUX 3HAKIE B MOMIIMBUX BHIAJKOBUX HEPEKPYUY-
BaHb Ta/a60 HaBMHCHUMX Moaudikaiiif € OXHOW i3 KIMOYOBUX BUMOT JI0 CHCTEM
[B3. Ilix 9ac npoeKTYBaHHA CHCTEM YacTO KEPYIOTHCA TAaKUM NPHHIMIOM:
OyAb-sKa YCMIIIHO MpOBeJieHa aTaka Ha MUppPoBHit 06 €KT i3 BOAIHUMH 3HaKa-
MH TIOBMHHA 3HENIHHMTH KOMeplifiHe 3HAaYeHHs 3aXHINYBaHHX HaHux. Jlorenep
uie He po3pobieHo «iaeanbHOFO» METOAY, sKuit 61 3abe3neyns aGcomoTHy 3a-
XHIIEHICTh BOMYHMX 3HAKiB. TOMy NPaKTHYHI CHCTEMU MOBUHHI NParHyTH 10
JOCATHEHHSA KOMOPOMICY MiX TaKUMH CYTIepewIABUMH BUMOTAMH, SIK 3aBajio-
CTi¥KiCTh, HEBUAMMICTH Ta 00cAr indopmauii BoxaHoOro 3HaKa.

CriiikicTe BOAAHOrO 3HaKa O BHAAICHHA 3a3BUYall BU3HAYAETECA PO3pa-
XYHKOBHM 4acoM, AKdil HeoOXi{HO 3aTpaTHTH TOMY, XTO aTaKye, IjId BUIY4ECH-
Hst BOYZOBZHOTO BOJJHOTO 3HaKa ab0 BHECEHHS B HOTO TAaKUX [IEPEKpYIyBaHb,
IpH SKUX i0ro HeMoXnuBo 6yno 6 BigHOBHTH. Came TakKuil MiAXiJ BUKOPHCTO-
ByBajla MbkHapoxHa opraHizauia IFPI ans ¢opmyBaHHA BuMor 10 cTilkocTi
BOJTHMX 3HAKIB Y 3BYIIL:

— MEXaHi3M BBEJICHHA BOHHX 3HAaKiB He MOBHHEH BIUIMBATH HA AKiCTH
3BYKY IPH BiATBOpPEHHI;

— HeoOXifHA HAABHICTH MOXUIHBOCTI BiHOBJIECHHA BOIMHOIO 3HAKa ITiCHs
pizHOro Bumy neperBopeHb ((iIbTpamis, uuppoaHasoroBe mneperso-
PEHHA 3 NOAANBINMM ananoro-rudposuM, 10% vacoBe ymIiibHEHHS-
PO3LIHPEHHs, METOAH YINUIbHEHHA RaHux Taiy MPEG, agurueHui i
MYJbTHIUTIKATHBHUN ITyM, BUKPHMBIEHHS YaCTOTHOI XapaKTepHUCTHKH
1o 15 aB, rpynoBi 3aTpUMKH 4acy Ta iH.);

— HE MOBHHHO OYTH HISKOro iHIIOTrO CIoco0y BHAaTeHHA abo 3MiHM BO-
IAHMX 3HAKIB 0€3 iCTOTHOrO BHKPHBAEHHS IKOCTI 3BYKY;
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— Ui PIBHA «CHTHAI/IIyM» He MeHine 20 1B BHeceHMit CHIHAN TIOBHHEH
MaTH WHPUHY CMYyTH B 20 6i1/c He3aeXHOro Bil piBHA i THIy CHIHATY
(MoBa, KnTacHiHa ab0 ION-My3HKa).

ABanorivHi BAMOrM MOXHA PO3POGHTH U CHCTEM MapKyBaHHA ¢$oTo3HIM-
KiB, Bileo i MyJIbTUMERIHHMX 06’ €KTIB.

HesanexHo Bix Toro, AKHM HepeKpydyBaHHAM (HABMHCHMM a60 BUIIAIKO-
BHM) NiAaoThes 06’ ekt 3 1IB3, pospisksrots nei rpymu nepekpydyBaub. J{o
Nepioi BiHOCATL MepeKpydyBaHHA, AKi MOXHA PO3TIAAATH SK AAMTHBHHUI
myM (aTaka pyiHyBaHHAM). JIo APYroi — nepekpydyBaHHSA, AKi [IOZAIOThCA SK
HEY3ro/DKEHICTh MK BOJAHHMM 3HAKOM i CTErOKIIOUEM (aTaka Ha CHHXPOHI3a-
1ir0). MoXHa BULITHTH TaKi BUAM TIepeKpydyBaHb Ta aTakK:

— YIIbHEHHA 3 BTpaTaMu (wis 306paxens: JPEG; mna simeo: H.261,
H.263, MPEG-2, MPEG-4; ana aynio: MPEG-2 aynio, MP3, MPEG-4
aynio, G.723);

— PO3LIMPEHHA CMYTH CHrHaly (36UIbIEHHs pi3KOCTi, JOAABaHHA KOHC-
TaHTH, KOPEKUid KOJIbopY);

— 06pobka sanmx (minpisanHs, Biacikanus, Mopudikanis ricrorpamu),

— aJIUTUBHUH | MYJIbTHILTIKATHBHEH IYM (raycciB, OHOPIIHHMI Ta iH.);

— aQiHHi NepeTBOpeHHA (IIepeHeCeH s, 06ePTaHHs, MaCIITaGyBaHHs);

— LH(POAHATIOTOBE Ta AHANOTO-UH(POBE NEPETBOPEHH;

— 3acTocyBaHHA TpanckoaepiB (H.263—>MPEG-2, GIF—JPEG);

~ GaraTopa3oBe 3aCTOCYBaHH:A BOASHHX 3HaKiB;

~ NigiiiHa i HeniHiitna GiTbTpamis;

— CTaTHCTUYHE yCepeIHEHHS;

— araKa «3MOBOIOY;

— MO3ai4Hi aTaku.

5.5 Metoau undpoBuX BOAAHAX 3HAKIB

OcraHHimM YacoM po3poGIIeHo AOCTAaTHIO KinbKicTh Metoais L[B3, mo no3s0-
JIsi€ OPOBECTH IXHIO CUCTEMATH3ALLIIO i BUAUIMTH HalGLIb10 XapakTepHi 3amaui:

— Bubip Micus po3TalryBaHHA BOASHOIO 3HaKa,

— BuGip mpocTopy 1A MONAHHSA 306paXeHHs i BONSHUX 3HAKIB;

— nonepense GopMaTyBaHHA BOAIHOIO 3HAKA,

— C10ci6 BHECEHHs BOJIHOIO 3HaKa B UU(POBHIL 06’ €KT.
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Po3risiHeMo Gl HOKNagHO 0COGNMBOCTI iX peanmisawii B cucTemax G-
POBHX BOAAHHUX 3HaKiB JUIA 300paXKeHs.

5.5.1 Bu6ip micust po3ralmuyBaHHs BOASIHOIO 3HAKA

Bignosinso no npunumny Kipxrodca, anropit™ BHECEHHS i BUTATAHHA BO-
JAHUX 3HAKIB He Mae GYTH CEKPETHHM, a JOCTYI 10 BOASHOTO 3HAKa Mae 6yTH
obmexeHuit. Llfo yMOBY MOXHA BUKOHATH I 9ac BHOOpY MicUi po3TamIyBaHHA
BOJIHOTO 3HaKa, ke Gy/ie 3anexatu Bif crerokmoya. Bij nmpaBuisHoro BUOODY
MiCHSl PO3TANIYBaHHA BOASHOTO 3HAKA 3aI€XaTh TAKOXK BHIHUMI HepeKpyvyBaH-
HA B 306paxeHHi. Lle 06yMoBIeHO 0COGNHBOCTAMY OpraHiB 30py JIIOAMHHM, 9y T-
JHBICTh SKMX 3MIiHIOETRCA BIMNOBIZHO JO XapakTepy TEKCTYpH 300pakeHHs.
PosrasneMo xesxi npuitomMu BHGOPY MiCUs pO3TANIYBAHHS BOASHUX 3HAKIB.

Anzopumm €panaw (patchwork [30]) no3Bonse NpuxoBaTH B 300paxeHni
OAHOGITOBHIA BOAAHMI 3HAK Ta OTPMMATH BilMOBIAb Ha FMMTAHHA: «YH 3HAE KO-
PHCTyBa4 iCTHHHHI cTerokmo4?». Ines anroputMy Gasyerscst Ha NPHUITYLIEHHI,
IO 3HAYEHH IKCeNiB He3aNexHi i 0HaKoBO posnoainexi. [Tpu LILOMY CEKpe-
THHH 1 BHKOPHCTOBYETHCA 1A iHiLiami3auii reHepaTopa NceBXOBHIAAKO-
BHX YHCel, AKi BKa3ylOTh Ha Ti MiCII1 B 306paxeHHi, Ky BHOCHTBCA 6iT BOIA-
Horo 3Haka. Ilix 4ac BUIaAKOBOTO BMGOPY IOCTAaTHBO BENUKOI KiMBKOCTI map
6itiB (a, b;), ClipaBe AAMBE CHIBBiAHOMICHHS:

E[s]= gE[ai]— Ef,]=0.

Hos BHeceHHs Gita BOAMHOrO 3HaKa HEOGXIAHO, 3TiJHO 3i CTETOKIIONEM K,
BuUOpaTH 7 map nikcenis (a, b}, n, Y AKHX 3HAYCHHS ACKXPABOCTi 3MIHIOIOTECA B
Takuii cnoci6: @=a,+1, b =b,—~I. Ilix yac BUTATAHHA BOJMHOIO 3HaKa BiANOBiA-
HO 0 cTerokmoya K, BHOHPAloThes 7 IIap MiKceiB i 064nCImoeThCs cyMa

a; - b,

1 i-

S=

s

13

¥

Axmo y BuGpaHuX Mapax MIiCTHBCS BOJAHMIA 3HAK, TO cyma S 6yae popis-

HIOBATH 27, B IHIIOMY BUNazKY S NPUG/IH3HO JOpiBHIOE Hymo. Takum YHHOM,

TUTBKH MalOYH iCTHHHHN KITIOW MOXKHA Ji3HATHCS [po TpaBHIIbHE MiClle po3Ta-
LIYBaHHA BOIJAHOTO 3HAKa T2 OTPHMATH S~2n.
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Anzopummu 3 giokpumum Knoyem Ons docmyny 3o 800aHozo 3naxa [31].
AJITOpUTMH, B AKUX A AOCTYITYy IO BOASHOIO 3HaKa HEOOXiZeH CeKpeTHMi
KJI0Y, He JA0Th MOXKIIMBOCTI Oyb-A1KOMy KOPHCTYBa4eBi epeBipuTd ¢akT Ha-
SIBHOCTi BOJSHOrO 3HaKa B HM(pPoBOMY 06’ €KTi. 11 YCYHEHHS TAKOrO HEAOMIKY
BHKOPHCTOBYIOTh NPHHIMII aCHMETpHUHOI Kpuntorpadii. V Takux anropuatMax
CTErOKIIIOY ABJIAE COOOKO Mapy <cekpemuuii Knioy, 8IOKpumuti Knoy>: 1A MpH-
XOBYBAaHHA BOASHOIO 3HAaKa 3aCTOCOBYEThCA CEKPETHHI! CTErOKIIOY, a s Ie-
PEBIpKH — BiIKPUTHIA CTETOKIIFOY.

Posrnsaremo npukian. BizoMo, o [is myMpoKoCMyroBHX METOMIB MOTPi6-
Ha Hecy4a BHMIIafIKOBa MOCHITOBHICTD S, AKa MOXYIIIOE BUXIQHHI CHrHaI. 3aBIs-
KH 3aBaJOCTIHKOCTi, BIACTUBil MIMPOKOCMYTOBOMY KOIYBAaHHIO, iCHYE MOXJIH-~
BiCTb BiIHOBUTH BHMXiJHHI curHai Ge3 3HaHHA BCiel nocaigoBHocTi S. B anro-
pHMTMaX BOJAHMX 3HaKiB 3 BiIKpPUTHMM KIIOYaMH Lie MOXKHA 3pOOHTH B TaKMi
cnoci6: CEKPEeTHHMM CTErOKIIOYEM, BiOMHM JIMIIE BIACHMKOBI UH(POBOro
00’exTa, MOXHa OOYHCIHTH BCIO TIOCHIIOBHICTE S, TOAI K BiIKpHTHM KmoYem
— TinbKy il gacTHHY S**P, ane Hiei yacTHHU Oyze J0CTaTHBO LIA BUTATAHHA BO-
JAAHOTO 3Haka. Ha mpakTHLi 3aransHOIOCTYIHA NOC/IHOBHICTh S™™ — Ie o/MH
6iT 3 N 6iriB BuxixHOi mocmigoBHOCTI ™, ToAi 5K BCi iHmI 6iTH BUOHpAIOTECS
BHUIAJKOBHM YHHOM:

S, 3 umosipnicmo 1/ N

GiOKp __ i

random{-1,1}, & inwux eunadkax

Anzopummu 3 nepedbayennam [19]. Moaeni 3 nepen6adyeHHIM HIMPOKO 3a-
CTOCOBYIOTBECS B Teopii 3B’s3Ky ITIiA 9ac KOAyBaHHA [Ukepena curHainis. CyTsh
KOJ{yBaHHA 3 Niepefi0adeHHsM II0JIIrac B MiHIMi3auil OMMIKM MiX mepexGady-
BaHAM Ta iCTHHHMM 3HAYeHHAMH CHTHATY i KOZYBaHHI Li€i NOMHJIKH TaKHM
croco6oM, moe6 MaTeMaTHIHE CIIOAIBAHHA PO3NOALTY IOMHUJIOK GYJI0 GIH3LKMM
10 HyJA 3 MaJIoXo aucnepciero. JIns 306paxeHs XapakTepHa HasBHICTH CHIIBHOT
KopemAlii MK CyCimHIMM mmikcelaMy, TOMY aNrOpuTMH 3 mepelGaYeHHsM
3HAaHOLTH CBOE 3aCTOCYBaHH] B CHCTEMaX 3 BOASHMMHM 3Hakamu. Kpim Toro, y
TaKUX alrOpUTMax BPAaXOBYIOTHCH IICHXOBi3yalbHi 0COGNHBOCTI HoquHU. Bi-
JOMO, IO Bi3yanbHa CHCTeMa MIOAUHH MEHIN 9y THNBA [0 TEKCTYPH i rpaHHUbL
306paxeHs, MO poOUTE Wi 30HH HAMOLILIN [iAXOMIMAMY MICUSAMHU UL TIPHUXO-
BYBAaHHJ BOZAHOrO 3Haka. 3 iHImoOro oKy, 0di JIOAHHH Oy)Ke YYTAMBi 10 3MiH
Ha JiNsHKaX 300paXkeHHs, Jie € OXHOPinHi 3Ha4YeHHs. ToMy Taki 30HHM Henpuna-
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THi 14 IPUXOBYBaHHSA BOJHKX 3HaKiB. BOYNOBYBaHHS BOASHOTO 3HAKa BinGy-
BAETHCA TAK, MO0 PO3NOALT HOMUJIKH HEY3TOKEHOCT] He 3MiHIOBABCA.

ANFrOpHTMH 3 Tiepe6aveHHsAM 9acTO BHKOPHCTOBYIOTBCA B CHCTEMAX 1IB3,
WIS AKHX He IOTPiGHO 3HAHHA OPHUTiHANy 306paKeHH .

5.5.2 Bubip npocTopy 1/t IOAAHHS BOASHOrO 3HAKA

Ilepen BOYROBYBaHHAM BOISHOTO 3HaKa HU(pOBE 300paxxeHHs MOXe GyTH
TIONEPENHEO MOAAHO B YACTOTHIM o6nacti. PosrnsHemMo Moximei Bumu mepe-
TBOP€Hb, BUKOPHCTOBYBaHI B CHCTEMAX BOASAHHUX 3HAKIB.

Huckpemne nepemsopenns ®yp’e (IID), sixe ITHPOKO BUKOPHUCTOBYETHCS
B 1(poBiit 06po6Ili CHrHANIB, 3aCTOCOBYETECA TAKOX ITiJ YaC BHECEHHS BOJA-
HHX 3HaKiB y 300paxeHHs, OlaHe B 9acTOTHilH o6macti. Ile z03BoMsE OMTHMa-
JNBHO BUGPATH Ti YaCTHHH 306paKeHHs, Ky MOXHA OMICTHTH BOASHHI 3HAK
ALt ROCATHEHHSA KPAIIOro CHiBBiZHOMICHHS MiX BHAMMICTIO Ta 3aBaJOCTilKic-
0. ¥ crucremax 1iB3 muckperHe nepeTBOpeHHA ®yp’e BUKOPHUCTOBYETECH I
¢asoroi MOy AIHi i Yac B6YAOBYBAaHHS BOASHOTO 3HAKA B UHPPOBHIf 06’ €KT.
OzHak Haif9acrille e IePETBOPEHHS 3aCTOCOBYETHCH [N OTPHMAaHHA JUCKpET-
HOT'O KOCHHYCHOFO NEpPeTBOPEeHHH abo B nepeTBopeHHsx Menina-Dyp’e.

Huckpemne xocunycne nepemeopenns (JKIT) LHMPOKO 3aCTOCOBYETHCA B
cucremax I11B3 3 oraany Ha Taki OPHYMHM: BOJAHI 3HAKW GinbLI CTiMKi 0 yii-
JILHEHHS; iICHYIOTh BIANPalbOBaHi METOAMKH OLIHIOBAHHS BIUIMBY BOYIOBAaHHX
3HaKiB Ha BUAMMi TIEPEKPYIYBaHHA 306paKEHHS; POLEC BOYIOBYBAaHHA BOIA-
HHX 3HaKiB 3a gonomoroo JIKII serko peanizoByeTscs anapaTHO yCepeauHi cy-
JacHuX KozepiB JPEG a6o MPEG. IcHye kinbka BapiaHTiB BHKOPHCTaHHS JUC-
KpETHOr0 KOCHHYCHOI'O TIEPETBOPEHHA ITiJl YaC BHECEHHA BONTHOIO 3HAKA:

— HONaHH#A BiANoBinxuX koediwienTis JJKIT 306paxeHH | BOATHOTO 3HaKa [32}

— 061ik 3Ha%eHb GITIB BOIAHOTO 3HAKA B MHOXXHHKAX koedinienri JKII [33];

— 3MiHa KBaHTyBaHHA Koediuicaris JIKIT Binmosizuo no 6iris BOYHOBYBaHOTO
BOJISTHOFO 3Haka [19].

Ilepemeopenns Menina-®yp’e (IIM®) [34). Y 6arathox aJIropuTMax
IIB3 sunKKae npo6ieMa 3 BHAINECHHAM BOASHHMX 3HAKIB i3 300paxkeHs, AKi
niafamca aiHHAM reOMETPHIHUM MEPETBOPEHHAM. 3 Orfi4ly Ha 1€, Y CHC-
TeMax 1IB3 gacrto 3acTocoByiOTH nIepeTROpeHHA Menina-®yp’e, ke Bukopu-
CTOBYE BJACTHBICTh mNepeTBOpeHHA ®Dyp’c 3MIHIOBATH TiNbKH dasy:
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Flxrtax;+b)ye>F (k. k;)exp[-i(ak;+bk;)]. TakuM YHHOM, AKWO BOAAHMH 3HAK
Oyne npuxoByBaTHCA B aMILIITYAi nepeTBopenns Dyp’e, To BiH Gyne HEYyTIIH-
BHI 110 MPOCTOPOBHX 3CyBiB 300paxeHHs. JUI1 Toro, mo6 BOAAHiI 3HAKH Gymn
HEYYTJIHBI TaKOXK [0 06epTaHHA 306paXeHHs i 3MiHKM HOro MacTaby, BUKOpH-
CTOBYETHCA MOJIAPHO-JIOTapUPMiUHE BiToOpaeHHA:

x,y)> ¥ =exp pc?sﬁ’ ne peRi 0e(0,2n].
y=exp psin@

BianosinHo 10 mporo chiBBigHOWEHHA 06GepTaHHA GYIb-AKOrO €leMeHTa
(x.y) Y AekapTOBiii CHCTEMi KOOPJMHAT MOXHA [IOJIATH NIEPETBOPEHHAM Y JIOTa-
PHMIYHIA cHCTEMi KOOpIMHAT. AHAIOTIYHO, MacIITA6YBAaHHA 306paKEHHS
MOXHa IOAATH NEPETBOPEHHsAM Yy TOJApHil chcTeMi koopauHat (puc. 5.3). ITix
Jac BUKOPHCTaHHA afleKBaTHOI Moau(ikaLii CHCTEMH KOOpAMHAT onepaiii o6e-
pTaHH# i MacIuTabyBaHHA MOXYTh GYTH CKopodeHi. TaKiMM YMHOM, BIACTHBICTH
1HBapiaHTOCTI MEPETBOPEHHS MOXHA BUKOPHCTOBYBATH 1A NOGYIOBH IpocTo-
Py, HEIYTIHBOTO [0 TaKUX ONepawiii HaJ HPOMapKOBAHUMHE 306PaXKEHHAMM AK
o6epranus a6o 3MiHa MacwrTaby.

avnrimyoa avnrimyoa
» 11D » [IMD » [LIID
Ipocrip, iHBapia-
HTHHH V11 one-
| 3o6pakeHHs I gaza gaza pauift:
- MacirrabyBanHs

A

- o6epraHHs
- IEPEHECEHHS

A 4 A 4

OLITID OLLID OLLIId [«

A

Pucynok 5.3 — Cxema neperBopenns Menina-®yp’e

Huckpemne eevienem-nepemsopenns (JBIT) Takox 3acTOCOBYIOTh y CHCTe-
Max 1M(pOBAX BOLSHUX 3HaKiB [35]. 3aransHa cyTs BelBIIET-NIEPETBOPEHHS 110
jArae B GararoMaciTaGHOMy TIPOCTOPOBO-YAaCTOTHOMY PO3KITAfaHHi 306pakeH-
Hs. Ha puc. 5.4 nokasaHo NpuKJIaj po3KiIaJaHHs BHXIAHORO 306paXeHH 3 Tpho-
Ma MacIITabHUMHI MHOXHUKaMH. KoxeH MaciTa6Huii MHOXHMK 3a6e3neuye pis-
HUil piBEHb PO3MITBHOCT] 306paxenns. HuxHiit Aiana3’oH 9acToT 3 HaMMEHIINM
MaCIITabHUM MHOXHHMKOM 3HAXOIMTECA B J1iBOMY BEPXHBOMY KYTKy (670K LL;).
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Ha ToMy x camoMmy piBHi posmineHoCTi B Gaowui HL; yTpuMyeThes iHpOpMaLia
OO BEPXHROIO TOPH3OHTAIBHOTO | HIXKHHOTO BEPTHKAILHOIO iala3oHy yac-
TOT. BinmosinHo 650k LH; MicTuTh iHOOPMALIO MO0 HIKHEOTO TOPH3OHTAb-
HOTO i BEPXHBOIO BEPTUKATILHOFO JiaNa30Hy YacToOT 3 HaiMEeHIINM MacCIITabHIM
MHOXHHKOM, a 6110k HH; — BEpXHIO CMYTy YacTOT 3 THM K€ MHOXHHKOM. AHa-
JOTi4HO GyAYIOTBCA i IHTEPIPETYIOTECS HACTYIIHI PiBHI PO3ALTBHOCTI.

Pucynok 5.4 — IIpocTopoBo-4acToTHE PO3KNANAHHS 306paKEHHS

Ha puc. 5.5 noaano xkackagHy cxeMy JABOKaHAIbHUX DLIBTPIB M 106y H0-
BH FPOCTOPOBO-4aCTOTHOrO PO3KIAaHHA 300paKEHH.

d
. o+l 4
CxeMa BIIHOBIEHRA 2 m G(w)

Pucynox 5.5 ~ Cxema peanizauii BeliBieT-nepersopens
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Ha6opu ABOKaHaJIFHHX OPTOTOHAILHUX QLNBTPIB OMKMCYIOTHCA PIBHAHHAMH:
H(w) = %hk exp(—jko) i G(o)= %gk exp(-jko),

Bi/lIOBIAHO U1 BEPXHBOI i HIKHBOT CMYT.
ItepaTuBHMit Npolec po3KIamaHHA 300pakeHHSA MOXHA OMHCATH TAKMMH
tdopmynamu:

Cik =Zhn—2kcj,n 1 dj—l,k =Zgn—2kcj,n >
n n

a iTepaTHBHHIA NPOLIEC BUTATAHHA 306paXKeHH AK:

Cin= %hn—zkcj—l,k +§gn—2kdj-l,k -

B6ynoByBaHHA BOMIHOTO 3HaKa B 300paXeHHA BiIOGYBAcTLCH HULIXOM J0-
RaHHsA BianosinHuX koedimientis JIBII BoAsHOro 3Haka i 306paxeHHs pi3HUX
piBHiB posnineHOcTi. ITonepenHso koediuientn JIBII BoAsHOro 3HaKa MOXHA
HiANPaBHTH 3 YpaXyBaHHAM 0GMEXeHD, AKi HAKIIaAIOTLCA NlApaMeTpaMH Moje-
J1i 30pOBHX OpIaHiB JIFOJHHH.

Posrngnemo oaMH 3 BapiaHTiB BHTATaHHA i€papXiYHOro BOAAHOTO 3HaKa
[36]. 3a nonomoroto JIBIT NpoBOAMTHECA MPOCTOPOBO-YACTOTHE PO3KIIAAAHHSA
npuitHaToro 306paxeHHs i ¥oro opurinamy (BiH noBHHEH GyTH Bimomuii) Ha
4oTHpH niamasonu (1-mii piBeHp). IToTiM 0OUHCIFOETBCA B3a€MHA KOpEIALis
MiX BOASHHM 3HAaKOM, AOAGHHM y AianasoH HH,, i pisHuuero koediuientis
JBII npuitaaToro 306paxenHs i iioro opurinazy B UBOMY X HianasoHi HH;.
SIKIIo B3a€MHa KOpesAlia HalyBae MaKCHMAIBHOTO 3HAYEHHA, TO BBAXKACTHCH,
IO BOJAAHMIA 3HAK BUARJICHO. |HaKIe po3rIANaloTeCA iHII Aiama3oHW Ha TOMY
X camoMy piBHi (To6To HL;, LH)). Y BUNAjKy, SKOIO BONAHMI 3HAK TaM HE
3HaifieHo, To 06YKCcImOeThC HOBHIT piBeHb JIBII (2-mit piBeHs) i poburscs me
OaHa cnpoba BHABMTH BOXAHMIA 3Hak. Lleit mpoliec MOBTOPIOETHCA NOTH, JOKH
BOISHHUMA 3HaK He GyAe BUBIEHO abo Oyne NOCATHYTO BEPXHBOTO piBHSA poO3-
nimsnocti JIBIT.

IlpakTuka nokasye, IO 32 JOIIOMOTOIO BEMBIIET-MEPETBOPEHh MOXHA 33~
Ge3neunTu Ge3nmeKy BOASHOrO 3HAKA BiJ BUAAICHHS Mif Yac 3MifICHEHHA ome-
pauii ymidpHEHHA 3 BTpaTamH, 3a0e3leYWTH BHECEHHS BOJMAHHX 3HAKiB B
YHIiTbHEH] aHi a TakoX BUGHpaTH ONTMMAILHE MiCle PO3TAaIlyBaHHS BOMI-
HOTO 3HaKa.
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5.5.3 ®opmaTyBaHHsA BOASTHOrO 3HaKa

V nesKHX cHCTeMax Mepesi BHSCEHHSM BONSHOTO 3HAKA B mdpoBuit 06’ ekt
IIpOBOAUTECH fioro nonepenne ¢popmarysanna. Huwkde onvcani HaiGuism mmo-
IMpeHi MeToM popMaTyBaHHA.

Iltupoxocmyz06i Memodu BAKOPHCTOBYIOTECA B CHCTEMax LIB3 3 Tux xe
HpydHH, WO # y creradorpadii [13]. Bimomo, mo BUKOPHCTAHHA BUCOKMX qac-
TOT Kpaule 114 3a6e3NeveHHs HEBUIMMOCT] BOJAHOTO 3HAKa, ale Iie 3HIDKYE pi-
BEHb 3aBaJOCTIMKOCTI; i HABHAKH, HU3BKI YaCTOTH 3a6€3MeuyIoTs Kpally 3aBa-
AOCTIiHKOCTi, ajie BHOCATH BHUIMMI NEPEKPYIYBaHHS. 3aCTOCYBaHHS LIMPOKO-
CMYTOBMX METOAIB HO3BONAE 3IVIaMTH Li MPOTHPIYYsA, OCKLTLKH BOHH 3a6e3me-
9YIOTh BOYAOBYBAaHHS CHIHAJTY Mo MOTYXXHOCTI B KOXEH JianasoH qactor. V
IIHPOKOCMYTQBHX METONAX BOIAHMIL 3HAK PO3MIANAECTLCA AK BY3IKOCMYTOBHMIA
CHIHaJ, a 3aXHINYBaHE 300paKEHH — K IIMPOKOCMYTOBHIA.

IcHYIOTh /1Ba OCHOBHHX MIZXOAM [O POMIMPEHHS CIEeKTpa: 3a KOIOMOrOI0
TICCBAOBHII2AKOBOT MOCITXOBHOCTI i 32 JONOMOIOI0 CTPHGKOMOAIGHUX YACTOT.

CyTb mepioro migxo/y moysirae B MOXyIALi IIMPOKOCMYTOBOTO ICEBOBH-
TaJikOBOrO CHIHaMmy (IIYMY) By3bKOCMYTOBHM CHTHANOM, AKUI BiAMOBiae BOJA-
HOMY 3HaKy (pHC. 5.6). V pe3yibrarti Takoi MOXYIAL{i BUXOAHTD CHTHAJ, BULJIAL i
CIIEKTp AKOFO NMOMIOHMH IIyMOBOMY cHrHaty. OepKyBad MOXe BiHOBHTH BU-
XitHUit CHTHat BOAAHOTO 3HAKa, AKINO BiH AEMOAY/IOE MPUMHATHI CHIHAJ, BH-
KOPHCTOBYIOYH TOH CaMHMH IIMPOKOCMYIOBHH IICEBOBMIIANKOBMI CHIHA
(puc. 5.7). Yepes Te, wo indopmauis IO BOAAHMIA 3HAK PO3TAIlOBAHA B HEKijib-
KOX Jiala3soHax YacToT, BUXIQHMIA CHTHAN Gyje BiIHOBMOBATHCS Ge3 IIOMIJIOK,
HABITh AKIIO AesAKi YaCTOTH GYAYTh BUITyYeHi M Yac nepenaBaHHd NaHuX.

mm By3skocMyToBHiIl BoasHuE

2uaw

N Gir HInpoxocMyrosuit BoasHuit 3HaK

T

F L0 IR DAL IOLO L IR OO

(=0 LML A0 RLER (0000 OO 00011301

Pucynoxk 5.6 — Posiumpenns criexrpa 3a J0HOMOTOI0 TICEBAOBUINAAKOBOI IIOC/HIOBHOCTI
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Pucynok 5.7 — Cxema popMyBaHHS HPOKOCMYIOBOTO BOASHOIO 3HaKa

ITix 9ac BUKOpPUCTAaHHA CTPUOKOMOAIOHUX 9aCTOT OCHOBHA YacCTOTa CHIHa-
JIy. BOASHOTO 3HaKa 3MiHIOEThCS B IIMPOKOMY Jiana3oHi 3rifHO 3 BHIIAAKOBUM
3aKOHOM, fAKMI BU3HAYa€ThCA CTETOKIIOYEM. YV pe3yabTaTi MOAY/IOBaHHUI CHr-
HaJl Ma€ MMPOKUH CHEKTP.

I'onoBHa mpo6iema, sKa BHHHKAE IiJ 9aC BUTATAHHA BOJASHOIO 3Haka B
YMOBaxX pi3HHX aTak (0COOJMBO reOMETPUYHHMX), MOJAra€ B IMiATPUMII Ipa-
BWIBHOI CHHXpOHi3allii MiX OTpUMaHUM CHTHAJOM, SKWil BiAmoBizae 300pa-
JKEHHIO 3 BOASHUM 3HAKOM, 1 IICEBJOBUNAAKOBUM CHTHAIOM. 3aXHIIEHICTH BO-
JSHOTO 3HAKa MiJi 4ac PO3MIMPEHHS CIeKTpa 3a0e3MeqyeThes 3a JOMOMOIOIO0 Ce-
KPETHOTO KJIFOYa, 32 IKMM I'eHEepY€EThCS NICEBAOBUIIAKOBA [TOCIiIOBHICTS.

B mesxux Mikpocxemax, po3po0ieHHX IS Bil€OTEXHIKH, peali3oBaHa CHc-
TeMa BOJASHHUX 3HAKiB i3 IIUPOKOCMYIOBUM KOIYBAaHHAM 33 TAKUM aJITOPHTMOM
[37]. Hexait € npilikoBuii curHain {a;}, ne a;€{-1,1}. I3 curnaiy a; uuxom io-
r0 PO3TATYBaHHA B 4aci Oymyerbcs curHan b b,- a;, ne j-cr<i<(j+1)-cr i cr —
IIBU/KICTh Yuma. BogsiHuii 3HaK w;, skuit Oyne 6e3nocepeHbO BHECEHHH y 30-
6paxkeHH V;, OTPUMYETHCA NUIIXOM MOAYJHLII CUIHATY b, IICEBAOBUIIAAKOBOIO
HOCHIIOBHICTIO p;: w=ab; p;, € & — MHOXHWUK, KW BIUIMBAE Ha 3aBafOCTii-
KIiCTb i BUIMMICTh BOAAHOTO 3Haka. Takum urHOM, popMyna s BOYIOBYBaHHS
BOJIIHOTO 3HaKa B 300paKeHHA Ma€ BUTLAA V; = v; +ab; p;. Jina BUTATaHHS BO-

ISHOTO 3HaKa 3 300paKeHHA V; HEOOXIHO IeMOIYIIIOBATH OTPUMAaHHUIA CUTHAT i

JI0 KOXKHOI'O HOro KOMITIOHEHTA JOAATH BiAIOBiIHI BEJIMYMHU:

(j+)er-1 25 (j+)er-1 (J+)er-1 2
§5.= 2 .Ppvi= ) pvi+ ) P ab; .
i=jer i=jer i=jer
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BpaxoByrouH, 10 cepelHe 3HaY€HHS CUTHANY p; AOPIBHIOE HYJIIO 1 BiH cTa-
THCTHYHO HE3aNeXHUH Bil v;, s~craa;, po6HMO BHCHOBOK, L0 a=Sign(s;).

Husvxouacmomni 600ani 3naxu. 3a3BU4ail BBaXAE€ThCA, IO BOYIOBaHUI
BOJIAHHI 3HAK NIOBMHEH BUTPUMYBATH BCULAKI MaHIMy AL ZJOTH, ZOKH AaHE 30-
OpaxxeHHs me 36epirac Xoy AKi-HeOyAb CIOXKHUBYI BracTHBOCTI. Barato manimy-
nAuif i3 300pakeHHAM 6a3yloThCs Ha HUM3bKOYacToTHil ¢insTpauii (JPEG-
VIIUIBHEHHA, 3MiHa po3MipiB Ta iH.). 3 ui€l IPMYMHU PO3POGIAIOTECA (HU3BKO-
YaCTOTHi» BOAAHI 3HAKH, X0Ya BOHM, SK IIPABUIIO, MOXYTh 3AIHIIATH BHAMMi
CHiiH B 300paXKeHHI.

Cxema CTBOPEHHA HH3BKOYACTOTHOTO BOJMHOTO 3HaKA 3 BHKOPHUCTAHHAM
JMCKPETHOTO MepeTBOPeHHA Dyp’€ MOXE BHUITAAATH TaKUM YUHOM (pHc. 5.8)
[38]. Hexaii € BogAHMI 3HAK Wy(i,/), KU Ma€e PO3MipH 3aXHUILYBaHOro 306pa-
xeHHst. Ha OCHOBI Wyn(i,f) GyMyeThca BONAHUI 3HAK Wyy(i'yj’) 31 3MEHIEHUMHU
po3mipamu i s Heoro obuucmoersea JIID Wy (u,v). Ilicns uporo Wiy(u,vy
JOONOBHIOETECH HYJUIMH JIO IIOYATKOBHX PO3MIpiB i obumcimoeTsca oOepHene
All®, y peaynsraTti 9oro Gyne OTPUMaHO 306paXKEHHS BOMAHOTO 3HAKA Wy (i,f),
Y SKOMY FapaHFOBaHO OYAYTh MPHUCYTHI TUILKH HA3bKI YaCTOTH.

JONOBHCHHA
){HliHBHCHH}I 6D HYJIAMUA OlLUBD
Wbux Wiy Wy Wo 0 Wi
0 0

Pucysnok 5.8 — Etanu no6ynoBs HU35K04aCTOTHOTO BOAAHOIO 3HAKA

Koou 3 eunpaanennam nomunox BEUKOPHUCTOBYIOThCH B cucTeMax LIB3 mnsa
BUpiIIEHHA Apo6eMH 3aBalOCTIMKOCT] BOASHUX 3HAKIB [0 BILTMBY BHIIAIKOBHX
i HaBMHCHMX TepekpydyBaHb [39]. V mpoMy BHNanKy, 3a aHAJIOTIEO 3 Nepela-
BaHHAM iH(OpMallil KaHANOM 3 HepelKoaaMy, 306pakents Po3rIAAacThCA AK
KaHajt 3B’A3KY, a Pi3HOro BHIY aTaKH — SK MEpPEeKpYYYBaHHA, BHECEHI IIYMOM.
Cain Bif3Ha4uTH, IO Ha BIIMIHY Bifl KJIAaCHYHOI 3a4aui KOXYBaHHA KaHANY, Jie
MOAEITIO NEPEKPYIYBAHHA € HOPMAIBHO PO3NOALTEHHI yM, CUCTEMH BOIS-
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HHX 3HaKiB MOBHHHI BPaXOBYBaTH Pi3Hi BUIM aTak, AKMM BilOBiZalOTh MoOIeIi
IIYMiB pi3HOi NPUPONH, HE 3aBXKIM POSIOALIEHHX 32 3akoHOM ['aycca. V npomy
KOHTEKCTi, y)e BaXKO CTBODHTH YHiKaJIbHMIi KOJ, KUl G NPOTHCTOSB pi3-
HUM THIaM atak, i 11 nmpobiaema gotenep He Bupimena. Clij 3a3Ha4UTH, IO HE
3aBXIM ICHy€ MOXIMBICTh 30UIBLIEHHA 0GCATY BOASHOTO 3HAaKa B 306paeHH]
(ToMy mo Ha BiIMiHy Bix aymio i Bizeo, BOHO CTaTHUHO i KiHLERO) AL TOTO,
06 CKOPUCTATHCA KOJOM 3 BUIPABIIEHHAM MOMHIJIOK, TOMY IPH BUKOPHCTAHHI
KOperyBallbHHX KOJIB BaXNHBY pOJIb Bimirpac CHiBBiIHOIIEHHS Mix o6csarom
in(opManii 306paxkeHHA i BOATHOTO 3HaKa.

5.5.4 CnocoGu BHECEHHsI BOASIHOTO 3HAKA B NMPPOBHIi 06’ KT

BHeceHHs BOASHMX 3HaKiB MOXHA IPOBOAMTH 3a JONOMOTIOI0 ¢hazoeoi i
amnnimyonoi modynayii [40, 41]. Byns-sxe 306paxenns ] 3a ZoMOMOIOK0 IUC-
KpeTHOro nepeTBopeHHs Pyp’e MOXHa NOAATH aMILTITYAHOIO i (a30BorO cKia-
noBuMH. Bizomo, mo ammiitynsa ckaanosa IITIP He Mae 3Ha4HOTO BIUIMBY Ha
AKICTB 306paXerHs, ToAi K (pa3oBa CKIALOBa CYTTEBO BILTUBAE Ha oro po3bip-
nuBicTh. KpiM 1poro, $pa3oBi KOMIIOHEHTH 3aBafOCTiiKi 40 MIyMy i HedyTnHBi
10 3MiHM KOHTpacTy B 300paxkeHHi. TakuM YMHOM, SKIIO BHOCHTH BOISHMI
3HaK y ¢a3zosi komnonentH IUIID, To nix Yac #oro HecaHKHiOHOBAaHOTO BHAA-
JICHHS AKOCTi 306pakeHHA Gyie HaHECEHO BIXYYTHOTrO 36HTKY.

Mo Toro, mo6 3a nonomororo $azsoBoi MoAYNALIT BHECTH B 306paXeHH:
BOJSHUI 3HaK, HEOOXiAHO 3MiHHTH YaCTOTHi KOMIIOHEHTH 306paXeHHA B TaKHii
cnoci6:

ﬂkb kZ) ‘L¢ (kb k2)+6
& Ni-ki,Nr-k2) ¢ (N)-ky, N-k2)-6,

fie O — piBeHb, IO BiANOBifac BOASHOMY 3HaKy (MO3HAYCHHS BilMOBIZAIOTH
po3a. 3). Jins BOAAHOrO 3HaKa AOCTATHEO BUOpatH Ti koediuicntu LITTD, enep-
Tist AKHX JOCTAaTHBO BHCOKA /A iCTOTHOrO BIUIMBY Ha 306paXeHHA, TOGTO Ta-
KHX, IO

, NNl s
Ak, ky) /t 2 An,n) >e.

r=1l r,=1

Lle rapanTye HeGakaHi BTpaTH B AKOCTI 306paXkeHH M 4aC aTak Ha BOMIS-
HUii 3HaK.
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AMILTITYAHY MORYASIIIO MOXHA IPOBECTH GesnocepeHBO 3 306paXKEHHAM
a60 Horo 4acTHHOI0. JUI4 PUKIIafy PO3TIAHEMO AMILTITY IHY MOAYNALIIO KOM-
TIOHEHTa CHHBOIO KOJIbOpY 300paxenHs. Hexaill koJbopoBe 306paxeHHs noxa-
€Tbea y BUrAni I=(R,G,B), ae p=(i,j) — BUNagKoBe Micie PO3TallyBaHHA IiKce-
na B 306paxenHi i m={0,1} — 6it BoagHOro 3HaKa. TOAI HOBHH KOMIIOHEHT CH-
HBOTO KOJILOPY B’ 3 BOASHUM 3HAKOM MOXHA OTPMMATH 3 B 3a TakKuM CIIBBif-
HomeHHaMm: B'; < B, +(2m - 1)qY;, ne Y — KOMIOHeHTa ACKPaBOCT i ¢ — KOH-

CTaHTa, INO BIJMBAE€ Ha ONTHMAILHE CIIBBiIHONICHHS 3aBaAOCTIMKOCTI 1 BIIH-
MocTi. Crijt 3a3HaYMTH, MO BiANOBIAHO MO miel (bopmynn Benuka sckpaBicTs
Kpaia s HafifHOCTI BOAAHOIO 3Haka, TOMY IO 3ip JIEOAHHM Mac HU3BKY 9yT-
JIABICTH 33 BEJIMKOI ACKPABOCTi.

BHeceHHs BOAfHHX 3HAKIB MOXH2 TIPOBOJUTH LLITXOM KE8AHMYBAHHA Koe-
Qiyienmie TACKPETHOTO KOCUHYCHO20 nepemgopenns [42]. Ipuyctumo, Heo6-
XifHo BOYAYBaTH GiTOBY MOCHiZOBHICTE BOASHOTO 3HAKA {Mi}i=1, gmy ¥ 306pa-
keHHs. JUIA HBOTOo, 3TiIHO 31 CTETOKIIOYEM, Y 306paxKeHHi BUOHPAOTH k Gi10KiB
po3mipy 8x8. Onun 6iT BOASHOrO 3HAKA BCTABIAETHCA B OIMH GIIOK 300paxeH-
Hi. Jlnd KOXHOFO BUOGpaHOro 6noka OGUMCTIOIOTHCT koedimientu JIKIT
{ai;} /=1, _s... IIponec BrpoBamKeHHs GiTa BOASHOro 3HaKa BiZOYBa€THCA MAA-
XOM BBEACHHA NCBHOTO BiJHOUIEHHS MiX ABoMa Koedilienramu JKII oxxoro
Gnoka B Takuit croci6. Jlna Beix 6itie BOASHOTO 3HaKa k=1,...,J(m) BuxkoHyIOTH-
¢4 Taki omepamii. Axkmo (m=1 i (a1,20(az, 1) 360 (m=0 i (a1,6<(az 1)8), TO He-
00XiHe BiHOWIEHHA MiX KoedilieHTaMu Bxke icHye i Hemae Heo6XimHOCTI B
HpOBEACHHI MoAubiKanil; inakine, [ 36epeXeHHs BIANOBIAHOrO CHIBBiTHO-
IUCHHA [IPOBORMTLECA OOMIH 3Ha4YeHb Mixk Koediuientamu JKII. s Beix 3wmi-
HEHHX ONOKIB 30GpaeHHsS OGUHCITOETHCA obepHeHe IMCKpEeTHE KOCHMHYC-
MEPETBOPEHHA.

J1s BUTAraHHS BOMIHOTO 3HaKa HeOGXiAHO JOCTi/KYBAaTH CIIBBiAHOINEHHA
MbK koediuienTamu (a;,2); i (az,)r. Sxmo (a1 J)k<(az )i, TO  k-mit 6it BomsHOTO
3HaKa ROPiBHIOE HYIIO, iHaKIIEe — OAMHMLI.

MerToa BHECEHHS BOASHOIO 3HAKA i3 36epescennsam cepeonvoi Ackpasocmi
[43} 6asyeThes Ha knacudikanii obnacteit 300paxxeHHsA MUIIXOM KiIacTepH3aLii
MiKCENIB 32 OHHOPiTHUM HaGOpPOM. ANropHTM BOY/I0BYBaHHS BOAAHOTO 3HAKa
MOXXHa IIOAATH B TaKuii cnoci6:

1. 3rigno 3i cTeroxmoYemM BUGHPAIOTHCS GlIOKH 300paxeHHA, Kyau Gyne
BOYAOBYBAaTHCA BOIAHHII 3HAK;
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2. Iixcerni xoxHOro 6J10ka KIACHQIKYIOThCA 3aJIeXKHO BiJl IXHBOT KOHT-
pacTHOCTI (BEJMKOI, cepeHbOl i HU3bKOI); Y KOKHOMY Onoli BHALIA-
I0Thes ABi 00MacTi R i Ry, AN AKUX 0GYHCIIOIOTHCA CepeaHi 3HaYeHHA
SICKPaBOCTi;

3. KoxHy obnactb R; i R, MeBHUM YHUHOM pO3OMBAIOTH Ha ABi obnacri
(nmo3HauuMo 1x 4 i B). TakuMm 9YMHOM, OTPHUMaHi YOTHPH Iixo6uacti R 4,
R 3, Ry 41 Ry p, y KOXKHIll 3 HUX 3HaAXOXUTECA BiIATIOBIAHO M 4, My p, Mo 4 1
My p MIKCENiB, CepefHs ACKPaBICTh AKHX OIHIOETHCA AK V) 4, Y15, Yo u 1
E R

4. Hexaii m — ne OiT BORAHOTrO 3HAKa, AKHH HEOOXiHO MPUXOBaTH B
6Joni. Omepanis NpUXOByBaHHI MOXe OyTH ONHcaHa SK:

akmo m=0,10 ¥, ,—Y p=-11 Y, , g =—1,

-7,
AKIo m=1, Te )7,’,,—)71_5=1 i )7“—)72)5 l,

ae ! — piBeHs npuxoByBaHHA. OCKUIBKH cepelHi 3HAYCHHSA ACKPaBOCTi R,
i R, noBuHHi 6yTH 36epexeHi, MOXHa BU3HAYUTH JBa iHIIUX PiBHAHHA:
n Y 4tmplp  M4s st Yo

= Y’l 1 = Y2 .
CWRECN] ny 4 tnyp

I1i piBHAHHA KO3BOJAIOTE OOYUCIHTH CEPEeaHi 3HAUeHHA ACKPaBOCTi Y | 4,

Y5, Y241 Y ,pBIANOBIAHO 4O YEProBOro NPHMXOBYBAHOTO 3HAUYECHHA b
0ita BOISHOro 3HaKa,
5. Vci nikcenu oxHiel o6macti MogudikyroThcs B Takuii cnoci6:

67 1Yy

Ilepii Tpu eTanu ajaropuTMY BHUTATAHHA BOAJAHOTO 3HAaKa aHANOriuHi ajaro-

purMy BOyzmoByBaHHA B3. IloriM obumcmioroTbes 3HaYeHHA O7=Y ;,~Y ;5 i

05=Y 4~Y 5, 32 AKUMH MOXXHA BH3HAYWTH 3HaueHHA 6itTa b. A MOHYNH IHUX
BEAHYMH N03BOJIIE OLiHUTU MPABWIBLHICTH BiTHOBJICHOrO 6iTa BOJHOrO 3HaKa.

Brecenns 600anoz0 3naxa na ocnosi gppaxmanvrozo xodysanns [44}]. dpa-

KTaJIOM Ha3UBAETHCA CTPYKTYPA, IO CKIANAETHCA 3 YACTHH, AKi B IEBHOMY poO-
3yMiHHi € mopi6HuMu. dpakTanbHe KOXYBaHHS — Iie MATEMATIIHUIA Mpoltec, 3a-
CTOCOBYBaHHUIA [UIA KOAYBaHHS pacTpiB, AKi MICTATH peaibHe 300pakeHHs, B CY-
KYIHICTh MaTeMaTHYHHX [JaHUX, AKi OMMCYIOTh ()paKTaJbHiI BNACTHBOCTI 30-
6paxxeHHa. PpakranpHe KOMYBaHHS IPYHTYEThCS Ha ToMY ¢akTi, o Bci mpupo-
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AHi i GLIBIICTE WMTYYHUX 06’€KTiB MICTATH HaUTMINKOBY iHGOPMAIIIIO Y BHFII-
i OHAKOBHX IIOBTOPIOBAaHHX MAMOHKIB, IO HA3UBAOTHCA (PpaKTaAaMHL.

Hexaii HeoOXinHO YIUTBHUTH 306paKeHHA lorig. [To3naunMo uepes d(I,J) —
Mipy po36ixHOCTi Mix aBOoMa 306paxkenuamu I i J. BigoGpaxeHns 7 ogHOro
306paxeHHs B iHme OyneMO Ha3WBaTH  YUIIGHIOBAILHMM,  SKIIO
oD, (N)<cd(lJ), ne o— koediuient yminsuenocti, 0<o<1. Bignosiaso xo
TEOpeMH NpO YIIUILHIOBANBHE BiRoOpaxeHHs, nepertBopeHHs 7°(/) 36iracTbes
RO TOYKHM NPUTATAHHA I, IIDH 11— 00, TOOTO HE3ANEKHO Bifl IOYATKOBOrO 300pa-
XEHHA CHCTEMa 3aBXIH 36iraerbca o AKOroch crabitbHOro 300paxenHs. Bi-
AOMO TaKoX (Teopema Ipo KOIaX), IO [T YIUiITEHIOBAILHOTO NEPETBOPEHHS T
3 Koe(illieHTOM YIITBHEHOCTi o i BMacTHBICTIO d(yg, 7(J/))<¢ crpaBemnBe
CHiBBiRHOLIEHHA

d(IorigJa)<d(1'o-)~ (5 1)

Taxkum ynHOM, medke 300pakeHHA MOXHa IEBHUM YMHOM OIMCATH 3a J0-
TIOMOFO}0 VINUIBPHIOBAJILHAX TIEPETBOPEHb, sKi, OYBIIH 3aCTOCOBAHHMH 6arato-
pa3oBo Ha Oymb-4KOMY HOYAaTKOBOMY 300paKeHHI, 3pEHITOI0 NaayTh BHXiHe -
300paxenns. Sk MpaBuiIo, OMUC TaKOi NPOLEYPH YIUIIBHEHHA MEHIIHH ONUCY
€aMoro 306paxeHHs, TOMy HOTo BHTiIHIilIe [IEpefaBaTH KaHATaMM 3B'A3Ky 3a-
MICFb 300paKeHHs i MOTIM Bi{HOBIIOBATH.

3aaaya QpaxTanbHOro KOAEpa Mojirae B noGyaoBi TAKOTO NEPETBOPEHHA T
(nasuBacthesa IFS-xomoM abo cHcTeMoro iTepaniitnux QyHKUil), ske mpu 06-
MEXCHUX po3Mipax 3abesnedye Halkpamry NOmiGHICTE MK %Jog) i Log. IFS-
KO CKJIafacThCs 3 Habopy ahiHHuX mepeTBOpeHb (JIiHilHI HepeTBOpeHHs pazoM
3 NapaieALHUM NepeHeceHHsM). Kozep o oaHoMy it koxHoro 610ka R; BH-
3Ha4ac NepeTBOPEHHA 306paxenHa Iy, AK cymy adiHHUX mepetBopeHsb 7. Ile-
peTBOpEHHs 7; BinoOpakae MeBHMIt JOMEH Y Bimmosiguuil 6110k R;. Po3xomxen-
Hi GHOKa i OMeRy nume B iXHiX po3Mipax: 3a3Bu4ail KBajpaTHi 6I10KH MaKOTh
po3mip BxB, a noMeHH — BABi4 Gimbmmii — 2Bx2B (B — ue 8 mikceniB). J{ia
KOXHOro 6710Ka Kojep INyKac HaWBiANOBIAHINIMN KON&X 3 MEPETBOPEHOro i
obpaHoro gomeHHoro Gnokis. ITig yac HOMIYKY MOXIMBHX HOMEHIB Haji HUMH
NPOBOAATHCS TaKi NEPETBOPEHHS: i30METPUUHI 3MiHM, MacirTabyBaHHs i 3CyB
3Ha4EHb ACKPaBOCTi (puc. 5.9).
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Pucynox 5.9 — @paxraibHe KOAYBaHHS: IPUKJIAJ BCTAHOBJICHHS BiNOBIAHOCTI Mix
60KaMu 3a IONOMOTOIO Onepaliii 06epTaHHs i iHBEPTYBaHHS SCKPaBOCTI

ITix yac nekomyBaHHS], Ha OCHOBi oTpumanoro IFS-komy 7 064YHMCIIOETHCA
TOYKa NPUTATaHHA /, BiTHOBIIOBaHOTrO 300paxkeHHs. CII0YaTKy, 3aCTOCOBYHOYM
10 AOBLIBHOTrO IOYATKOBOro 300paxxeHHs: I, orpuManuii IFS-kox 7, popmyeTscs
300paxkeHHs /;. IToTim, moBTOpIOIOYM TpoLEC, 3 /; oTpuMyeThes o) i Tak mai,
J0TH, NOKW He BHine I,. 3a3Buyail i1 3ab6e3nedeHHs 30DKHOCTI MOTpiOHO He
MEHIIE AecATH iTepanii. [ToMmIKy, M0 BUHUKAIOTH MiJ Yac BiJHOBIEHHS 30-
OpaXKeHHA, MAlOTh BEPXHIO IPAHULIO, KA BIANOBINa€ criBBigHomen O (5.1).

CucreMu BOIJHOTO 3HaKa BUKOPHMCTOBYIOTH (ppakTajbHe KOAYBaHHA 3 J0-
NaTKOBHM OOMEXEHHAM: BBOAATHCA 06JIACTi MOXKIMBOTO MOIIYKY AoMeHiB. Ha-
NPUKIIAJ, 3aMiCTh CKaHYBaHHA IIUIOT0 300pakeHHS BOHO PO3ILIAETHCA HA MBi
CKJIaJI0Bi YaCTHHHU i, 3a/IeXKHO Bifl 3HaYECHH: PUXOBYBAHOTO 6iTa, PO3IIAIA€Th-
Cs TUIBKH OZiHA 31 CKJIQIOBUX YaCTHH.

Binbimn TOYHO Mponec BHECEHHA BOASHOIO 3HaKa B 300paXeHHs MOXHA I0-
Aatd B Takui crioci6. Hexait m — mocninoBHicTh 6iTiB, sAKi HEOOXiTHO MPUXOBa-
TH 3 HaUIMIIKOBicTIO U. BiiMOBIAHO 10 CEKPETHOro KJI0Ya Ui KOXHOro 6ira
my, BUOHparoThea U GIIOKIB, P LbOMY

— AKIO m;=1, To 60K R; KOAYETHCA NUISIXOM IOLIYKY /I HLOrO BiATOBi-
HOro foMeHy Dy y Tiit 9acTHHI 300pakeHHs, sKa Io3HaYeHa «0»;

— aKkmo m;=0, To 60K R; KOXYEThCSA MOUIYKOM JOMeHY D; y yacTuHi 30-
OpaXxeHH, fKa MOo3Ha4YeHa « 1.

broxu R; , Mo 3anuwunucs, KORYIOTBCA, 5K i Y BUINAAKY «KIaCHYHOIO»
(pakTanbHOro KOXyBaHH: 300paKEHHS, Iif Yac MOWYKY domenie Dy o BCboMy
300paxkeHHI0. ITicis IbOro 0GUUCIIOETECA TOYKA NPUTATaHHA /.
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IIponec BUTATanHA BOASHOTO 3HaKa CKIANAEThCA 3 ABOX KPOKIB:

1. Jina I, i KoxxHoro 6noka R';, BUOpaHOTroO BiANOBIZHO IO CEKPETHOrO
KJII04a, IIYKaeThCs MOB’A3aHUi 3 HUM AoMeH D' SIkmo nomen D', Hane-
XKHUTh [0 YaCTHHU 300pakeHHSA, ITO3HAYCHOro «1», TOo BHeCeHHuit OiT xopiB-
HIOE «1», B iHIIOMY BUIafKy — «O».

2. PimeHHA npo 3Ha4YeHHA KOXHOTo 6iTa my; mpuiiMaeThed 3a OUIBHIICTIO
«0» abo «1» y nabopi U.

* k %

Sxmo po3raigaTH KOMepUiliHi 3acTocyBaHHA creraHorpadii, To omgHuM 3
HaOLIbII MepEIeKTUBHUX HANPAMKIB 1i pO3BUTKY GaduThCA caMe PO3BHTOK i -
3aCTOCYBaHHA HEBHOMMHX UM(POBUX BOIAHUX 3HAKIB /A 3aXMCTY aBTOPCHKHX
npas Ha 1poBi Bupobu. IToMimeni y daitn mmdposi Boadni 3HaAKH MOXYThb
OyTH po3Mi3HaHi CneliajlbHUMH NPOrpaMaMH, SKi BUTATHYTH 3 (ailry Gararo
KopHcHoOI iH¢opManii: Konu cTBopeHHMit ailn, XTO Mae aBTOPCHbKi Npasa, AK
BCTYITMTH B KOHTAaKT 3 aBTOPOM.

PuHOK 3ac00iB 3aXHCTy iHTENEKTyalbHOI BIACHOCTI, PO3MOBCIO/DKYBAHOI B
InTepHeTi i Ha iHIMX IUGPOBUX HOCIAX, TUIBKH CTBOPIOETHCA. AJe IIPH TOMY
MOBaJIBHOMY 3JIORINCTBI, fKe BiAGYBAacThCA B Mepexi, KOPUCTH i€l TEXHOMOTIT
OUEBHAHA.

5.6 ITutanHs ANA CAMOKOHTPOJIIO 3HAHb

1. B yoMy nosrae npo6ieMa 3aXUcTy aBTOPCHKOro npaga?

2. ITocHiTe TepMmin «uudpoBi BoLIHI 3HAKI.

3. INoACRITE MOHATTA «BiAOGHTOK MAJBLLL» Ta KMAPKYBaHHA».

4. Copmysmoiite BUMOTH HO CHCTEM IUM(PPOBUX BOIAHMIX 3HAKIB.

5. PoskpuifTe NOHATTS BHANMI, HAaMiBBHUAMMI, HEBUAMMI T2 KpMXKi BOIHI
3HaKH.

6. Sk 3pificHIOEThCA BHECEHHA Ta BHTATAHHA IMGPOBHMX BOIAHMX 3HAKIB Y
uudpoBuil 06’ekT 3a momoMorowo IwlariHy Digimarc rpadiunoro penakropa
Photoshop?

7. HaBeiTh NpHKIaaM MOXIIUBOIO BUKOPHCTAHHA CHCTEM HU(POBUX BOAA-
HUX 3HAKIB.

8. HaBenits y3aransHeHy MoJieTb CHCTEMH HUGQPOBUX BOASHUX 3HAKIB.

9. Ha sKi THIM NOAUAIOTECA CHCTEMH I(POBUX BOASHUX 3HAKIB?
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10. SIxi acneKTH MOBHHHI BPaxOBYBAaTHCh y CHCTEMax LH(PPOBHX BOATHUX
3HaKiB?

11. Po3kpuiiTe 0OCHOBHI BUMOTH 0 CHCTeM IU(PPOBUX BOATHUX 3HAKIB.

12. HaBenith Bumoru IFPI 1o cTilikocTi BOOSHHX 3HAKIB Y 3BYKY.

13. Ha sxi rpymmu noAiIftoTh NepekpydyBaHHA, AKUM MiAAAIOTHCS 06 €KTH 3
[1B3?
’ 14. 5Iki icHyI0Th IepeKpy4JyBaHHA Ta aTaku Ha [[B3?

15. Oxapakrepu3syiite MeToxH BUGOPY Mica posTamryBaHHA [[B3.

16. Oxapakrepusyiite MeToaH BUGOpPY MPOCTOPY IJIA NOXAHHA BOASHOTO
3HaKa.

17. OxapakrepusyiiTe MeTOOM NOINEpPeNHBOro (hOpMaTyBaHHA BOJISHOrO
3HaKa.

18. Oxapakrepusyiite croco6u BHECEHHA BOIJHOIO 3Haka B LUGPOBHIA
00’€KT.

19. SIxvM 9rHOM 31iHCHIOETBCS BHECEHHS BOXAHOrO 3HaKa Ha OCHOBI ¢pak-
TalbHOIO KOAYBaHHA?

20. ki mepcrieKTHBHI HaPAMKH PO3BUTKY KOMEPLIiMHIX 3aCTOCYBaHb CTe-
raHorpagii?
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6 IIM®POBI BIIEUTKH

[Ha TepMmiHOM «BiIOUTOK HaubuM» (fingerprint) GyHeMO PO3yMITH HEAKY
XapaKTepUCTUKY 00’€KTa, AKa HNO3BOJIAE BIAPI3HATH JaHui 06’ €KT Bij iHmMX
Homy moai6buux. Inenrudikania 06’extiB 32 BIIGUTKAMM 3aCTOCOBYETHCS 3/1aB-
Ha. MoXHa HaBECTH TaKi KJIaCHYHI TIPUKIAIH.

1. Biobumox nanbys moouHu Mae YHIKAIBHWHA BIATHCK, SAKHH IIMPOKO
BHKOPHCTOBYEThCA MiJ| dac imeHTHikanii ocobucrocti. Binburku mansis
3HIMAlOTh NMPAKTHYHO Y BCIiX YB’S3HEHMX, a B JeskuX KpaiHax (Kopes,
®panuis) nepexbadeHuii 000B’A3KOBMH BiIOMTOK MankUs B TOCBimUeHHI
ocobu. Binburok nanbl, a Takox AesKi iHINI GioMeTpHuHi XapakTepHcTH-
KH (CiTKiBKa 0Ka, FO0C) IHPOKO BHKOPHCTOBYIOTBCA B CUCTEMAX KEpyBaH-
Hs JOCTYIIOM Ha CEKpPeTHi 06’ €KTH.

2. Cepiuni nomepu BUPOGIB, GyAyTIH YHIKATBHHUMH, BUKOPHCTOBYIOTECSA
K O3HaKa BiMiHHOCTI MK HUMH.

3. Koooeani yacmunku eubyxosux pewosun. Jleski BUOYXOBi peuOBHHA
BHTOTOBJISIOTRCA i3 BKPAIUIEHHAM MAlCHBKHX KOZOBaHUX YacTHHOK. e fo-
noMarae mix dac BHOYXOTEXHIYHOro aHamisy imeNTH(IKyBaTH 3aBOA-
BHPOOHHK, @ TAKOX THII i 4ac BUILYCKY BUOYXOBOIO 3ac06y.

Jto noseu koMn’roTepiB posBUBaIMCA Jmure ¢isudni TexHONOTIT peecTpauii
BigbuTKa. 3 POIBMTKOM TENEKOMYHIKaliHUX i OGUMCIHOBANIBHAX MEPEX TeX-
HoAOTiA BixbuTka nansud (fingerprinting) cTana 3acTOCOBYBATUCA Is IH(PO-
BHX 06’€KTiB (IIporpaM, TEKCTOBHX IOKYMEHTIB, 300paXeHb, Biieo, aymio Ta
in.). Hanpuxnax

— 'V mporpami mmdpysanns PGP min wac inenrudixanii sigkputax xmo-
4iB BUKOPHCTOBYETHCA IH(PPOBUI BiTOHTOK Y BUIVIAAL 3HAYEHHSA XeII-PyHKILT,
AKa OOYHCIOEFRCA 3a aropuTMoM MDS5 Bin Gitis BinkpuTOro Kioga, MOXyns i
TNIOKa3HHUKa CTyNeHs mudpysanns. Llei Binburox Maibxe yHikalbHui | BUKOpU-
CTOBYETHCA LUEHTPOM cepTHikalii AK ineHTHIKaTOp Y KaTanosi Kimoyis.

— Metoan uudpoBoro BiGHTKA 3aCTOCOBYIOTHCSA B AEAKHX LHPPOBHX i
ayaiosanucax miA BUABIEHHA (aKTiB He3aKOHHOrO PO3IOBCIOIKEHHA KOiH, a B
IUIaTHOMY TeneGaueHHi — M BifICTeXeHHs He3apeECTPOBGHNX aGOHEHTIB.

Meronu muppoBoro BiaOWTKa MANBLs PO3POGIAIOTECA Ta BHBYAIOTHCHA B
paMKax 3araibHoi Teopil creraHorpadii, 30kpemMa HH(POBHX BOASHHX 3HAKIB.
Hixde 6ymyTs posriaHyTi MeToan HudpoBoro BizGuTKa BiHOCHO mpobremu
3aXMCTY aBTOPCHKHX IpaB Ha u¢poBi AaHi (06’ €kTH).
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Cnig 3a3HaYuTH, IO LXGPOBI BIAOUTKH He 3aM06iraloTh caMiil MOXUIMBOCTI
HECAHKI[iOHOBAHOTO CTBOPEHHs komiit manux. L{a TexHonoris mossonse nuie
PO3pi3HUTH Komii HH(PpPOBHX 00’€KTiB, BUABUTH (JAKTH HE3aKOHHOIO iXHHOTO
BHUKOPHCTaHHA, a TAKOX y NEAKMX BHMIAAKaX BH3HAYMTH KOJO 0OCib, Aki OepyTh
Y4acTh y HECAHKI[IOHOBAHOMY BHUTOTOBJICHHI KOIIilf, i 1OBECTH iXHIO IPOBHHY.

6.1 Tepminosoris i 0CHOBHi NMO/I0KEHHS

Tlix TexHomnorieto nupoBOro BiZOUTKa MANBLA PO3YMIIOTh MPOLEC AOAAH-
Hs BigOHTKa B mudpoBuii 06’ekt (BUpiG) abo imeHTHdikalio 06’ckTa, AKIO
MiTKa B HhOMY BXKe NPHCYTHA. IIpH omucyBanHi cHcTeM IIM(POBHX BiAOHTKIB
3aCTOCOBYIOTBCS TaKi TEPMiHH:

— yughposa mimka — dacTiHa HUPpoBoro o6’ekra (BUpoby), Aka MOXe
HaOyBaTH 3Ha4Y€Hb 3 HeAKOT MHOXKFHHH;

— yugpposuit 8i06umox nanvys (WpoBuUil BiTGUTOK) — Iie CYKYIHICTh
K (POBUX MITOK;

~ Oucmpu6’lomop (UpoAaBeLb) — YNOBHOBAXECHUM PO3MOBCIOIKYBAY
nH(ppoBOro 00’eKTa, B AKOMY MiCTUTHCA UHQPOBHIA BiAGHTOK;

— 3apeecmposanuii kopucmyéay (IOKyHeub) — iIHAUBIAYYM, IO 3aKOHHO
KOPHCTY€TbCA LU(PPOBUM 06’ €KTOM, y AKOMY 3HAXOQUTHCA LU(pPOBHIi Bia-
OHTOK;

— nipam — iHAUBiIAYYM, KM OTPEMY€ BUTORY Bijl HECAHKLIOHOBAHOIO
BHKOPHCTaHHA BUPOOY 3 i(pOBHUM BiZGHTKOM;

— 3padHuK — 3apeECTPOBAaHMIA KOPHCTYBad, KUl HE3aKOHHO IEpeaac CBiii
BHpi6 3 HMdpoBuM BinbGuTKOM 260 IPOBOAMTE 3 HUM HECAHKI[IOHOBAHI Jii.

Jiia po3yMiHHA HaBeReHOI TepMIHOJOTII pO3I/IAHEMO TakKy Mojenb. Juc-
mpub6’lomop, AKui 3aKOHHO PO3HOBCIONKYE CEPEl CIOKMBAYiB HU(POBI BHpPO-
6u (sanpuxian, DVD, Blue-Ray mucku), HABMHCHO JOZAaTKOBO BHOCHUTE y KOX-
Hy JIETAIbHO INpOJaHy KOMilo NpHxoBaHi AaHi (yugposi mimru). CyKynsicts
YCiX IMX MiTOK CTAaHOBUTH yughposuii giobumox. Jlesiki 3apeecTpoBani KOPUCTY-
Badi (3padHuxu) MOXYTh TIITH Ha TAEMHY 3MOBY: IPOBECTH HOPIBHAHHA KOMiH
CBOIX BHPOGiB i BUALTHTH BCi MpoBi MiTKH. V 11bOMY BHITaJKY BOHH MOXYTh
Bignatu (abo npoxatH) maHy iHGOpPMaLilo CTOPOHHEOMY — Hipamoei, AKHil Mo-
e HaJIaroJ{TH BUPOOHHLITBO HE3aKOHHUX KOMiiA.

VY TakoMy BUMNaZKy MeToo AUCTpHO’I0TOpa € momIyk Ta igeHTudikauis 3a-
PeECTPOBaHUX KOPHCTYBadiB (3pagHMKIB), AKi MM Ha KOMIIPOMIC 3 MipaToM,
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a MeTolo mipaTa — 3anoGiraHHA MOXJIHBOCTI CBOEI ifeHTHOiKaUii mUCTpH-
6’10TOpoM.

Ho cucteM peecTpaii Bin6uTKa Mankbls 3a3BMUail BUCYBAlOTh TaKi OCHOBHI
BHMOTH:

— cmitikicmb 00 3M06u: AKIIO TOM, XTO aTAKye, Ma€ JOCTYI A0 KEAKOl Kilb-
KOCTI komii mupoBoro 06’exra, TO IUIAXOM iXHBHOrO 3arabHOrO aHAlli3y BiH
He IOBUHEH 3HANTH, BURaNUTH a60 3aMiHuTH nudposi BinOUTKY;

~ 36epedicenns axocmi eupoby: UUQPOBI MITKM, IO BCTABIAIOTHCA, HE MO~
BHHHi 3HaYHO MOTIPIIYBATH AKICTH 06’ €KTa;

— cmiukicme 00 MoOugikayiti 6upoby: AKIIO TOMH, XTO ATAKYE, IMIHIOE UG-
poBHii 06’€KT, TO BiIGHTOK MMCTPHO’IOTOpa MOBUHEH 36epiraTucs B HLOMY J0-
TH, JOKH PiBEHb NIEPEKpYdyBaHb HE 3pOGHTH CaM 06’ €KT HENPHAATHHM 1O 3a-
CTOCYBaHHA.

VY cucreMax peectpanii BiGUTKa MambUsi BUKOPUCTOBYIOTBCS Pi3Hi ITiAXO-
I, KAacH}iKalilo AKX MOKHA HPOBECTH 33 TAKMMHU O3HAKAMH.

1. Knacugpixayis na ocnoei nodanus danux

— Dizuuna peecmpayis 6i0bumka, KoM BAPi6 Mae BiacHi dizuuni
XapaKTepyCTHKH, SKi BUKOPHCTOBYIOTECA AK BiIMITHI 03HakH (paiimy-
XHa 000JI0HKa OKa, TOJIOC Ta iH.).

— Hughposa peccmpayia éiobumxka, konu Bupi6 nomaso y uudpo-
BOMY (pOpMaTi i MOXUIHBA KOMIT'FOTEpHa 06pobKa BiGHTKa.

2. Knacugbixayia na ocnogi piens wvymaueocmi euasnenns 8iobumxa

— Touna peecmpayia idbumka BIINOBiKAaE BUNAAKY, KoM Gyab-
AKa 3MiHa IUGpPOBOro 06’eKTa poGHTH BiXGUTOK HEBMI3HAHHUM, a caMm
06’€XT — HEMPUAATHAM JI0 HUTLOBOTO 3aCTOCYBAHHA.

— Cmamucmuuna peecmpayis 6i06umxa BUCYBae MEHIII CyBOPi BH-
mord. Jlins Toro, mo6 npaBuibHO ifeHTH(IKYBaTH «IHpata», HOTpi6HO
0GpobuTy He OAHY, a MOCHTh BEMHKY KUIBKICTB Xipatchkux komii. Ilpu
IBOMY OCTAaTOYHHH Pe3YNLTAT ileHTH}IKALli Mae NEBHY IMOBIPHICTS.

— I'panuuna peecmpayin eidbumxa € 3MilIaHUM TUROM JBOX IIOME-
pemsix. V wii cxemi nepenGadeHo meBHuil mopir, AKuii BKasye Ha J0-
MyCTUMY KiIBKIiCTh KOPHCTYBaYiB HE3aKOHHOIO KOMi€ro. SIKIO Kiib-
KICTb BUTOTOBJIEHHX MIPaTCHKHX KOIif MEHINa 3aaHoro Mmopory, To
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KONii HEMOXJIMBO BHABUTH. SIKINO X 9YHCIIO KOMill mepeBMINUMTE NEei
TIOpIr, TO iCHy€ MOXJIMBICTB BiICTEXHTH MipaTta.

3. Knacughixayis na ocHosi memoody

— Cxema po3niznaganns TIpU3HaueHa A PeecTpalii i mepeBipku
TaKMX BiIOWTKIB, AKi € HEBIA €MHOK 4YacTHHOW 00’ekta (HanpHKiam,
BiIGHTKH MBI JIOTMHH).

— Cxema cmupanua BALAISAE NeSKY NOYaTKOBY YaCTHHY LH(pPOBO-
ro 06’ekTa B IpolIeci BCTAaBIAHHA BiiOUTKa.

— Cxema Harknadenns [ONAE Ky HOBY YWacTHHY B IM(poBHi
06’exT. Lla mogarkoBa YacTHHA MOXKe SKAMOCH YHHOM iHTepIpeTyBa-
THcA abo 6yTH Ge3rTy3a010.

— Cxema modugpixayii IpOBOAWTE 3MiHY B JEAKHX MicCIIX Iudpo-
BOrO 06’€KTa.

4. Knacugpixayis Ha ocHosi euznady 8iobumka

— Huckpemni 6i06umku: BinOUTOK MoXke HabyBaTH TiLKM HHUC-
KPETHMX 3HaueHb (HalpUKIal, Xell-3HaueHHs IMdposoro daiiry).

— Be3nepepeni idbumxu: BiIGUTOK MOXe HabyBaTH Oynp-AKOro
MOXUIHBOro 3Ha9eHHA (¢i3u4Hi BinOUTKR).

6.2 Tpuxiaagu cxem peectpauil mugposoro BiabuTKa

PosrinsHeMo AeAki HalbineIn THIOBI MOAEni cicTeM peecTpallii HudpoBoro
BiAGUTKA Maiblld, SKi MOXXHA 3aCTOCYBaTH JUI BUDINICHHS 3aja4 3aXMCTY aB-
TOpPCHKUX Tpas. J{aHi MOAEN AAIOTH TLMBKH 3arajibHe YABIEHHs NPO MAXO0AH A0
BHpIIEHHA OrooleHol 3aadi. Y RiCHOCTI 3anponoHoBaHi # iHmi cxemu, Aki
3a6e3MeUyIoTh 3aXHMCT aBTOPCHKUX TPaB B Fally3i €eKTPOHHO TOpriBii.

6.2.1 CTaTHCTHYHA peecTpalisi BIAOHTK2

B 0CHOBI CTATHCTHYHOI CXeMH peecTpallil BifOHTKa JIEXKHUTh CTATHCTHIHA
nepesipka rinore3 [46]. Cyrs maHOi nponexypu Taxa. IIpumycTumo, mo auc-
Tpu6’10TOp MPOJAE KOPUCTyBayaM m Komiil neBHoro BupoOy. Hexait naHo aifc-
Hi YHCHA V},Vs,...,Vp, A€ YUCIO N JOCHTH BENUKE N7 TOTO, 06 MPOBECTH CTATH-
CTUUHY MepeBipKy rinores. Hexail /i1 KOXHOTO V; € Take 3Ha4eHHA &0, Wo
oro §-okin He TIEPETHHAETECA 3 5-0KONOM Vj, JIA BCIX i. KOXHOMY KOPHCTY-
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BayeBi BiANOBifa€ omHe YHCHO 3 iHTepBaNy [v—d, v/+d], 3a AxuM BiH Gyne Bia-
pismATHCA BiA iHIIMX KopHcTyBadiB. [IpHONM3HO MONOBHHA 3HAYEHBb, OTPHUMA-
HMX KOPHCTYBayaMu, Oyzne 3HaXOoQUTHCA B iHTepBani [v, vj+d], a iHma mogoBu-
Ha—Y [v-&, v;]. [lo3Hauumo depes v, j-Fy Komito uudpoBoro 06’ekra, nepexany
i-my Kopucmyeauesi.

[Tpunycrumo, mo AUCTPHO IOTOP 3MIr BUIUINTH 3 HPATCHKOI KOl 3HaYEH-
HA V) V2,V . Y ILOMY BUNAAKY Horo Merolo Gyne mepeBipka rimoresu, 1o
JUKEpeNoM A faHoi Komii 6yna Komig, mponaHa i-My KOPUCTYBaueBi, A1 BCIX
1<i<m.

Posrasgnemo s gaHoro i GyHKLIO MpaBAOMOAIOHOCTI

v'i-v, .
L, =———,1<j<n, 6.1y

y )
J

xe (Ly)ig< — HOPMOBaHa Pi3HMIA MiX 3HAYEHHSMHM V NIPATChKOi KoIii i 3Ha-
4EHHAMH V, AKi GyJIi BHAAHI /-My KOPHCTYBad€eBi.

Jts KOHKPETHOTO # PO3IAHEMO 3Ha4eHHA (L)<, ABOX HEMEPECI4HMX ITia-
MHOXuH. Hexail 44" — 3nauenns Tux Ly, 1A SKuX vy Gifpme 3 ABOX Komii vj,
TNIPOJAHUX Pi3HUM KOPHCTYBadaM, i 44 — u1s THX Ly, ipu saxux v; menme. Toxi
1<0 1 14>0.

Hexaii 1=~ Tipanycramo, wo mipat He po6GUB HiSKUX 3MiH Y THPaXO-
BanMx Komiax. Tomi, skmo BiH oTpuMaB BupI6G Bif /-TO KOpHCTYBada, TO
,u,»=,u,-' =p,"=0. SIKmo Xk BiH OTpUMaB iX Hie BiJf KOTOCh, TOAI

H=0.5, pl~0.51 pl-p~1. (6.2)

TaxuM 9KHOM, SKII0 B KoTii He 6yJI0 3p06GAeHO HiZKHX 3MiH, TO IIpH AOCHTE
BE;HIKMX 1 HipaT Mac OyTH Bimpasy ineHTH(iKOBaHHIA.

SlKwo B Korii NPOBOAMNMCS JeAKi 3MiHH, TO CHTiBBiAHOIEHH 4"'~0 Ginpiue
BUKOHYBATHCA He 6yae (OCKiNBKH CepeAHE 3HAYeHHA LMX 3MiH, B OCHOBHOMY,
Bipi3HAETBCA Bil Hynd). TakuM 9MHOM, AKHIO /~THI KOPHUCTYBaY IEpEaB CBOIO
KOTHIO MipaToBi, TO 4 Moxe 6yTH 6Mu3bKAM 0 HyA. 3 iHmoro GoKy, SKIIO i-
THH KOPHMCTYBad HE NepefaBaB CBOIO KOIIIO MipaToBi, TO JUI1 BEAMKUX A COpa-
BERIIMBO

—, 0 h
=i~ =1 (6.3)

Otxe, MOXHA 3aCTOCYBAaTd TakHid anroput™. JUIs KOKHOro § 069HCIOEThCA
PI3HHIA £4 MiX JBOMa HaMGiNbIMMu 3Ha4YeHHAMU. SIKIIO AN AESKOTO i 3Ha-
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9eHHA 4; ONMU3bKe 0 HYJA, a [UIA BCIX iHIIMX 44, A€ ki, — Onu3bKe 10 OOMHMILL,
TO TOJI € IOKa3 TOTO, IO i-THil KOPUCTYBa4 € «3paxHuxkomM». IlepeBipsaiodu 3Ha-
9eHHA 4 A BCIX /, MOXHA BHABUTH KOJO CaHKI[IOHOBAaHMX KOPHCTYBauiB, sKi
HE3aKOHHO Nepeiad MipaToBi CBOO iHGOpMaLilo.

Cnix 3a3HayMTH, MO AaHa cXeMa 0a3yeTbcsa Ha MepeBipli riloTe3, TOMY
BIIEBHEHICTH B OTPUMAHOMY pe3yJIbTaTi Ma€ esKy iMOBIpHICTb.

6.2.2 Cxema acuMeTpHuHOI peccTpanii BiAOHTKA

3a3Buyaii cXeMH peecTpallii BifOUTKa € CHMETPUYHMMH. Y paMKaX TaKHX
CHCTEM Y KOPHCTyBaua HEMa€ MOXJIMBOCTI BiIMOBUTHUCS BiA Koiii, e mpocTaB-
Jieii #oro BiTOUTKHU. B enexTpoHHiH TOPriBii 111 BIaCTHBICTh MOPOIKYE CHTYa-
Wifo, KOJIM He MOXKHA JOBECTH, XTO BUTOTOBHB HE3aKOHHY KOIIilO — ITpoJaBelb
91 nokynenp. JUis BUpilICHHA Takol Mpo6JieMH 3alIpoONIOHOBAHO CXEMY aCHMET-
pudHOI peectpanii Binbutka [47], B AKkiil peani3oBaHO TaKi NONOXKEHHA:

— TUIBKM CRHKLiOHOBaHHUi KOpHCTyBad 3Ha€ BClo iH(opmaltito, mpuxoBa-
Hy Y BigbuTKy nugpooro 06’ekra;

— AKINO AUCTPUG 10TOp 3Haixe Ae-HeOyas He3aKOHHY KOIIiIo, TO BiH 3MO-
Xe imentudikyBaTd TOro MOKYMIU, KOMYy IaHa Komis Oyna mpopaHa, i
JOBECTH Lie TpeTiit 0cobi.

V posrmanyTiit cxeMi (puc. 6.1) nepenbagacThea peatizalisi YOTUPbOX MpPo-
TOKOJIB: «reHepauia xmoqay (Key gen), «peectpauis Binbutkay» (Fing), «igeH-
tadikauia» (Identify) i «Bupimenns cynepeuxu» (Dispute).

PosrasHeMo nmpouexypy Kymieii uugposoro Bupo6y. Koxen noxynens no-
BHHEH BiANOBIZHO 10 mpoTokoiy Key gen sreHepyBaTH mid cebe BiAkpuTHi i
cexpeTHuUit Kmo4i (BIANOBINHO, pkp Ta skp) i 3apeecTpyBaTH KIMod pkp y HEHTPi
cepradikanii. 3niiCHEHHA MOKYIKM HPOBOAMTHECA BilIIOBiIHO JO NMPOTOKOIY
Fing (puc. 6.1, a). Tlpogaseus BBOAKUTH Y MpoAaBaHuil BUPIO BiIIKpUTHI KIFOY
pkg i pAAOK str, axuit MicTHTH aTpuGYTH HOKYNKH. IloKynens BROAUTH CBilf cex-
PETHUIf KIH0Y skp i PAROK Sfr, Y pe3ynbTaTi 4oro y BUpi0, 10 KyIyeTbcs, BHO-
cuthed BignoBiaHuit Binoutok. Ioxynens i npofasens TakoXkK OTPUMYIOTH YEKH
1po 3uikicueny yromy recordy i record,,, BignosinHo. ITokyneus Moxe 36epira-
TH Lielf 9eK Ha BHNAJI0OK BHHNKHEHHA MOMNUIMBUX CyNEpedOK, a B IPOJAaBLlI Be-
JeThCA PEECTp YCiX MponaxiB JaHOTO BHIY BUPOOY.
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NoKynenb

npoaaBeuhb npoaaBsenn
06'6’“&“9;‘:“"‘3’ » sks, str 3ualinenmit o6'exT, opurinan
pre. 06'exTa, XKypHaI npoaaxis
A 4 y Y
I fing | | identify
A 4 y L 2
recordy record,, ks, str, proof
i MapkoBaHuii a6o «mo-
06’ exT MIIKa»
npoaaBens
npoaaBenhb OOKYIlel b

a) nix vac kynisai nudposoi komil 6) nix 4ac nepesipku konii

npoaaBenhb apbirp noKynenb

Pk, str, proof Pkg, str skg, str, recordp

4 v A

L dispute —[

PillleH s PO BUHY

6) Y BUNIAJIKy BHDILIICHHS CYNICPEYKH

Pucynoxk 6.1 — Cxema acuMeTpraroi peectpalii uudposoro sixbutka

Axmo nponasew 3Halxe NiparTcrky Komito BUpoby i 3axoue inenTndixysa-
TH 1i MepUIOro MOKYNUs, TO BiH MOBHHEH BiAIOBIIHO [0 mporokomy Identify
(puc. 6.1, 6) mposecTH aHani3 3HaHAeHOI Komii i peecTpy mpoxaxie. ¥ pesynb-
Tati aHanisy Moxe GyTH ifeHTH}iKOBaHUIl KTIOY MOKYTILIL pks 1 jioro panok
niamacy proof, a6o % BUAAHE NOBiIZOMICHHA KHEBAAYa», KE CBiIYHTH Tpo He-
MOX/IMBIiCT ieHTHDiKALLT. '

Bupimenns cynepedku BianoBiaso mo mpotokomy Dispute (puc. 6.1, ¢}
MOXe IMPOXOAMTH MiX ABOMa a60 TphOMa CTOPOHAMH: MpOAABLEM, apBiTpoM i,
MOXIIMBO, MOKYNIEM. JUiA UBOro y BiANOBiNHMI aNrOPHTM NpOAaBens i apGiTp
BBOIATH pky i str. IlpofaBeHb TakoX NOJATKOBO BBONMTH PAIOK proof. Skmio
Ti(03PIOBAHHH MOKyNENh TakoX Gepe y4acTh y CYAOBOMY PO3CIifyBaHHI, To
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BiH BBOIHTH Sfr, CEKPETHUIl KIIIOY skp i MOBiIOMIIEHHS recordp. Pe3yapraToM
po6OTH AIrOpUTMY € MifKa3Kka apOiTPOBI PO MOXIINBY BiATIOBITHICTE MiPaTCHKOT
KoIIii Till Komii, AKy KyIiB MOKyNeupb 3 ileHTHQIKaliiHUM PAIKOM Str.

6.2.3 Cxema aHoHiMHOT peecTpauii BiztouTKa

BBakaeThcs, MO €NEKTPOHHA TOPTiBIIA IOBMHHA HANABATH TaKuWii ke piBeHb
aHOHIMHOCTI 3[iliCHEHHA NMOKYIIKH, AK i 3BMYaiiHa TOPTriBNA. AHOHIMHICTH IO-
Ky Gyne mopymieHa, AKIIO Horo sMycaTth cebe ineHTHdikyBaTH. Po3risHyTi
BHIle CHUMETPHYHi i acHMeTpH4Hi cXeMH peecTpauii BinOuTka nepeabavanu
ineHTu¢ikanifo moKynua miJ Yac KymiBimi. 3a aHalori€lo 3 xpunrorpadivHoio
CXEMOIO0 CJIINOro MiANKCY, AKa Ja€ MOXIIUBICTh OTPUMATH Bif abOoHeHTa ITifnuc
Ha HaHi 6e3 pO3KPHUTTA iXHBOTO 3MICTy, po3pobieHa cxeMa aHOHIMHOI peecTpa-
uii Bigbutka [48).

V wiif cxemi mia imeHTudikauii mokymus nepeabadeHo «TPETIO XOBipeHy
ocoly», AKka Mae Ha3By yewmp peccmpayii, 6e3 AKOro IPOJAABEHb HE 3MOXeE
npoBecTd ineHTHikanito mokynus. [Ipy Takiil cxemi mokynens MoXke aHOHIM-
HO KymyBaTH udpoBuil 06’ekt. OIHaK iCHYE MOXIIHBICTB #oro inenTudikanii
y BUNAAKYy, AKOIO BiH HE3aKOHHO IepelacTh KoMy-HeOyap uudpoBuii o6’ ekr
(puc. 6.2).

proof

Iponasens Uentp pe-

 Toxyners ecrpauii

sig

Pucynok 6.2 — Cxema aHOHiMHOT peecTpauil BiiOuTKa

CyTb OCHOBHOI ifiel aHOHIMHOI peecTpanii BifOUTKa Taka: NOKynelb BUOUpae
co0i nceBaOHIM, a came, KIIOYOBY Mapy i mianmcy (sk, pkp), nianucye ioro ic-
THHHHM IM’M i OTpHMYE 3 LIEHTpY peecTpauii ceprudikar Ha CBiii nceBAOHIM.
Tum caMuM nokymens Gepe Ha cebe BiIIIOBiAAIBHICTB 3a 1€l CEBAOHIM.

HasBaicTs ceprudikara HeHTpY peecTpauil miaTBepaxye Te, o BCi HEoO-
xigHa indopmanis mpo mokymud oMy Bigoma (TO6TO MOMXJIMBO 3a IICEBJIOHI-
MOM ifeHTH}IKYBaTH peanbHy JIOAMHY).
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Konu nokynemp po6UTh NOKYNKY, TO IS NOBIXOMIICHHS meKcn, Y IKOMY
OIUCYEThCA MOKYIKA, BiH 004MCIIOE Mmanuc sig:=sign(sks,mexcm) i B6ynoBye
fioro B KyrueHu# Bupi6: emb:=(mexcm,sig,pkp,certg). A npoaasenpb, TAKUM YH-
HOM, Ma€ «HYJIbOBI 3HAHH) HPO ITOKYIIIA.

SIkmo HeoOXifxHO IpoBecTH ineHTHdIKaLiI0 MOKYIHA, TO MPOAaBELb BUT-
rae 3 BupoOy uu¢ppoBmit BIIOUTOK emb i HaficKae B LeHTp peecTpauil moBigom-
JeHHA proof:=(mexcm,sig,pkg) i3 MPOXaHHAM IPO MPOBEAEHHA MPOLEAYPH i1EH-
Tu(ikanii. ¥V BiXHOBiTE HEHTp peecTpalii NOBepTac MPOAABLER] MIAMKC TOKYII-
19, Maroun Hel miamuc, HpoAaBels MoXe MepeBipuTH HOoro Ta OTPUMATH JOKa-
34 [JI1 OOBUHYBaYeHHA B CYHi.

PosrasHyTi npuKIagy MiXTBEpIXKYIOTh, IO TEXHOIOTi% LH$pOBUX BiaOHT-
KiB MaNbld B JA€AKMX BHITAJKaX MOXKE BHABHTHCA IPOCTHM i €)eKTHBHUM iH-
CTPYMEHTOM Ul BUpIIleHHA Npo6iieM B raiysi 3aXMCTy aBTOPCHKHX MpaB, MO-
HiTOPHHTY B Mepexi koHpiaeHuiliHol indopmanii i pany iHmmx 3amauy. Taka
TEXHOJIOTiA MOXe YCIIIIIHO 3aCTOCOBYBAaTHCS Pa30M 3 iHINMMH METOAAMHU KOHT-
pomo uu(poBHX 00’ €KTIB.

6.3 IIuTaHHs AJIsl CAMOKOHTPOJIIO 3HAHL

1. HaBenite knacuaHi npukiaay izenTadikanii o6’ ekTie 3a BifOHTKOM.

2. HaBeniTh NpHUKIIafM 3aCTOCYBaHHSA TEXHOMNOTI BitOUTKa Maabud MUIA LH-
¢$bpoBux 06’ €KTiB.

3. HaBenitp TepMiHH, AKi 3aCTOCOBYIOTHCS MiJl YaC ONMCYBAHHA CUCTEM LH-
(poBuUX BiLOUTKIB.

4. SIxi BAMOI'M BHCYBAIOTBCA IO CHCTEM peecTpallil Bixburka nansua?

5. HaBeaitp xnacudikaniio miaxoniB 1o peectpauil BiiOUTKa nagbug Ha oc-
HOBI NOAAHHA JaHUX.

6. HaBeaits xnacudikarito miaxoxiB 1o peecrpanii BitOUTKa najabLg Ha oc-
HOBI piBHA YYTAMBOCTI BHABJCHHA 00’ €KTA.

7. HaBeaiTs xnacuikaIlito maxoais o peecrpaiiil BiiOUTKa Hanplsg Ha Oc-
HOBi BUKOPHCTOBYBAaHOIO METOJY.

8. HaBegith xiacudikanio nigxonis xo peectpauii BigGHTKa najabUg Ha 0C-
HOBi BUIIAMY BiIOUTKA.

9. Po3kpuiiTe CTaTHCTHYHY CXEMY peecTpauii BigbuTka.

10. Po3kpmiite acUMeTpHIHY CXEMY peecTpauii BinOuTKa.

11. Po3kpniite aHOHIMHY cXeMy peecTpalii BitOHTKa.

12. Ho Take LEHTp peecTpantii?



BHUCHOBKH

Huni xapakTepHOIO TeHIECHHI€I0 B ramy3i 3axucTy indopMauii € noscrogHe
BHPOBAa/LKEHHA Kpunrorpagiuaux MetoniB. JloHeNaBHA BOHM BBaXKAINCA Hai-
HaAiiHIIIMMY rapaHTOBaHHMH METOAAMH 3aXMCTy iHpopmalii. OnHak Ha HBOMY
IUIAXY 6araro e HEBUpIIIEHNX MpoOieM, OB’ A3aHKX 3 PYHHIBHIM BILTUBOM Ha
kpumrorpadgiuHi  3aco6M  TaKMX CKIafoBMX  iH¢opMariiiHOi 36poi, Ak
KOMIT'IOTepHi BipyCH, JIoriuHi 6OMOH, ABTOHOMHi PEILTMKATHBHI HPOrpamH i T. IL.

3 mosABOIO ITIOGAIEHMX MEPEX TelleKOMyHiKalliif CTaIH aKTyaJbHUMH IIpO-
6iemu, 100 TOB’sA3aHi 3 HEOOXiAHICTIO NPUXOBYBAHHA caMoro (akry nepena-
BaHHA KoH¢imeHUilHoi iHpopMmauii. PiBeHb PpO3BHUTKY Cy4YacHHMX CTETaHO-
rpadigyHUX TEXHOJNOTi#l HO3BOJIE BXKE 3apa3 BUpIlIYBaTH OiIbIIICTL BUHMKIIAX
3aja4. [IpuqoMy 9acTHa 3 HUX JoOpe BUpilnyeThes Ha 6a3i KOMI I0TEpHOI cTe-
ratorpadii, a iHIIa YacTHHA BUPINIYEThCA METOAAMH TPAAMUIHOI cTeraHorpa-
¢ii Ha 6a3i HOBHX MiKpOENEKTPOHHUX TEXHOIOTiH (HanpuKIas, ronorpadii).

MoxXUBicTh €eKTHBHOrO NPUXOBYBAaHHSA iHpOpMailii B KOMITIOTEPHHX
CHCTEMaX i Mepexax Mae pi3Hi mpakTH4Hi Haciigku. HesBakarouu Ha MoJo-
IicTh KOMIT'FOTEpHOI cTeraHorpadii, y>ke cboroaHi 6yAb-aKui THII JaHMX MOXeE
OyTd MPUXOBaHMU i HEBUAMMO NepeMilleHMid. CTBOPIOIOMHM MEBHi 3py4HOCTI
A1s 30epeXXeHHA TaeMHMLI, KOMIT'IoTepHa creraHorpadis OAHOYaCHO CTBOPIOE
YMOBH [JII MACOBHX HEKOHTPOJIBOBAHMX COLIAILHO HeGe3MEeUHNX KaHaiB.

INporpec B ramysi creraHorpadii Moxe KapJUHAJIBHO 3MiHUTH iCHYIOUi Mifi-
Xxoau Ao mpoblneMu 3axucty iHdopMmanil. BimoMo, mo 3araiaeHa iHTErpamis €
OCHOBHOIO TCHACHIIEIO PO3BHTKY CHICTeM 3abe3nevyeHHA Oe3neku i cucTeM
3B’13Ky. B naHmit yac mupoko HajaloTHCS IHTETpasibHI MOCTYTH 3a0e3neueHHA
Oesneku. Anani3 creranorpadidaux i kpunrorpadivHHX TEXHONOTiH MOKasye,
mo B HalibmmkIoMy Maii6yTHROMY ROCHTH MMOBIpHO ixHe 36/IMDKEHHA 1 Mona-
AbIIa B3a€MHa iHTerpauia (ak me i 6wvio mporarom OaraThbOX CTOIITh).
O6’exnaHHA METOAIB KOMIT'I0TepHO1 creraHorpadil i kpumrrorpadii 6yno 6 rap-
HHMM BHXOZOM 3 NOJOXEHHS, IO CTBOpMIOCA. ¥ IbOMY BHIIAAKy Brajgocs 6
YCYHYTH clabKi CTOPOHH BiJOMHX METOXIB 3aXHCTy iHdopmanii i po3pobuTu
6inbin edexkTUBHI HOBI HeTpaauilifiHi Meroxu 3abesmeueHHs iHdopmamuiiiHol
6esneku. Ls o6cTaBuHa 3MOKe 3a0€30€YNTH HOBHI iCTOTHMIA TIioM piBHA 3a-
xucty iHpopmaii mix yac ii 36epexxeHH i nepenaBaHHA 3arajJbHOIOCTYITHUMH
KaHaJamu 3B’ 13Ky. O4eBUIHO OJHE — MAOYTHE 33 KOMILUIEKCHHMH PilIeHHAMM.

139



KOPOTKMHI1 CJIOBHUK CTETAHOITPAGIYHUX TEPMIHIB

Cmezanozpagin (aurn.: steganography) — HayKoBMH HampsM iHGopMaiiiiHol
Oesnexy, AKUH BMBYA€E MPUHIMITH, METOMH, TEXHONOTi Ta 3aC06H MpHXO-
BYBaHHs (aKTy iCHyBaHHsA 3aXHIXyBaHOI iHdopmawii, npeaMeToM sxoi €
TaKOX po3po6IICHHA cTeraHorpadiuHmux CHCTEM.

Komn’tomepna ¢. — HayxoBa JUCUMIUTIHA, IO BUBYAE PUHIIMIIH, 3aCO6H i Me-
TOAM OpraHisanii NpUXOBAHOro MepenaBaHHd Ta/a6o 36epiranns iHdopma-
wii, peanizoBaHi Ha 6a3i KOMII IOTEPHUX TEXHOIOTIH.

Knenmozpagin (aurn.: kleptography) — HayKOBUii HalpsiM, AKMI BUBYAE IPHH-
LMY, METONH, TEXHOJIOTII Ta 3aCO6H BUABIEHHSA a0 CTBOPEHHS IIPHUXOBa-
HUX Bill 3aKOHHOTO KOPHCTYBauya KaHAIIB MepeaBaHHA iHpopManii, 30-
KpeMa i npo Ail09y CHCTEMY 3aXHCTY.

Konmeiinep (anri.: cover-<datatype>Yy — 6ynp-aka inpopmauis (MOTiK TaHUX,
Gaiin Ta in.), NpH3HAYEHA [ MPUXOBYBaHHA iHdopMauii creraHorpadiu-
HHM NE€PETBOPEHHAM.

Cmezoxonmeiinep (cme206’exm, cmezanozpama) — KOHTelHep (CTETaHOTEKCT,
CTEraHO3BYK, CTEraH0300pakeHHA i T. I1.), OTPUMAHMi y pe3yNbLTaTi CTera-
HOrpagivHOro NepeTBOPEHHA i TaKHif, IO MICTUTH MPHXOBaHY iHpOpMa-
hiro.

IlopooicHit k. — KoHTelHep 6e3 BOYA0BaHOTO HOBINOMIICHHS.

Ilomoxosuii k. — Ge3nepepBHuit IOTIK AaHHUX, IPU3HAICHAR I IPHXOBYBaH-
H4 iHdopMallii B peasibHOMY MaciuTabi yacy.

Hosinonozo docmyny k. — ailn GikcoBaHOI DOBXMHH 3 BiTOMHM BMiCTOM,
IpH3HAYeHMH JUL1 IPUXOBYBAHHA A3HHUX.

Cuecmemamuunuii k. — KOHTEHHED, Y AKOMY MOXHa BKa3aTH, AKi GiTH BigHO-
CATHCA O MPUXOBYBaHMX HAHHX, @ AKi O HUX HE BiIHOCATHCA.

Hecucmemamuunuii k. — KOHTeHEp, Y AIKOMY 3a30ajlerib He MOXHA BUILUIMTH
KOHKPETHi «IIyMOB1» GiTH, TOMY IO KOXHHH 3 HUX MOXe HECTH iH(pOpMa-
Hilo Npo 3aXMINyBaHi AaHi.

Ilpuxosane nosidomnenna — NOBiAOMIEHH:A, BOYIOBaHE B KOHTEHHED.

Cmezanozpag — nporpaMumii 3aci6, mo 3a6e3nedye IMpoLeC NPUXOBYBAHHSA i
BUTSAFaHHA NPUXOBYBAHOI (3akaMy(boBaHol) iHGopMarii.

Cmezanozpaiunuii anzopumm — Habip MaTeMaTHYHUX i JOTIYHMX MPaBUI Ta
Ipoueayp, 3a AOMOMOTOIO SKHMX IPOBOAMTECA CTeraHorpadiude meperso-
PEHHA.
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Cmezanozpagpiunuii ananiz (cmezanoananis) — HayKoBO-TEXHi1HA AUCIMILIIHA,
jKa BHBYA€E METOAU aHAJIi3y CTErOCHCTeM, KOHTEHHepiB i cTero6’ekTiB 3
METOK OL{iHIOBaHHSA cTeraHorpagidHoi cTifikocTi, BU3HaUYeHHA (aKTy Ha-
ABHOCTI NPUXOBaHOI iH(popMallii, JoBeAeHHA LHOTr0 (GaKTy «TpeTii 0cobix,
BHTATaHHA MPHXOBaHoO1 iHpopMalii, a Takox i BugaieHHd abo pyiiHyBaH-
HA.

Cmezanoananimux (npomueHuK, o Amakye, YyeH3op, HeCAHKYIOHOBAHUU KO-
pucmysay) — cy0’€exT, sKuil, BAKOPHCTOBYIOYH MaTeMaTHIHI M€TOMH, 06-
YHCIHOBANIBHI I TeXHiuHi 3aco6M, MPOBOXUTH cTeraHorpadiddi aTakud Ha
cucTeMy abo X OIiHIOe ii creraHorpadiuHy CTilKicTb.

Cmezanozpaghiuna amaka — Iii, cipAMOBaHi Ha BUABIEHHA i (a60) BUTATaHHA
IpUXOBaHOI iH(pOpMalil 3 BUKOPHCTAHHAM CTEraHOIPaMH, HasBHMX Hay-
KOBO-TEXHIYHHUX 3ac00iB i, MOXIIMBO, HesIKOi JoNaTKOBOI iHpopMallii a Ta-
KOX 3MiHy a00 BHAaJleHHs IpUXOBaHo1 iHGopMalii 3 KoHTelHepa.

Hacuena c. a. — ataka Ha CTETOCHCTEMY 3 METOIO BHABJICHHA (PaKkTy MPUCYTHO-
CTi IPUXOBaHUX JaHUX Ta IXHBOTO BUTATaHHA.

Axmusna c. a. — aTaKka Ha CTETOCKCTEMY 3 METOIO pyHHYBaHHA abo 3MiHM IpH-
XOBaHMX J@HMX, HABIiTh SKINO TOYHO He BiZoMHUil (akT IXHBOI MpHCYTHOC-
Ti.

Cmezanozpaghiunuii kanan (cmezoxanan) — KaHal NepeAaBaHHA PHUXOBAHOTO
TIOBiIOMJCHHA.

Cmezanozpagiunuii Koy (cmezoxnioy, anriL: stegokey) — ROXATKOBI CEKPETHI
IaHi, AKi HeoOXimHI NI KepyBaHHA cTeraHOrpaivHAM NEpeTBOPCHHAM.
SIKIIO /1 MPUXOBYBAHHA | BUTATraHHA 3aXHINYBaHHX JaHUMX NOTpiGeH Tok
caMMil KJIOY, TO BiH HAa3WBA€TbCA CHMETPHMYHHM, Y iHINOMY BHIIAfKy —
aCHMETPHYHHM.

Cmezanozpaiunuii memoo — NpUHIMI peaiizawii creranorpadivHoro nepe-
TBOPEHHA.

Cypozamnuuii M. — pealli3oBye 3amilneHHA GiTiB KoHTeiiHepa 6iTaMHu IPHXOBY-
BaHUX JaHUX.

CenexmueHuti M. — IPOBORUTH BUOIp KOHTeliHepa, 1O 3a0BOIBHAE BIaCTHBO-
CTi 3aXHINYBaHUX AAHUX.

Koncmpyiosanenuii M. — MOJEIIOE BAACTHBOCTI KOHTEHHEpa NMPHXOBYBaHHM
TIOBiIOMJIEHHSM.

Cmpyxkmypruii M. — BAKOPUCTOBYE IJIA NPUXOBYBAHH: TOBiNOMIICHHs CEMaH-
THYHI 1 CTPYKTYpHI NapaMeTpH 1HGOpMaLIiHOro cepeIoBHIIA.
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Cmezanozpagiuni nepemeopenna — CyKyIHICTh Olepaniii, OB’ A3aHUX i3 npu-
XOBYBaHHSAM i BUTATaHHAM NPUXOBYBAHOI (3akaMybaboBaHoOY) iHopmarii.

Ilpuxosyeanns Oanux (60yoosysanHs) — creraHorpadiyHe HepPeTBOPEHHS,
IpOBEACHE 3 3aXUIIyBaHMMH JaHUMH i iHpopMauiliHUM cepeXOBHILEM
(KOHTeIHEPOM) 3 METOI0 OTPHMAHHA CTEraHOTPaMH.

Bumsazanna oanux — creranorpadivyse epeTBOpPeHH, IO MPOBOAUTECA 3 Me-
TOKO BHTATaHHA IIPUXOBAaHMX JIaHUX 3i CTEraHOTPaMH.

Cmezanomexnonozia — CyKynHiCTbh METOZB TIATOTOBKH, 0OpoOKH, 3MiHH CTa-
Hy i BnactuBocTelt indopManii, 3nificHIOBaHUX Y MPOLECI MPHUXOBYBAHHA
Ta BUTATAHHA IepeIaHOro MOBiXOMIICHHS.

Cmezanozpaiuna cucmema (cmezocucmema, cmezo3acib) — CYKYIHICTb 3a-
cobiB i MeToAiB, MO BHKOPHCTOBYIOTHCA JUIA (OPMYBAHHA IPUXOBAHOIO
KaHaly nepefaBaHHa a60 30epiranus 3axuinyBaHoi iHpopManii.

Teopemuuno cmitixa c. 3RiHCHIOE NPHXOBYBaHHA iH(popMalii TiLKH B THX
¢dparMenTax KOHTelHepa, 3HAYECHHA CAEMEHTIB KHX He [ePEeBHUILYIOTh pi-
BEHb MyMiB 200 MOMIUIOK KBAHTYBaHHS, i IPU LIBOMY TEOPETHYHO JOBEJe-
HO, IO HEMOXJIMBO CTBOPHUTH CTETaHOZRHANITHYHHA METOX BHSBJIEHHS
NpUXOBaHO1 iHpopMarii.

Ipaxmuuno cmitika ¢. NIPOBOXNTH Taki MoAMQikauii KOHTeHepa, AKi, B3arai,
MOXYTE OyTH BHABJICHI, alie BiOMO, IO Ha AaHMA MOMEHT Y POTHBHUKA
IIOKM BiACYTHi HeoOXiaHi 3aco0u creraHorpaditHOro aHamisy.

Hecmiiixa c. npnaxoBye indopMallilo TaKHM YMHOM, IO iCHYIOUi 3aco0M cTera-
HOrpa(hiyHOro aHani3y J03BOJAIOTD ii BUABHUTH.

Cmezanozpagiuna cmiiikicmp — 30aTHICTH CTETOCHCTEMH NIPOTUCTOATH aTakaM
METONaMH CTeraHanisy. ¥ BY3bKOMY pPO3YMiHHI — Il YHCeNbHa XapaKTepu-
CTHKa CKAaRHOCTi BUABACHHA (aKTY i BUTATaHHA NPOTHBHUKOM NPHXOBa-
HHX JDaHHX.

Hudgposi eodnni snaku (anrn.: digital watermarking) — creranorpadiusa Tex-
HOJOTis, CTBOPEHA JUIA 3aXHCTy NpaB BIACHOCTi (copyright marking) cro-
COBHO MYNbTHMeZiiHOI indopMmanii.

Buoumi y.6.3. — BisyanbHi MIiTKH, sKi BCTaBAAIOTHCA B IPpoBi NaHi (abo 3amnu-
CYIOTECS TOBEPX HMX) 1 BHAUMOIO «IEpeKpydyBaHHI» UudpoBoro
00’exTa.

Haniesuoumi y.6.3. — MIiTKH, AKi MPOCTaBISMOTECA B LUPPOBUX 06 €KTax, He
3aBaXalOTh CIPHIHATTIO, ane y NeBHAX YMOBaX MOXYTh MIPOSBUTHCH.
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Hesudumi y.6.3. — MiTKHM, AKi He IPH3HAYEHi A4 3aralbHOrO OTVIAAY i BUKOpPH-
CTOBYIOTBCS I NOJIETTUEHHA poGOTH BY3bKOCIIENiali30BaHHX MOIIYKOBHX
CHCTEM I MOIYKY NOPYIIHHKIB aBTOPCHKHX MpaB.

Kpuxxi y.6.3. — MiTKH, AKi MalOTh Xyxe oOMexeHy CTiMKiCTh A0 OYyHb-AKHX
3MiH i BUKOPHCTOBYIOThCA Ul BHABJIEHHA MOAH(piKamiii MapKOBaHUX LM~
¢poBHX 06’ €KTIB.

Lugpoei eiobumxu nanvya (aurn.: digital fingerprinting) — cteranorpagiuyna
TEXHOJOTiA, MPU3HAYECHA UL IPOCTaBJIEHHA CIICHIiAIBHUX MITOK y MYJb-
THMeZilHI JaHi 3 MEeTOIO 3IiliCHEHHA KOHTPOJIO 3a IXHIM PO3MNOBCIOMXEH-
HSM, JOTPHMAaHHA JileH31{HUX Yo i aBTOPCHKHX MpPaB, a TAKOX iJ€HTH-
¢ixauii nudpoBux 06’€KTiB, Y AKUX MiTKa BXe IIPUCYTHA.

Lugpoea mimxa — 9acTura mdppoBoro 06’ekTa, sika MOxe HaOyBaTH 3HAYEH-
HA 3 JE€AKOI MHOXHHH.

Lugposuii 6iobumok — CyKynHiCTh IH(POBUX MITOK.
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