JIABOPATOPHA POBOTA Ne 3. ACUMETPUYHI KPUIITOCUTEMMU

Mema pooomu: HaObyTy yMIHHS 13 TeHEpallli KJIIOYiB, 3alIMppyBaHHs 1 JemnppyBaHHS
MOBIIOMJICHHSI 32 JIONOMOTroi0 airoputMmy RSA, pociiautu anroputM OOMIHY KIFOUYaMU
Hibdi-Xennmana, Ha TpakTUIll 3AIACHUTH (OpMYyBaHHS CIIIBHOTO KII0Ya MDK JBOMA
aOOHEHTaMH.

Mamepiansno-mexniune 3abe3neuennsn: I1K 31 BCTaHOBIEHUM MPOTrPaMHUM

3a0e3neueHHsM MS Excel ta qoctynom no mepesxi [aTepHer.

Teopemuuni gioomocmi
KPHIITOCHCTEMMH 3 BI/IKPUTHM K/TIOYEM

Sxumu 6 He OyNM HAIIMHUMHU Ta IBUAKUMHU CUMETPHUYHI KpUnTorpagdiyHi CUCTEMH — iX
clladKUM MiclieM, MIJ 4Yac MPaKTHUYHOI peaii3auii, € mpobiema oOMIHY Kirouamu. Jlis
BUPIIICHHS III€1 1 PSAAY 1HIIUX TpoOsieM OyiH 3amporOHOBAHI KPUIITOCUCTEMH 3 BIAKPUTHM
KITIOYEM, K1 HA3UBaIOTh TAaK0X aCUMETPUUYHUMHU KPUNITOCUCTEMAMH.

Konnenmiss kpunrorpadii 3 BiAKpuTUM KitoueM Oyina Bucynyrta Birdimmom [liddi
(Whitfield Diffie) Ta Maprinom Xenmanom (Martin Hellman), 1 okpemo Panbsdpom Mepxiom
(Ralph Merkle). ¥V acumempuunux kpunmocucmemax nis midpyBaHHS BUKOPHCTOBYETHCS
OJINH, BIAKpUTHH (TyOJIIYHUMN, 3araJIbHOOCTYITHUAN) KITFOY, a JJIsl Aemu(ppyBaHHS — 1HIIHH,
3aKpPUTHI (CEKPETHUM, MpUBATHUM). 3aKpUTUN KIIIOY Ta BIAKPUTHM KIIIOY — 1€ JIBa BEJIUKI
yucia, 00YMCIEH! Ha OCHOBI JIESIKOTO ACUMETPUYHOTO alropuT™My. Biakputuii moxe OyTu
JNOCTYIIHUM Oynb-SIKOMY YYacHUKY mpouecy iHpopmariiitHoro oOMiny. Ilpu yomy, 3HaHHS
BIIKPUTOTO KJIFO4a HE 103BOJIsIE OOYUCIUTHU BIAMOBIAHUN 3aKPUTUNA KITFOY.

Ines xpunrorpadii 3 BIIKPUTUM KJIIOUYEM Jy’Ke TICHO MOB'SI3aHA 3 11€€I0 0OHOOIUHUX
pynxyii, T00T0 Takux QyHKIE f(X), 10 O BiIOMOMY X JOCHTH MPOCTO 3HANTH 3HAYECHHS

f(x), Toni six BusHauuTh X 3 f(x)ckmanno (puc. 3.1).

JIETKO OOYUCITUTH

X > f(x)

BAXKKO OOUYMCIITUTH

A

Puc. 3.1. Cxema pooomu 00HoOGiuHUX pYyHKUIl
TakoK BUKOPUCTOBYIOTHCSI 00HOOIUHI (hyHKYIL 3 1a3iéKoro. J1a31BKa — 11e IEBHUM CEKPET,

110 jornomarae posmudpysati. To6To icHye Takuii y, 110 3Haroun f(x), MOKHA OOUUCITUTH

X.



AJITOPHTM IHIH®PYBAHHA RSA

Hait6inpm mpocTuM a1 pO3yMiHHS Ta peajizallii € aJroOpuTM 3 BIAKPUTUM KIHOUEM
RSA, Ha3Banuii Ha yecTh Tpbox aBTOpiB — Pona PiBecta (Ron Rivest), Aai Illamipa (Adi
Shamir) 1 Jleonapna Eqnmana (Leonard Adleman).

besneka RSA 3acHOoBaHa Ha CKJIATHOCTI PO3KJIAIaHHS Ha MHOXKHUKH BEITUKUX YUCEI.
Binkputnii 1 3akpuTuil Kiodi € QyHKIISIMA JBOX BEIMKUAX MPOCTUX YHUCENT PO3PSATHICTIO
100...200 necarkoBux 1udp 1 HaBITh Ounbmie. BigHOBIEHHS BIIKPUTOTO TEKCTY 3a
mUGPTEKCTOM Ta BIAKPUTHM KIIIOYEM € PIBHO3HAYHE 10 PO3KJIA/IaHHS YUCJIa Ha J[Ba BEJUKI
MPOCTI MHOYKHUKH.

I'enepauis ki04iB

1. BuOuparoTbcs 1Ba BEJIMKUX BUMAJAKOBUX MPOCTUX YUCIA, P 1 q (1711 MAaKCUMaJIbHO1
Oe3mneku p 1 ¢ BapTo 00MpaTH PIBHOI JOBKUHH).

2. O0umuCcIoeThCs 100YTOK (MOAYJb CUCTEMHU): M =P * ( .

3. O6uucmoerscss  ¢ynkmis Eitnepa @) = o(pq) = (p —1)(q — 1). Pesynbrar
PO3paxyHKy JaHOi (PYHKIIIT TOPIBHIOE KUIBKOCTI IOJATHUX YUCEN, SIK1 HE OUIbIIE 1 1 B3AEMHO
IIPOCTi 3 M.

4. BUunajkoBUM YHHOM BUOUPAETHCS YUCIO e (Kiarou mudpyBaHHs), Take 1m0 1 < e <
@(n) ta B3aeMHo mpocTte 3 P(n).

5. 3a jponomMorow posmpeHoro anroputMy EBkiina 3Haxomuthes yuciao d (kirou
nemmppysanus), Take mo ed = 1(mod ¢(n)) .

6. [Tapa (e, n) nmyOmKy€eThCS Y SKOCTI BIAKPUTOTO KITIOYA.

7. ITapa (d, n) BUKOHY€E POJIb CEKPETHOTO KIIF0YA 1 TPUMAETHCS TAEMHHIII.

JIBa mpocTux uncina p 1 q 6uibiine He noTpiOHI. [IpoTe BOHM HE MOBUHHI OYTH PO3KPHTI.

3ammdpyBanus

Jlnst mmdpyBanHs noBigomiieHHS M BOHO criodatky po30uBaeThes Ha HUGPOBI OJIOKH,
MeHIm N (I IBIMKOBHX JAHUX BUOMPAETHCS HAHOUTBIINK CTEMiHb YKClia 2, MCHIIHH N).
3ammdpoBane noBigomsieHHs C Oyae ckiamatucs 13 OnokiB ¢;. @opmyna mudpyBaHHS
BHUIUISIA€ HACTYITHUM YHHOM: C; = m{ mod n.

HemmmdpyBanns

Jns nemmdpyBaHHS TOBIIOMJICHHSI BI3bMEMO KOXHHUW 3amu@poBaHUNA OJOK ¢; 1

o6unciumo: m; = cff mod n.



HMpukaax 3.1:

Zamudpyemo nosimominenHss KHUI'A, mo ckiagaerbest 13 CUMBOIMIB YKPaiHCHKOTO
andapiTy Ta NPEJCTABISAETLCA SIK MOCTIIOBHICTD 1iymx yucen M =14 17 10 3 0.

JUiss mpocToTH 00uMciieHb OyJeMO BHUKOPUCTOBYBAaTHM HEBEJIMKI 4YHUCIA, MPOTE
nam’siITa€MO, 110 Ha MPAKTHUIll 3aCTOCOBYIOTh JyKe BeIHKI mpocTi uncia. Obepemo p = 3 1
q=11, Tonin=p-q=3-11 = 33.

O6uncmumo @(33) = 2-10 = 20.

Bubepemo (BumagkoBo) e =3 Ta mepeBipuMO BHUKOHaHHS yMoB: 1 < 3 < 20,
HCZA(3, 20) =1.

Busznauumo d — ximrou gemudpyBanHs 3 piBHsHHS 3d = 1(mod 20).

J7ist po3B’sI3aHHS PIBHAHHS BUKOPUCTAEMO po3uiupeHuti areopumm Eexnioa:

1) mOCiIOBHO BUKOHYEMO JIUJICHHS 3 OCTAu4elo IONEPEIHLOr0 3HAYCHHS 1;_; Ha
HACTYyTMHE 73, Y BIAMOBIAHICTIO 3 PIBHICTIO 7;_1 = 7;(;4+1 + Tij4; (K0 13 = 1, TOI 3yNUHIENO
npoIiec);

2) BUKOPUCTOBYEMO PEKYPEHTHE CITIBBITHOIICHHS Uj 41 = Uj—1 — Qi+1Ui;

3) BUKOPHUCTOBYEMO PEKYPEHTHE CIIBBIAHOMICHHS Vj 1 = Vj_1 — Qi+1Vi;

4) mo0 movaTH Mporec BUKOHAHHS aIrOPUTMY, BUKOPHCTOBYEMO 3HaueHHsS 1, = 20,

T‘1=3,u0=1,u1=0,v0=0,v1=1.

i ri qi ui Vi

0 20 1 0

1 3 0 1

220mod3=2]20div3=6| 1-6-0=1 | 0-6-1=-6

3/3mod2=1| 3div2=1 |0-1-1=-1]1-1-(-6)=7
Buxonyemo niepeBipky 3 - 7 mod 20 = 1. Takum unaOM, d = 7.

Ony6nikyemo Binkputuii kimou (e, n) = (3,33).
30epiraemo B TaeMHUII cekpeTHuit kimrou (d, n) = (7,33).
3ammdpyemo mosimomneHds M =14 17 10 3 0, mo ckiamaeTbest i3 ' ATH OJIOKIB M;:

c; = 143mod 33 = ((14°mod 33) - (141 mod 33))mod33 = (31-14)mod33 =
= 434 mod 3 3 = 5;
¢, =173mod33 = ((17°mod 33) - (17' mod 33))mod33 = (25-17)mod 33 =
= 425mod 33 = 29;
c; = 103mod 33 = 1000mod 33 = 10;
¢, =33mod33 =27mod33 =27,
cs = 03mod33 =0mod33=0.
Hlugppomexcm: C =529 10 27 0.



Jns  pemudpyBaHHS TOTPIOHO TaKOX BUKOHATH IMIJIHECEHHS IO CTEIeHs,

BUKOPHCTOBYIOUH KJII0Y AemnpyBanHs 7:

my; =5"mod33 = ((5*mod33)-(5>mod33))mod33=(31-26)mod33 =
= 806 mod 3 3 = 14;
m, = 29”mod 33 = ((29*mod 3 3) - (293mod 33))mod33 =
= (((29%))*mod 33) - (292mod 33) - (29mod 33))mod33 = (25-16-29)mod 33
= 11600mod 33 = 17;
ms; = 10" mod 33 = ((10*mod 3 3) - (103mod 33)) mod 33 =
= (((10%))2mod 33) - (102mod 33) - (10mod 33))mod33 =(1-1-10)mod33 =
= 10mod 33 = 10;
my = 27" mod 33 = ((27*mod33) - (273 mod 33))mod33 =
= (((27%))?mod 33) - (27°mod 33) - (27mod 33))mod33 =(9-3-27)mod33 =
= 729mod 33 = 3;
ms =0"mod33 =0mod33=0.
Biokpumuii mexcm: M =14 17 10 3 0 = KHUT'A.

AJITOPUTM OBMIHY KIIFOYAMU /IO ®I-XEJIMAHA

[IpoTokon oOminy kimoyamu idbdi-Xenmana 103BoJisiE TBOM CTOPOHAM OTPpUMATH
CHUTPHUN CEKPETHUH KII0Y, BUKOPUCTOBYIOUM HE3aXUINCHHWH BiJ] MPOCITYXOBYBaHHS, aje
3axXUIICHUN B MoAUDIKaIli KaHa! 3B’ A3Ky. OTpUMaHUN KITI0Y MOKHA BUKOPUCTOBYBATH IS
CUMETPUYHOTO MU(pyBaHHS TOBIAOMIIEHb. AJITOPUTM 3aCHOBAHUH HA CKIIQHOCT1 OOYMCIICHD
JTUCKPETHUX JIoTapu(miB.

[Tpunyctumo, xopuctyBaul A 1 B MaroTh HaMmip OOMIHATUCS KIIFOYaMH 33 aJTOPUTMOM
Hibdi-Xenmana, CyTh IKOr0O MOJIATa€ B HACTyMHOMY (pHc. 6.2):

1. A1 B cuinbHO 00MparoTh MPOCTE YUCIIO P 1 1ijie uncio g Take, mo 1< g<p-—1ige
MEPBICHUM KOPEHEM P.

llepgicnum kopenem 3a moOoynrem P HA3UBAEMbCS MAKe YUCTO (, WO Npu NiOHeCeHHs 00

cmenento gimod p aci tioco cmeneni i € {1,...,p — 1} 3a modynem p npobizaioms no ecim

YUCIamM 83AEMHO NPOCUM 13 P.

Hexaup = 5. Vci 63aemuo npocmi wucna 3 p: 1, 2, 3, 4.

Enemenmu 2 ma 3 € nepgicnumu xopensamu 5.

1
11! =1mod5
12 = 1mod 5
13 =1mod5
1* = 1 mod5

2
21 =2mod5
22 =4 mod>5




23 =8mod5 =3 mod5
2* =16 mod5 = 1mod5

3
31 =3 mod5
32 =9mod5=4mod5
332 =27mod5=2mod5
3*=81mod5=1mod5

4

4' = 4 mod 5

42 =16 mod 5 = 1 mod 5

43 =64 mod5 =4mod5

4* =16 mod 5 = 256 mod 5 = 1 mod 5

2. KopuctyBau A BuOMpae BHIAAKOBE M€ YUCIO X < p, O0UHCITIOE X4 = g¥ modp Ta
BIJIMPABJISIE HOTO KOPUCTYyBaueBi B.

3. KopucryBau B BUOMpae BHUMaaKOBe Ijie 4uClio Yy < p, oOuucimoe yp = g”¥ mod pra
BIJIIIPABII€ HOTO KOPUCTYBAYEB1 A.

4. KopucryBau A 00UHCIIOE 3aKpUTHI KiItod 3a hopmyiioro k, = y§ mod p.

5. KopuctyBau B o6uuncioe 3akpuThii Kitod 3a hopmylioro kg = xj’ mod p.

L1 181 popmyniu oOUMCIEeHHs Jal0Th OAHAKOBI pe3ynbTaT. BiakpuTrmMu napameTpamu

€: D, 0, X4 Ta Yp. 3aKpUTI MAPAMETPHU: X, Y.

b9 b9
AoOoneHT A AOoneHT B
XA
xq = g*modp yp = g” modp
ks =yEmodp VB kg = x} modp

Puc. 3.2. Cxema npomoxony oominy knrwovamu /lihghi-Xenmana
Ipukaan 3.2:

Hexaii p =11, g =2.

x =4, obunciumo x, = 2*mod 11 =16mod 11 = 5.

y =6, 06unciumo yz = 2°mod 11 = 64mod11 =9,
ky=9*mod11=(9)?mod11=4*mod11=16mod11 =>5.
kg =5°mod11=(5%?mod11=4°mod11=16mod11 = 5.

ok O DB

CekpeTHui K104, 00UKCIIeHUH 00oMa CTOpOHAMU — O.



3agoanns 00 1abopamopnoi pooomu

3aeoanns 1

Peanizysamu 6 cepeoosuwyi MS Excel abo na 6y0v-sKiti MO8I npo2pamysanus pooomy
acumempuuno2o kpunmozpagiunozo ancopummy RSA. Kpoxu ancopummy wiugpyeanns 3i
CKpIHUWomamuy onucamu y 36imi.

3HaueHHs TapaMeTpiB P 1 g Ta BIIKPUTOTO KJIKOYa € BU3HAYAETHCS 3TITHO BaplaHTY.
3amm@pyBaty 4ucio, M0 BIANOBIAAE KITBKOCTI JIITEP Y BAlIOMY MPI3BUIII Ta AemudpyBaTH
OTpUMaHUK MMHQPPOTEKCT. 3pa30K BUKOHAHHS 3aBJIaHHS HABEJACHO HA PHCYHKY HHUXKYE
(puc. 3.3).

Jliis mepeBipku Mo>kHa Bukopuctaru: https://www.cryptool.org/en/cto/rsa-step-by-step.

A B C D E F G H | J K L M N o} P Q R S
q MeHnepauin kntoyvis RSA | ‘ 3awwndpyBaHHA |
3 p= 47 Poswupeuii anzopumm Esknida ‘M ‘ 10| |C ‘ 3269| c=mfmodn
4 9= 71 i r q u 1%
5 n=| 3337 0] 3220 1 0
. lo(n) =] 3220 1 79 o 1 | Rewndpysars |
7 2 60| 40 1 -40
:| e= 79| 1 3 19 1 1] 41 Cc |3269] (M| 10| m = c®mod n
9 d=| 1019 3 3 4| -163
0 1 6] -25| 1019
1 ed mod go(n) =1
.
14 CreneHi 79 Creneni 1019
Puc. 3.3. Peanizayis wuugppy RSA ¢ MS Excel
BapianTt Ne p q e
1. 41 43 23
2. 53 61 11
3. 29 37 31
4, 37 53 17
5. 67 79 23
6. 19 41 29
1. 23 83 21
8. 31 61 13
Q. 17 97 13
10. 59 83 19
11. 103 107 11
12. 73 89 23

3aeoanns 2



https://www.cryptool.org/en/cto/rsa-step-by-step

Peanizysamu 6 cepedosuwyi MS Excel abo na 6y0b-Kiti MOGI npocpamy8anHs ancopumm
oominy xmouamu Jligpgi-Xenimana. Kpoxu aneopummy wugpysanus 3i ckpiHuwomamu
onucamu y 36imi.

3HaYCHHS TapaMeTpiB p 1 g Ta X 1 y BU3HAYAETHCA 3TIHO BapiaHTy. OO0YHMCIATH
3HAQYCHHS BIJKPUTUX MapaMmeTpiB X4 Ta Yp Ta 3MIMCHUTH OOMIH HUMH MK aOOHEHTaMH.
Busnauntu cexpertHi kimtoui Ky Tta Kp, skuMu aOOHEHTH HE OOMIHIOIOTHCS. 3pa30K BUKOHAHHS

3aBJlaHHs HAaBEJICHO Ha PUCYHKY HIDK4Ye (puc. 3.4).

A B C D F F G H J K
1 p= 23
2 g-= 7
3
4 A60HeHmMm A A60HeHm B
5 X = 7 y = 8
s XA-= S yB = 12 yB = 12 XA = S
;7 kKA=] 16 kB = 16
Puc. 3.4. Peanizayia anzopummy oominy knrouamu Jlighpi-Xenmana
BapianT Ne p g X y
1 — aGouenr A | 12 — abonent B 23 5 7 8
2 —aboueHT A | 11 — abouenr B 13 6 4 5
3 —abouent A | 10 — abouenr B 11 7 5 8
4 — abo”enTt A | 9 —aboueunr B 17 6 4 7
5 —abouent A | 8 —abouenr B 23 7 6 4
6 — abouent A | 7 — abouent B 19 3 7 5

/13: 3HaiiTu nepBiCHI KOpeHi 77

Koumponwui 3anumanns:

1. V yomy nomsrae ifiesi KpUNTOCUCTEMH 3 BIIKPUTUM KIIt04eM?

[ToHATTSI OTHOCTOPOHHBLOT QYHKIIII.

JlaliTe XapakTepucTUKy anroputmy mudpysanHs RSA.

Ha ocHoOBI Akux ormnepailiii BiIOyBa€ThCSA CTBOPEHHS 3aKPUTOrO KJIOYa 13 BIAKPUTOIO y
RSA?

Ha yomy 3acHOBaHa CKJIaJIHICTh 371aMy aaroputmy RSA?

Omnumrite anroputm mudpysanus Enp-I"amans.

Onumiite anroput™M oominy kimodamu Jliddi-Xenmana.

Ha gomy 6a3yeThcsi KpUNTOCTIMKICTh TPOTOKOTY 00MiHy Kirodamu Jliddi-Xenmana?
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