JABOPATOPHA POBOTA Ne 2. TOCJIIIKEHHSA BJIACTUBOCTEM
BJIOKOBOI'O CUMETPUYHOI'O HIN®PY AES

Mema po6omu: 1ocniauTu mporecu mudpyBaHHs 3a 1omoMororw anroputmy AES Ha
ocHOBI1 HaB4anbHOI TTporpamu CrypTool 2.
Mamepianvno-mexuniune 3abde3neuennsn: IIK 31 BCTaHOBIEHHMM MPOrpaMHUM

3abe3neueHHsm CrypTool 2.

Teopemuuni gioomocmi
YIOCKOHAJEHHH CTAHJAPT HIH®PYBAHHA AES

Y 1997 poui Amepukanchkuid 1HCTUTYT crangaptu3anii NIST (National Institute of
Standards & Technology) oronocuB KOHKypC Ha HOBHH CTaHIApPT CHMETPHYHOTO
KPHUIITOAITOPUTMY .

3riiHO 3 BUMOTaMH KOHKYPCY, aITOPUTM MaB 00OB’SI3KOBO:

v OyTH CHMETPUYIHUM;
v’ OyTH 6JOKOBUX IUPPOM;
v’ Maru noBxuHy 010Ka 128 OIT i miaTpuMyBaTH TPU T0BXUHY Kiaroda: 128, 192 i 256 6ir.

2 xoBTHA 2000 poky NIST oronocus nepemoxusa. Hum craB Genbriicbkuii airopuTM
RIJINDAEL. V¥V 2001 pomi amroputm OyB 3aTBEp/UKCHHH SK CTaHAApT mu(pyBaHHA Ta
orpumaB Ha3By AES — Advanced Encryption Standard (ygockoHaieHHi# craHmapT
mudpyBaHHS).

MaremaTnuHa 6a3a

Cxinuenne none GF(2%) cknagaerscs 3 MHOrOUJIEHIB BUTIISTY

a(x) = a;x” + agx® + asx® + a,x* + azx3 + ayx? + a;x + a,, ne a; € {0,1}.

Y Burnsaai muorounena a(x) ckinuenoro nons GF(2%) moskna nonatu 6ynp-sixuii 6aiir,
10 CKJIAJIAETHCS 3 OITIB A7 AgA5A4030,01 Ay .

Ipukaag 2.1:

baiit: 01011010.

MuorouneH:
0-x”"4+1-x°40-x°4+1-x*+1-2340-224+1-2140=x+x*+x3+ x.

Omnepauii Hag enemenTamu ckingenoro nons GF(28) BBoaATECS HACTYIIHMM YUHOM.



JMooasanns
Va(x),b(x) € GF(2%)
a(x) + b(x) = c(x) = c;x” + cgx® + csx® + c,x* + c3x3 + %% + ¢y x + ¢y,
neci=a; Pbh;,i=01,..,7.
Hpukaan 2.2: V nBiiikoBii Gopmi:
10110001
10001111
00111110.

Te came y BUTJISAI1 MHOT'OYJICHIB:

K +x>+x* + D)+ (7 +x3+x2+x+ 1) =x> +xt + 23+ x% +x.
MHnuooscennsn

11{06 3amati MHOkeHHS y noii GF(28), motpibro cowaTky 3adikcyBaTn HEPO3KIAJHUI
MHOTOWIEH cTeneHs 8 3 koedinieHTamu 13 MHOKUHU {0,1} (HEpOo3KIaaHICTh O3HAYAE, IO BiH
JIUIATHCA Nnie Ha cebe 1 Ha onuHUI0). Takux MHOTOUJICHIB € JeKiiabKa, aBTopu AES Bubpanu
TaKUU:

mx)=x+x*+x3+x+1=11B4
JBa enementu monst GF(2%) muoxats 3a Mmogynem m(X) Tak:
1) MHOXaTh SIK 3BUYaiiHI MHOTOYICHH.
2) TIpomixxHui pe3ysbTar quiATh Ha M(X) i3a OCTAaTOYHUMN PE3yJIbTAT IPUHUMAIOTh OCTAuy Bijl
JJIEHHS.

Hpukaax 2.3:

D (xe+x5+xt+x?) - (x"+x>+x*+x) =B+ x0T + 20+ x7 + 212 + x10 + 2% +
0 +xl+x + B +xP+x¥+xT +x +x3 = a1+ xP a7 + x84+ x5+ x5,

2)

B2 42+ a5+ 13 (1t P+ x 41

x13 +x% + x8 +x6 +x° x5+t +1

x1% + x® + x3

x2 +x8 +x7 + x> + x4

x84+ x7 + x4+ x° + x* + x3

xBrxt+xd+x+1

x”+x+x5+x+1

3BiacH
B+ x4+ x4+ x84+ x>+ x3) mod (xXB+x*+x3+x+1)=x"+x+x>+x+ 1.



Aaroputm AES

AES € cuMeTpuyHUM ITEpaTUBHUM OJIOKOBUM aJIropuTMOM IudpyBaHHs 31 128
JIOBKMHOIO OJIOKa Ta 31 3MIHHOIO JIOBKMHOIO Kitova. J[OBXKMHA KII04a MOXKE JOPIBHIOBATH
128, 192 a6o 256 6itiB. Ha Bigminy Big DES, anroputm AES He BukopucTOBY€ 30a/1aHCOBaHy
mepexxy Deiictens. AES 06asyerbes Ha apxitektypi SQUARE (KBAJIPAT), mnsa saxoi
XapaKTEPHO:

1) mnpencraBieHHs OJOKY y BUIJISII MacuBY OaiTiB;

2) mmdpyBaHHS 32 OJUH payH BCbOTO OJIOKY JaHHX;

3) BHKOHAHHS KpUIITOrpadivyHUX MEPETBOPCHb, K HAJ OKPEMHUMH OaiiTaMU MacHBY,
TaK 1 HaJ| HOTO PSAAKAMH 1 CTOBIIISIMHU.

brokx mpoMi>kKHOTO pe3ysabTaTy Ha3UBaIOTh CTAHOM. MaTpulls crany mae 4 psaku Ta 4
crosi (ND).

Marpuris crany npu Nb=4:

S0,0 So1 So2 So3
S10 S11 S12 S51.3
S2,0 S21 S22 S23
S3,0 S31 S32 S33
OCHOBHUM eJIeMEHTOM, SIKUM onepye anroput™m AES, € 6aiiT — mocimiToBHICTH 8 01T, 110

0OpOOJISIIOTHCS SIK €IMHE ITIE.

3amaBaTy 3HAUYCHHA OaiiTa 3py4YHO B IIICTHAIATKOBIN crcTeMi unciaeHHs. i 1soro
OalT JIMTHCA Ha B1 TpyIu 3 4-X OIT: rpyna crapimx 01T B 0alTI MpeaCTaBISIEThCS MIEPITUM
IIICTHAIIATKOBUM CHUMBOJIOM, a Tpymna Mojoammx Oit — apyrum. Hampuxman, nns Gaiita
10101100 orpumaemo: 10101100 =1010 1100 = AC.

Ipukaanx 2.4:
Po3risiHeMo nepeTBOPEHHS TEKCTY Y MATPUITIO:

Bigkputnii rexct: A SECRET MESSAGE
VY mictHaausTkoBoMy BUTIsii: 41 20 53 45 43 52 45 54 20 4D 45 53 53 41 47 45.

Otpumaemo:

41 43 20 53
20 52 4D 41
53 45 45 47
45 54 53 45

Kurou mmmdpy po3risgaroTh Sk MATPUIIO OaNTIB, sKa Ma€ 4 PSIAKY 1 KITbKICTh CTOBIIIIB
(NK), 1110 1opiBHIOE JTOBXKHUHI KJIFOYa, TOUICHIH Ha 32.

Marpuis kioda mudpy npu Nk=4:


http://www.moserware.com/2009/09/stick-figure-guide-to-advanced.html

Bxigni Ta BuXigHi 1aHi po3risgaoTh SK 0JHOBHMIpHI MacuBu 3 iHaekcamu 0,...,Nb-1.
Enementamu macuBy € Oaiitu. 111 O110ku MaroTh noBxuny 16, 24 ab6o 32 Gaiftu.

KinpkicTh nukiiB mudpyBanas NI 3anexuTs Big 3HadeHb NK:

Nk Nb Nr
(Lloeocuna | (Hosxcuna | (Kinvkicmo
KII04a) O10KY) paynois)

AES-128 4 (128) 10
AES-192 6(192) | 4(128) 12
AES-256 8 (256) 14

IIndpyBanus 3a aaropurmom AES ckiagaerncs 3:
|. [TouaTkOBOrO AO/IaBaHHS PAyHAOBOTO KJIIOYA.
I1. Nr-1 paynaiB, KO>KeH 3 SIKHX CKJIaJA€ThCS 3 YOTUPHOX €TaIliB:
1. IligcranoBka OaWTIB;
2. 3CyB pSIIIKIB;
3. IlepeminryBaHHS CTOBIIIIIB;
4. ]JlomaBaHHS payHIOBOTO KITIOYA.
I11. 3aBepmansHoro paynay NI, B SKOMY IPOITYCKA€ThCS MIEPEMIITyBAaHHS CTOBIIIIIB.
Po3rissHeMO KOXEH 3 YOTUPHOX €TaIliB JeTaIbHIIIe.
ITincranoBka OaiiTiB
BukonyeTbcst okpemo Juisi KOXKHOTO OaifTa 1 CKJIQaeTbCcsl 3 JIBOX IOCHIJOBHUX
MepETBOPEHb.
1. Baiir posrmspaiots gk enement nons GF(28). Slkmo BiH HeHyIbOBUIA, 1O HBOTO
IIYKalOTh OOEpHEHMH BimHOCHO MHOxeHHS B nomi GF(28). Slkmo s Gaiir HyJIHOBMIA,
obepueroro He icHye. Tomy HyaroBOMY Oaiity 00000000 BigmoBigae BiH cam.

2. Han yrBOpeHHM 0aiiTOM BUKOHYIOTH TaKe MEPETBOPEHHS:
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Ha ocHOBiI mmx ABOX MEpPETBOPEHb CTBOPEHO CIEHIalbHY TaONUWII0 3aMiH OalTiB B

HIICTHAALATKOBINA CUCTEMI, 1[0 HA3UBAETHCA S-00kcoM (Tadi. 2.1):

Tabauysa 2.1. S-60xc anzopummy AES

jl‘

0 1 2 3 4 5 6 7 B 9 a b = d a £

0] 63| 7| 77| Tb| £2 | 6b | 6f | 5 | 30 | 01 | 67 | 2b | fa | A7 | ab | 76
llca | B2 | 9| 7d| fa | 59| 47 | £fO | ad | d4 az | af | Sc | ad | T2 | 0
2|b7 | £fd| 93| 26| 36| 3f | £7 | cc | 34 | a5 | @5 | £1 | 71 | dB | 31 | 15

3| 04| 7| 23| 3| 1B | 96| 05 | 5a | 07 | 12 | 80 | e2 | eb | 27 | B2 | 75

41 09| B3| 2c| la| 1lb| be | S5a | al | 52 | 3b | d6 | b3 | 29 | e3 | 2f | B4

5| 53| dl1| 00| ed| 20| fc | bl | 5b | 6a | chb | be | 39 | 4a | 4c | 58 | of

6] d0 | ef | aa| fb| 43| 4d| 33 | B85 | 45 | £9 | 02 | 7£f | 50 | 3c | 9f | aB

x 7] 51| a3 | 40| Bf | 92 | 94| 38 | £5 | bc | b6 ( da | 21 | 10 | ££ | £3 | A2
Bled| Oc| 13| @ec| 5€| 97| 44 | 17 | cd4 | a7 | Te | 3d | 64 | 54 | 19 | 73

91 60 | Bl | 4f | de | 22 | 2a| 90 | BE | 46 | ee | BB | 14 | de | 52 | Ob | db
alel| 32| 3a| Da| 49| 06| 24 | 5c | c2 | d3 | ac| 62 | 91 | 95 | 24 | 79

b| &7 | cB 37 6d| Bd | A5 | de | a9 | 6c | 56 | f4 | @a | 65 | Ta | ae | OB
clba| 78| 25| 2e| lc| a6 | bd | c6 | @8 | dd | T4 | 1f | 4b | bd | Bb | Ba

d| 70| 324 | b5 | 66| 4B | 03| £6 | De | 61 | 35 | 57 | b9 | B6 | 1 | 1d | Be
elel | f8 | 98| 11 | 69| 49 | Be | 94 | 9b | le | B7 | @9 | cee | 55 | 2B | Af

fl Be | al | B9 | 0d| bEf | e6 | 42 | 68 | 41 | 99 | 24 | Of | bO | 54 | bb | 16

Ipukaag 2.5:

OTpuMaHy MaTPUIIO 13 TPHUKIIATy 4.4 IepeTBOPUMO 32 IOTIOMOTO0 S-00KCY:

53
41
47
45

41 43 20
20 52 4D
53 45 45
45 54 53

3cyB psakiB

83 14
B7 00
2 |\ ED 6E
6E 20

B7
E3
6F
ED

Psinku cTany MUKIIIYHO 3CyBalOTh HA Pi3HI KUTHKOCT1 OANTIB:

ED
83
A0
6L

Nb

KinpkicTh 3CyBiB...

0-ro psiaka (-)

1-ro psinka (C1)

2-to psaaka (C2)

3-ro psaaka (C3)

4
6
8

0
0
0

1
1
1

2
2
3

3
3
4

OO6epHEHHS eTamy 3CYBY PSAIKIB MOJATAE Y MAKIIYHOMY 3CyBI TPaBOPYY TPhOX HIDKHIX

paakiB Ha Nb-C1, Nb-C2, Nb-C3 GaiiTiB BiamoBigHO.



IlepeMimyBaHHsI CTOBIILIB
CTOBILI CTaHy PO3IIIAAAIOTE IK MHOrowIeH Hag noneM GF(28) ta MHokaTh 3a MomyteM
x* + 1 Ha dikcoBanuii MHOrouneH ¢ (x):
c(x) = 0314 x3+ 0155 x% + 0156 x + 024.
Sxmo a(x) — cToBmeIb /10 3aCTOCYBAHHS /10 HHOTO MepeMIITyBaHHs, a b(x) — micis, TO
NIEPETBOPCHHS MOYKHA 3aIMCaTH TaK:
b(x) = c(x) & a(x),

a00 y MaTpUYHOMY BUTJISIL:

b 02 03 01 01 ao
by\_[01 02 03 01| [
b, ] 01 01 02 03 a,
b, 03 01 01 02 as

JlonaBaHHA PayHI0BOI0 KJIK04Ya

[ToGiToBe momaBaHHS 3a MOJYyJIEM 2 payHAOBOTO KiIOYa JO0 BIAMOBIAHMUX OITIB,
OTPUMAHUX y MONEPEIHbOMY LUKII. PayHIOBUI KITIOY OTPUMYIOTH 3 PO3IIMPEHOTO KIH0Ya
mdpy. JJoBkrHa payHI0BOroO K04a JOpiBHIOE qoBKKHI 010Ka Nb.

I'enepanis kaw4iB. Poswupenuti kitoy — OJHOBUMIPHUN MacuB 4-0aMTOBUX CIIIB —

no3nauyaroth W[Nb- (Nr +1)].

Aneopumm pozwupenns kioua npu Nk < 6

1. Tlepur Nk 4-6aiitoBux ciiB W[i] mocnigoBHO BuOHMparoThes 3 kitova mmdpy: 0-e
CJIOBO — MepuIl YOTUPH OaiTu, 1-e cioBo — Apyri 4oTUpH OAWTH 1 T.J.

2. Y cnoBi WIJ[i—1] BHUKOHYIOTh IMKIIYHUH 3CyB OalTIB 3a CXEMOIO:
(a,b,c,d) = (b,c,d,a), ne a,b,c,d — Gaiirn.

3. TlotiMm m0 KOXHOTO 3 4-X OaWTIB OJEPKAHOTO CJOBA 3aCTOCOBYIOTH S-Oyok. Jlo
pe3yJIbTaTy J0JIal0Th PAyHAOBY CTATy 3a MOayseM 2 (Tabum. 2.2).

Taonuuysn 2.2. Macue paynoosux koncmanm Rcon
01/02/04|08|10/20|40|80|1B |36
00| 00|00|00|00|00|00|00| 00|00
00| 00|00|00|00|00|00|00| 00|00
00| 00|00 |00|00|00|00|00| 00 |00
4. Pemrry ciniB W [i] Busnauatots 3a popmysioro: Wil = W[i — Nk]|@W][i — 1]

[Tpu Nk > 6 BuUKOHYyETBCS TE€ came, 3a BUHSATKOM OJHOro: sKmio i — 4 kpatae NK, To

nepea KpokoM 4 10 KoKHOro 0aiTa cjioBa Iie pa3 3aCTOCOBYIOTh S-OJIOK.



JemnppyBanus:
|. Ilepen nepmum payH1oM JemppyBaHHS BUKOHY€ETHCS OIEpallisl 10AaBaHHs 3 KIIOUEM.
Il. IToTiM BUKOHY€ThCA 9 payHAIB ACIUPPYBaHHS, KOKEH 3 SIKUX 3A1MCHIOE TaKi oneparii:
1. 3cyB psnakiB B 3BOPOTHOMY MOpSAAKY. ballTh B OCTaHHIX TPbOX psAKaX MaTpHI
3CYBAIOThCS IUKIIIYHO BJIIBO HA Pi3HE YMCIIO OAWT.
2. ObepHeHa omepailis 10 omepallii macTaHOBKUA O0aiTiB. baliTu Matpuili 3aMiHIOIOTHCS

HOBMMHU 3HAYCHHSIMHU 3a TaONUIIEI0 3BOPOTHOI 3aMiHU, IO € IHBEPTOBAHHM S-O00KCOM

(Tabm. 2.2).
Tabnuya 2.2. Ineepmosanuit S-ookc anzopummy AES
W

0 1 2 3 4 5 6 7 8 9 a b c d [ £

0152 |09 | 6a (d5 [ 30 |36 |a5 | 38 | bf | 40 (a3 [ 5 [ B1 | £3 | 47 | fb

1] 7¢ |e3 | 3% (B2 [Sb | 2f | £f |87 | 34 | Be (43 (44 | c4 | de | 2% | cb
2154 |7b |94 (32 (a6 (2 |23 | 3d |ea | d4c | 95 (0b | 42 | fa | €3 | de
3108 |22 |al (66 (28 (49 |24 | b2 |76 | 5b (a2 (49 | 6d | 8b | A1 | 25
4172 | f8 | f6 (64 [B6 | 68 | 98 | 16 | d4 | ad4 [ 5c [ cc | 54 | 65 | be | 92

51 6c |70 | 48 (50 | fd |ed | b9 |da | 5 | 15 | 46 | 57 | a7 | 8d | 24 | 84

6] 90 |dB |ab (00 [Be (e | d3 | 0Oa | £7 |24 (58 (05 (BB | B3 | 45 | 06

« 7140 |22 | 1le | Bf (ca | 3f | 0Of |02 | el |af (bBd (03 (01 | 13 | Ba | 6b
B8] 3a | 91 |11 (41 [ 4f [ 67 |de |ea | 97 | £2 | cf (ce | fO | bd | a6 | 73
9196 |ac | 74 |22 |e7 |ad | 35 |85 |e2 | £9 | 37 (eB8 | 1c | 75 | Af | 6e

al 47 | £f1 |1a (71 (1d |29 | c5 | 89 | 6f | b7 |62 (0e | aa | 18 | be | 1b

bl fc |56 | 3e |4b | c6 (d2 (79 |20 | 9a |db | cD | fe | 78 | cd | 5a | £4
c]llf |dd |aB (33 (B8 (07 |7 | 31 | b1 |12 (10 (59 | 27 | 80 | @ec | 5Ff

d| 60 |51 | 7f |a9 |19 (b5 | 4a (0d | 2d |e5 | Ta | 9f | 93 | 29 | 9c | ef
elal |ed | 3b |4d |ae (2a [ £f5 | b0 |cB |eb |bb | 3c [ B3 | 53 | 99 | 61
£117 |2b |04 (Te |(ba |77 |d6 | 26 | el |69 ( 14 [ 63 | 55 | 21 | Oc | 7d

3. Ilpomenypa, 3BOpoTHa

poLeypl MepeMinTyBaHHS

croBroiiB. Ko)XeH CTOBIELH

MaTpHLi pO3IIAmacThes sk 4-6iToBuit MHorowreH Han nonem GF(2%) i mHOXMTBCS Ha
(bikcoBaHUIT MHOTOWIEH:
c71(x) = 0byg - x3 + 0d4¢ - X% + 0944 - x + Oe; 1O MOYITIO MHOTOUTEHA X' +1.

Taky omnepailito MOXHa 3aMMCaTH B MATPUYHOMY BUTJISIAIL:

ao Oe 0b 0d 09 by
a | [01 0e 0b 0d by
a | \od 09 0e O0b b,
as 0b 0d 01 Oe bs

4. Omepailist 10AaBaHHS 3 KIIOYEM 10 MOAYJIIO 2.

I11. 3aBepmianbHUil payHJ HE MICTUTh OIEpALlI0 EPEMILITYBAaHHS CTOBIILIIB.



3agoannsa 00 nabopamopnoi pooomu

3aeoannsa 1

Buxonamu sawugpysanns 610Ky Oanux 6i0Kpumoz2o mexkcmy 3a O00NOMO20H0

ancopummy AES na ocnosi nasuanvroi npoepamu CrypTool 2 (Templates=Cryptography=

Modern=Symmetric=AES Visualization) 3ciono eapianmy.

Bapianrt Ne B0k BIAKPHUTOrO TEKCTY Kurou
1. 01020304050607080910111213141516 | 0102030405060708090A0B0OCODOEQOF00
2. 10203040506070809101112131415160 020406080A0C0E10121416181A1C1E00
3. 02030405060708091011121314151601 04080C0014181C2024282C3034383C00
4. 20304050607080910111213141516010 08101800283038404850586068707800
S. 03040506070809101112131415160102 102030005060708090A0BOCODOEOF000
6. 30405060708091011121314151601020 20406000A0C0E10121416181A1C1EQ00
7. 04050607080910111213141516010203 | 4080C1014181C2024282C3034383C000
8. 40506070809101112131415160102030 81018202830384048505860687078000
9. 05060708091011121314151601020304 | 02030405060708090A0BOCODOEOF0001
10. 50607080910111213141516010203040 0406080A0C0E10121416181A1C1E0002
11. 06070809101112131415160102030405 080C1004181C2024282C3034383C0004
12. 60708091011121314151601020304050 10182008303840485058606870780008

1.1. ChopmyBatn payHIOBI KUl Ui 3alIM(ppyBaHHS JaHUX. Y 3BITI ONUcatu 31

CKPIHIIOTaMH KPOKH aJIFOPUTMY FeHepalii KJIF04iB 3T1THO CXEMHU:

I'enepauyia knrwuie

Kirou (128 6itiB) y 16-1#i cuctemi YuCIICHHS:

[TouaTkoBuit kiro4 (128 OITIB) Yy BUTIISAL
MaTpuLl OANTIB:

wO wl w2 w3

HuxmiyHuit 3cyB W3

Pe3ynbTaT 3aMiHN KOXKHOTO OalTy W3 3

BUKOPUCTAHHSM S-00KCYy:

w4 = SubBytes(ws) @ Rcon(1) @ wo:

W5 =WwW1 @ w4:

W6 =W2 @ ws:

w7 =w3 @ we:

Kitou 1-ro paynay (128 6itiB) y BUrmsai
Matpuili OanTiB:

w4 w5 wb w7




Kitou 2-ro paynay (128 6itiB) y BUrsai
MaTpuil OanTiB:

w8 w9 wil0 wll

LN )

Kirou 10-ro paynay (128 6itiB) y BUTIISIAI
MaTpuIl OANTIB:

w36 w37 w38 w39

Sawugpysannsn 010Ky

brok moBimomenss (128 6iTiB) y 16-iit
CUCTEMI YUCIICHHS:

brok noBimomiienss (128 6iTiB) y BUTIISII
MaTpHL CTaHy:

JlonaBaHHSI MaTPUIll CTaHY 3 MOYATKOBUM
karoueM (AddRoundKey):

Payno

[lincranoBka 0alTIB 3 BUKOPUCTAHHIM S-
6okcy (SubBytes):

3cyB psaakiB (ShiftRows):

[TepemimyBanus croBmiliB (MixColumns):

JonaBaHHs 3 KiitoueM 1-ro payHay
(AddRoundKey):

Pe3ynbTyroua Matpuud crany 1-ro payHay:

Payno

2

Pe3ynbTytoua MaTpulst cTany 2-ro payHuay:

Payno

3

Pe3ynbryroua maTpuis crany 3-ro payHuay:

Payno 10

[TincranoBka 0alTIB 3 BUKOPUCTAHHIM S-
ookcy (SubBytes):

3cyB pankiB (ShiftRows):

HonasanHus 3 kiroueM 10-ro payHay
(AddRoundKey):

Pe3ynbTytoua Matpuus crany 10-ro paynuy:

Pesynbrar mmdpyBanas 6J10Ky:




Koumponwui 3anumanus:

ok whE

OnuuIiTe OCHOBHI KpOKH 3amupyBaHHs 3a anroputMom AES.
Binx woro 3anexuTth KiIbKICTh payHiB mu@pyBanHHs 3a anroputMom AES?
SIkuM 9MHOM TeHepyroThes Kitoui B AES?

Sxi ocobnuBocTi Aemu@pyBanHs 3a anroputMom AES?
Ha3BiTh OCHOBHI peKUMHU POOOTH OJOKOBUX CUMETPUYHUX AJITOPUTMIB K (PPYyBaHHS.
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