Tema2. ba3oBi HaTaIITYBAaHHA KOMYTATOPA i KIHIEBOI0 NPUCTPOIO

BuxinHi npucTpoi, KOMyTaTOpH 1 KiHIIEBI MPUCTPOI MAIOTh JIESKY 3araibHy KOHQIrypauito. Ane
JUIs Balioi KOHKPETHOI MepeXi KOMYTaTOpH Ta KIHIIEBI MPHUCTPOi BHMAararTh Bamioi KOHKPETHOI
iHpopMmamii Ta IHCTPYKIIH. Y IbOMY pO3AUI BU AI3HAETECH, SIK OTPUMATU JOCTYN A0 MEPEKHHX
npuctpoiB Cisco 10S. Bu BuUBUNTE OCHOBHI KOMaHAM KOH(Irypailii Ta BAKOPUCTOBYBATUMETE 1X IS
HaJlAIITyBaHHA Ta nepeBipku npuctporo Cisco IOS Ta kinneBoro npuctporo 3 [IP-agpecoro.

Ha3zBa Temn Meta BUBYEHHS TeMHU

[TosicuuTH, SIK OTPUMATH AOCTYII 0 MIPUCTPOIO MiJT

2.1. loeryn 1o Cisco 105 kepyBaHHsAM Cisco IOS 3 MeToro HamamTyBaHHs.

[Tosicautn, sik opientyBatucs y Cisco IOS s

2.2. Hasirauia B 10S . ..
KOH(DIrypyBaHHS MEPEKHHUX MIPUCTPOIB.

2.3. CTpyKTYpa KOMAHT Onwucat CTpyKTypy KOMaH]l IPOrpaMHOTro 3a0e3MeueHHs

Cisco IOS.
2.4. ba3oBi HaJTAIITYBAHHSA Bukonatu HanamryBaHHs MPUCTPOTO T KepyBaHHsIM Cisco
NPHUCTPOIO IOS 3a nonomororo CLI.

Buxopuctanns koman [OS s 30epiraHs MOTOYHUX

2.5. 30epirannst HAJIAIUTYBAHb
HaJIaIITyBaHb.

[TosicHuTH, SIK IPUCTPOI B3AEMOIIIOTH Y MEPEKHOMY

2.6. ITopTH i agpecu :
p Ap CEpEeIOBHILII.

2.7. HanamryBanns IP-aapecauii HanamryBanus [P-anpecu Ha KiHIIEBOMY IPUCTPOI.

2.8. IlepeBipka 3'eqHaHHs BukoHatu nepeBipky 3'€HaHHS ABOX KiHLEBUX MPUCTPOIB.

2.1. Joctym g0 Cisco 10S

2.1.1. OnepauiltHi cucmemu

Vi KiHIIEBl TPUCTPOI Ta MEPEXKHI MPUCTPOi MOTpedyroTh omnepaitiiHoi cuctemu (OC). Ak
IMOKa3aHO Ha PHCYHKY, yacthHa OC, ska B3aeMoji€ 0e3MOCePEeIHBO 3 KOMITIOTEPHUM
oOyagHaHHSAM, HA3WBa€ThCa sApoM. YacTuHa, sKa B3aEMOJIE 3 TMporpaMaMud Ta
KOpPHUCTYBa4eM, Ha3UBA€ThCS 000I0HKa. KoprcTyBay Moke B3a€EMOJIATH 3 000JOHKOIO 32
JOTIOMOTOr0  1HTepdericy kKomanmHoro psnaka (command-line interface, CLI) a6o
rpadiunoro inTepdeiicy kopucryBada (graphical user interface, GUI).



OBnagHaHHS|

IHTEpdeic
KopucTyBa4a

- OBonoHKa - Npu3Ha4YeHnn ONs KopUcTyBa4a iHTepeic, Wo A03BOMAE KOpUCTYBa4am pobUTH KOHKPETHI 3annTK 3 KoMn'totepa.
Lli 3anutu moxHa pobutk abo Yepes iHTepdericn CLI abo GUI.

- Agpo - YacTrHa onepauiiHoi cuctemu, Lo 3abesneyye B3aemogito anapaTtHUX 3acobie | nporpamHoro 3abesnedeHHs
KOMN'toTepa, Po3nofin CUCTEMHUX PeCcypCiB Ta iHLWwe.

- OBnagHaHHA - eNeKTPOHHI Ta iHLWI "i3nYHI" KOMMOHEHTW KOMN'IoTepa.

Min vac BukopuctanHs CLI kopucTyBau B3aemopie Ge3nocepefHbO 3 CUCTEMOK B TEKCTOBOMY CEPELOBULLi, BBOASYM KOMaHAM Ha
KnasiaTypi B KOMaHOHOMY psKy, sik MoKa3aHo B npuknagi. Cuctema BMKOHYE KOMaHAy, 4acTo Haaruu BUXiOHI AaHi y TEKCTOBOMY BUMMSA).
Onsa po6otn CLI noTpibHO gyxe mano HaknagHux Butpat. OgHak KOpUCTyBay MOBMHEH MaTW 3HAHHA NPo 6a30BY CTPYKTYpy KOMaHA Ans
KepyBaHHsi CUCTEMOHO.

[analyst@secOps ~]$

2.1.2. [ paghiyHUl iHmepgpelic Kopucmyeada

I'padiunmit inTepdeiic kopuctysaua (GUI), Takuii sx y OC Windows, macOS, Linux KDE, Apple i0S
ab6o Android, m03BoJIlE KOPUCTYBauyeBlI B3a€EMOJIATH 3 CHUCTEMOIO, BHKOPHCTOBYIOUHM CEpEIOBHILE
rpadgigyHuX 3Ha4KiB, MeHIO Ta BikoH. [Ipuknax GUI, saxuii 300pakeHO Ha PUCYHKY, OUIBII 3pYIHUM 115
KOPHUCTYBaYiB Ta BUMarae€ MEHIIMX 3HaHb 0a30BOi CTPYKTypH KOMaHJ JUIsl KEpyBaHHS CHUCTEMOIO. 3
i€l MpUYUHU OUTBIINICTh KOPUCTYBauiB BUKOPUCTOBYIOTH GUI.




IIpote, GUI He 3aBxau Moxe 3abe3meunTH Bel QyHKUIi, sKi goctynHi npu BukopuctanHi CLI. Kpim
toro, B GUI wacTo BUHHMKAIOTh TOMHJIKH, aBapiiHi 3001 a00 iHTepdeic MPOoCTO HE MPAIIOE€ HAICKHUM
yuHOM. ToMmMy 40 MepeXHMX MpUCTPOIB, sK mpaBuwio, 3BepraroTbed uvepe3 CLI. CLI menm
pecypcoMiCTKHUH 1 ayke cTadinpbHui y mopiBHsHHI 3 GUL

CiMelCTBO MEPEXHHX OINEpaliiHUX CHUCTEM, II0 BUKOPUCTOBYIOThCA Ha Oaratbox mpuctposix Cisco,
HasuBaeTbcss Cisco Internetwork Operating System (IOS). Cisco I0S BUKOpPHUCTOBYETHCS Ha
OaraTbox MapuipyTuszaropax i komytaropax Cisco HE3aJeKHO BiJl THUIy ab0 po3Mipy NPHUCTPOIO.
Koxxen Tun wmapmpytuzatopa abo kKomyTatopa BHKOpHUCTOBYe cBoio Bepcito Cisco 10S. Inmri
onepaniiini cucremu Cisco Bkimodarots [0S XE, [0S XR ta NX-OS.

IIpumitka: OmnepauiifHy cucTeMy Ha JOMAaIIHIX MapIIpyTH3aTOpax 3a3BHYail  HA3MBAIOTh
MIKpOIIpOTpaMHUM  3a0e3rneueHHsM  (firmware). HalmommupeHimmii  MeTOon — HaJalTyBaHHS
JIOMAIIIHBOT0 MapuIpyTu3aropa - 1e ukopucranis GUI na 6a3i Be6-Opay3epa.

2.1.3. lNpusHayeHHss OC

MepexHi omepariifHi cucTeMu cxoxi Ha omneparliiny cuctemy [1K. Yepes GUI omepamiitHa cuctema
[IK n03BosIsI€ KOPUCTYBAaUeBl BUKOHATH TaKi 3a1a4i:

BukopucroByBaTi MuIry 175t BHOOPY Ta 3aIlyCKy MpOrpam.
BBomuTH TEKCT Ta TEKCTOBI KOMaH/IH.
[epernsaatu pe3ynbTaT Ha MOHITOPI.

Mepexna omepartiiina cucrema Ha ocHoBl CLI (mampuknan, Cisco IOS nHa komytatopi abo
MapIIpyTHU3aTOpi) JO3BOJSIE MEPEKHOMY CIELIaNiCTy:

BukopucroByBaTH KiIaBiaTypy JAJIs 3aIlyCKy MEpexHHX mporpam Ha 6a3i CLIL
BukopucroByBaTu KiaBiaTypy /151 BBEACHHS TEKCTY Ta TEKCTOBHX KOMAaH]I.
[epernsaatu pe3ynbTaT Ha MOHITOPI.

Mepexni npuctpoi Cisco mpamoroTh mia kepyBaHHsAM mneBHuX Bepciii Cisco I0S. Bepcis 10S
3QJICKUTH BIJ TUITY NPUCTPOIO, IKHUH BUKOPUCTOBYETHCSA, Ta HEOOXITHUX (DyHKIIIH. X04a BCl MPUCTPOi
MOCTaBIIAIOTHCSA 31 crannapTHoO 10S 1 Habopom (yHKIIIH 32 3aMOBUYBAaHHSAM, MOKHAa OHOBUTH BEPCIIO
a6o HaOip ¢ynkii [0S, mob6 oTpumMaTH A01aTKOBI MOYKIHUBOCTI.

Ha pucynky BinoOpakaeTbcst mepesik Bepciii nporpamuoro 3adesnedenss [0S nis komyraropa Cisco
Catalyst 2960.

MpuKnag 3aBaHTaXeHHs NporpaMHoro 3abeaneveHHs Cisco
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Software Download
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2.1.4. Memoou docmyrny

KomyraTtop Oyne nmepecuiati Tpagik 3a 3aMOBUYBaHHSAM 1 Horo He MOTPiOHO YITKO HAJAIITOBYBaTH
s pobotu. Hampukiian, 1Ba HajamToBaHI BY3/IM, SIKI Mig'€IHAHI O OAHOTO 1 TOrO > HOBOTO
KOMYTaTOpa, 3MOXKYTh CITIIKyBAaTHUCH.

He3anexxHo BiJ MOBEXIHKA HOBOTO KOMyTaTopa 3a 3aMOBUYBaHHSIM, BCl KOMYTAaTOpPH MOBHHHI OyTH
HaJIaIlITOBAaHI 1 3aXHIICHI.

3aroJIoBoK TadJmIi
Meton Omnuc

Ile ¢i3nunmii TOpT KepyBaHHS, SKWW 3a0e3leuye IM03aCMyTOBHH JOCTYIT JI0
npuctporo  Cisco. IlozacmyroBuii jgoctyn 3IiMCHIOETBCS uepe3  BHIIJICHUHN
aIMIHICTDAaTUBHMM  KaHAJ,  SIKUA  BUKOPUCTOBYETHCS  JJII  TEXHIYHOTO
00ciTyroByBaHHs MpUCTporo. IlepeBara BUKOPUCTAHHS KOHCOJBHOTO MOPTY MOJISATAE

Koncoan B TOMY, IO JOCTYIl 1O TPHUCTPII0 €, HaBITh SKIIO HE HAJAIITOBAHO KOJHHX
MEPEKHUX CITYKO, HATPUKIA, i/ Yac MOYaTKOBOT'O HANAIITYBAHHS MPUCTPOTO. J[ist
mig'eqHaHHS 70 KOHCOJI TOTpIOHI TporpamMHe 3a0e3MeueHHs I eMYJIAIil
TEpMiHaIy Ta CrelialbHUNA KOHCOJIbHUIN KaOenb 1is Mil'e AHaHHS 10 IPUCTPOIO.
SSH - me BOymoBaHW 1 PEeKOMEHIOBAaHWUN METOJ JTUCTAHIIMHOTO BCTAHOBIICHHS

MpoTokou 3aXHIIEHOTO CLI-3'ennannst 4yepe3 BipTyanbHHH iHTepdeiic uepe3 mepexy. Ha

Secure Shell BIZIMIHY BiJl KOHCOJBHOIO "3'6/:[HaHH;{, SSH-3'eantgHﬂ Bquarafom AKTUBHUX

(SSH) MEPEKHUX CITy>KO Ha MPUCTPOI, BKIFOUAIOYN aKTUBHUHN IHTEpQEiic 3 HaIalmToOBaHOO

anpecoto. bimpmricts Bepceiit Cisco IOS Brmtouators SSH-cepBep Ta SSH-kimieHT, ki
MOYKHa BUKOPHCTOBYBATH I BCTAHOBJICHHS ceanciB SSH 3 iHIIUME MPUCTPOSMH.

Telnet - me He3axuiieHWi, BOYJAOBaHWH METOJ AMCTAHI[IHHOTO BCTAaHOBJICHHS
ceancy CLI uepe3 BipryanpHUil iHTepdelic uepe3 mepexy. Ha Biaminy Bim SSH,
Telnet He 3abesmeuye 3axuineHe, 3ammudpoBaHe 3'€MHAHHS 1 WOro CIijx

Telnet BUKOPUCTOBYBAaTH JIMIIE B JIa0OpaTOpHUX YMoOBax. ImeHTH(ikaris KopucTyBaua,
napoii Ta KOMaHOM HAJICHIAIOTBCA 4Yepe3 MEpEeXy y BHIVISAL MPOCTOTO TEKCTY.
Haiikpama npaktuka - BukopuctoByBatu SSH 3amicte Telnet. Cisco IOS Bkitouae
sk cepBep Telnet, Tak 1 kmient Telnet.

IMpumitka: Jleski mpuCTpoOi, Taki SK MapHIpyTH3aTOPH, MOXYTh TaKOX IMIATPUMYBATH 3acTapiiauit
JOTIOMIKHUM TOPT, SIKUM BHUKOPHCTOBYBABCS JJISi AMCTaHIIMHOrO BcTaHOBIeHHA ceaHcy CLI gepes
TenedOHHUN 3B’S30K 3a JTomoMororo moaemy. [loniOHo koHconpHOMY 3'enHaHHIO, MTOPT AUX Takox
[103aCMYTOBHI 1 HE BUMarae HajamTyBaHHS a00 JJOCTYITHOCTI MEPEXXHUX CITYXKO.

2.1.5. [poepamu emynauii mepmiHany

IcHye kinbka mporpam emyJisilii TepMiHaliB, $SKI MOXXHa BUKOPUCTOBYBATH Ui IiJ'€THAHHA [0
MEpEKHOTO MPUCTPOI0 ab0 Yepe3 IMOCTiIOBHE 3'€IHAHHS 4Yepe3 KOHCOJbHUH MOpT, abo yepes 3'€THaHHSA
SSH/Telnet. Ili mporpamu A03BOJSIOTH MiJBUINMWTH Bally MPOAYKTHUBHICTH, PETYJIOIOYH PO3MIpH BIKOH,
3MIHIOIOYH PO3MIpU MIPUQPTY Ta 3MIHIOIOYH KOJIBOPOB1 CXEMH.
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2.1.6. [NlumaHHs Ons camonepesipku - [Jocmyn 0o Cisco 10S

. AkniA meTon gocTtyny Oys OW HAROINbLW BIANOBIAHWM, AKDW B OYNMKH B NPUMILLEHH 3
o0nagHaHHAM 3 HOBMM KOMYTATOPOM, AKMA NOTPIOHO HanawTysatu?

() KoHcons

() Telnet/SSH

) Aux

. HAknid meTon focTtyny Oye OW HAROINLLW BIANOBIAHMM, AKIWO BAL MEHEL#ED NO4AB
BaM crneyjiantHui kadenk | Haka3as BaM BMKOPUCTOBYBATH MOMo AnA
HANAWTYEaHHA KOMyTaTOpa?

() KoHcons

() Telnet/SSH

([ I Aux

. AxniA MeTog gocTyny Oye OW HaROINbLW BignosigHKMM s0yQOBaHKMM QOCTYNOM OO
10S yepes mepexHe 3'€AHaHHA?

() KoHcons

() Telnet/SSH

([ I Aux

. Aknid MeTog gocTyny Oyge HanbinbWw BigNoBIgHKMM, AKWO BKM 3aTenedoHyeTe
CBOEMY MEHELKEPY | CKaWeTe HOMY, LU0 BU HE MOKETE OTPUMATH AOCTYN 00
MapLpYyTHIaTOpa B IHWOMY MICTI Yepes IHTEPHET, | BiH HAAaCTe BaM IHpOopMaLiD
ANA OOCTyny A0 MaplwpyTH3aTtopa Yyepes TenedoHHe 3'€0HaHHA"?

(") KoHcons

() Telnet/SSH

([ I Aux



1. Hewi metog goctyny Oye Bu Haibinew eignosigHum, AkDK BM OyNKM B NpMMILLEHHI 3
0BnagHaHHAM 3 HOBMM KOMYTATODOM, AKMIA NOTRIOHO HanawTysaTk?

|C} MpaeunbHo!

@ Koncons

() Telnet/SSH

) Aux

2. HAewi meTog gocTyny Oye Ou Halbinew signosigHum, AKLO BAW MeHeTxep Nodas
BamM crneyiansHWA kabens | HaKasae Bam BMKOPWCTOBYBATH Horo 4nA
HANALWTYEaHHA KoMy TaTopa?

[C) MNpaeunbHo!

@ Koucone

() Telnet/SSH

Ty
'\___,}' Ak

3. Hewin metog gocTyny Oye Ou Halbinew eignosigHum e0YL0BaHMM JOCTYNOM 00
105 yepes MepedHe 2'gQHAHHAT

|C} MpaeunbHo!

) Kodcons

(@) Telnet/SSH

() Aux

4. Hewi meTog gocTyny Oyge Halbinew eignoeigHum, AKWO B zaTenedioHyETE
CEOEMY MEeHedepy | cHameTe MoMy, WO M He MOMETe OTPUMAaTK JOCTyN 40
MapLpYTH3ATOPA B iHWoMY MicTi dyepes IHTepHeT, | BiH HagacT: eam iHbopmalio
4nA QOCTyNy 40 MapLpyTHIaTopa Yepes TenedioHHe 3'€gHaHHAT

|C) MpaeunbHo!

Fa
() KoHcone

i _:. Telnet/SsSH

-

@ ALK



2.2. Hasirauia B 10S

2.2.1 OCHOBHI KOMaHOHI pexxumu

VY nonepeaHiii Temi BM Ai3HATUCS, IO BCl MepexkHi mpuctpoi morpelOyrorsh OC i mo iX MoxHa
HanamryBatu 3a gornomoroio CLI abo GUIL Bukopucrannus CLI Moxe HagaTH aaMiHICTpaTopy Mepexi
OLTBII TOYHWUK KOHTPOJIH Ta THYYKiCTh, HDK BUKopucTaHHA GUIL. VYV 1miii Temi 0OroBOprOETHCS
Bukopuctanns CLI qns nagiranii B Cisco 10S.

3 mipkyBanb Oe3neku Cisco [0S BUKOPHUCTOBYE JBa OKPEMUX KOMAHIHHX PEXUMHU IJISL TOCTYITY IO
aJIMIHICTPAaTUBHUX (PYHKIIH:

. KopucryBaubkuii pexxum EXEC (User EXEC) - neii pexxuM mMae 00MEXeHI MOMXIJIMBOCTI,
ajie KOPUCHUHM Il OCHOBHHUX omepaiiid. B kopucTyBanpkoMy peXuMi JIOCTYyIHE JIHUIIE OOMEKEeHe
YHCJIO OCHOBHUX KOMaHJ MOHITOPHHTY Ta HEMOXJIMBO BUKOHYBAaTH OYIb-sKi KOMaHIH, SIKI MOXYTb
3MIHUTH KOH(Irypamiro camoro mpuctporo. KopucryBampkuii pexxum EXEC inentndikyerscs 3a
noromoroto 3anuty CLI, KUl 3aKiHUy€eThCSI CHMBOJIOM >.

. IIpusineitoBanuii pesxkum EXEC (Privileged EXEC) - 111 BuKOHaHHS KOMaH[ KOH]irypartii
aJIMIHICTPAaTOp MepeXi MOBMHEH OTpUMATH JIOCTyn 1o mnpuBiieiioBanoro pexumy EXEC. Pexumun
KOH(iryparii OB BUCOKOTO PiBHSA, SIK, HAPUKIIAT, PEXKHUM TJI00aIbHOT KOH(DIryparlii, MOXXyTb OyTH
nocTymnHi nuie 3 npusiieiioBaHoro pexumy EXEC. IlpusineiioBanmii pexxum EXEC moxe OyTu
BU3HAYCHUH T1]IKa3KOI0, 10 3aKIHUYETHCSI CHMBOJIOM # .

VY Ttabmumi y3araqpHEHO JBa pPEeXHUMH Ta BimoOpaxkaroTbes mifkazku CLI 3a 3amoBuyBaHHSAM
KoMyTaTopa Ta MapupyTtusaropa Cisco.

Komanauuii Onue KoManaHuii psaiok nmpucrporw 3a
pexKuM 3aMOBYYBaHHAM
3abe3mnedye M0CTyIl 10 0OMEKEHOT
.. KUIBKOCTI 0a30BUX KOMaH MOHITOPHHTY. .
KopucryBaubkuii . PHILY. g itch>
Ileit pexuM YacTo HA3UBAIOTh
pexum EXEC « " Router>
PEXKUMOM ““NUIIE IS TIeperisay’ .
Lleir pexxum A03BOJISIE OTPUMATH
JIOCTYTI IO BCIX KOMaH/I 1 PyHKITIN.
.. . KopucryBau MOXeE .
HpusineiioBanmi BUKO I/ICT;)B B;;I/I Oyop-gaKi  KOMaHIH Switch#
pexnm EXEC PHCTOBY Y Router#

MOHITOPHHTY, a TaKOX Ma€ JTOCTYI [0
BCIX KOH(]Irypariii i KoMaH]| KepyBaHHS.

2.2.2. Pexxum KoHgbicypauii ma niopexxumu KoHi2ypauir

Jnis HanmaITyBaHHS IPUCTPOIO KOPUCTYBau MOBUHEH MEPEUTH Y pexXUM IT100anbHOi KOHGITrypartii.

VY pexumi rinodanbHOi KoH]Irypatii BHOCAThCS 3MiHM KoHQirypauii CLI, ski BIiuBaioTh Ha poOOTY
MIPUCTPOIO B 1iJIoMy. Pexknm rimobanbHoi KoH(irypartii i1eHTu(IKy€eThCS MiIKa3K00, 0 3aKIHIYEThCS
(config)# micns imeni npuctpoto, Hanpukiag Switch(config)#.

[lepen TumMm, sk mepeiTu B iHIII CHENiai3oBaHi PeKUMH KOH(Irypauii, TOTpiOHO YBIMTH B pexHUM
rnobanbHO1 KoH(pIrypamii 3 pexxuMy rio0anbHOi KOH(DIryparii KOpUCTyBa4 MOXKE MEpEeHTH B Pi3HI
nigpexxuMu KoH(pirypamii. KoxkeH 3 1uX pexuMiB 103BOJsE€ KOH(IYypyBaTH IE€BHY 4acTUHY abo
dbynxkmiro npuctporo [0S, JIBa mommpeHux miapekuMu KOHQITypartii:



. Pexkum koHirypauii Jinii - BukopuctoByeTbes Ui HamamrTyBaHHS JOCTYIY IO KOHCOIMI,
SSH, Telnet ado AUX.

. Pe:xxum  koHdirypanii iHTepdelicy - BUKOPUCTOBYETBbCS Ui HaJalITyBaHHA IOPTY
KOMyTaTopa abo MEpeKHOTo iHTepdeiicy MapupyTH3aTopa.

[Ipu Buxopuctanai CLI pexum ineHTUDIKYETHCS 32 JOMOMOTOI0 KOMAHIHOTO psKa, SKHA €
YVHIKQIBHUM JUISI IbOTO PEKUMY. 3a 3aMOBUYYBAHHSIM KOXKEH 3alUT MOYMHAETHCS 3 IMEHI MPHUCTPOIO.
[licna imeni, pemrTa migka3ku BKaszye pexxuM. Hampukman, 3ampoIllieHHs 3a 3aMOBUYBAHHSM JUIs
pexumy koHpirypamii ninii Switch(config-line)# Ta 3ampomieHHs 3a 3aMOBUYBaHHSM ISl PEKUMY
KoHirypauii inTepdeiicy Switch(config-if)#.

2.2.3. OcHosHi pexxumu komaHd CLI 10S

Video — 10S CLI Primary Command Modes

This video will cover the following:
+ User EXEC mode
« Privileged EXEC mode
+ Global config mode

Haruckaemo na PC1 — terminal + Ok:

EmNBOLr Lk 90¢1% QQA0DE B=B A — 4
o @i fl/srme @ S

Physical|x 454 y 203

PC1 Switchi
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v
Time: 00:04:51(- )~

+Enter — Oyae komanauuii pexuMm (command mode)
Switch> enable + Enter (User exact mode)

Switch# (privilege EXEC mode)

SW Image

24TT 15,2 LANBASE-M
Softwi Software (C2960-LANBASE-M), Version 12.2(25)FX, RELEASE SOFTWARE (fcl)

vright (c) 1¢ 2( >is o) s Inc.
npiled Wed ) 0

5-CHANGED: Interface FastEthernet0/4, changed state to up

b-UPDOWN: Line pr )1 on Interface FastEtherne ‘4, changed state to up

3, one per line. End with CNTL/Z.
lan 1

(1a puc. mu B interface configuration mode)

10



2.2.4. Hasieauisa mix pexumamu 10S

Jnis mepexoly MK peKuMaMH KOMaHHOTO PsIKY BUKOPUCTOBYIOThCS pi3HI komaHau. 11106 nepeiitu
3 kopuctyBanpkoro pexumy EXEC B mpuBiieiioBaHuii, BUKOpUCTOBYHTe KoMmaHay enable. [lis
MOBEpHEHHS B KopucTyBanbkuii pexkuM EXEC BHKOpHCTOBYHTE KOMaHy MPHUBIJICHOBAHOTO PEKUMY
disable.

Ipumirka: [IpusineiioBanuii pexxum EXEC iHoai Ha3uBaeThes peskxuMoM enable.

[[lo6 mepeliTh B pexuM TI0OANTBbHOI KOH(pIryparii 1 BHHTH 3 HBOTO, BUKOPHUCTOBYHTE KOMaHIY
configure terminal mnpusineiioBanoro pexumy EXEC. IIlo6 moBepHyTHCS 10 NpUBiICHOBAaHOTO
pexumy EXEC, BBeniTh KOMaHAy eXit pexxuMy ri100abHOi KOH]ITypartii.

Icaye Gararo pizHux migpexxumiB kKoHpiryparii. Hanpuknaa, mist BXoay B miapexuM KoH)irypartii
JiHIT BU BHKOpHCTOBYeTe KoMmaHAy line, 3a sikoio ciigye THI i HOMEp JiHII KepyBaHHS, 10 AKOi BH
Xouere OTpuMaTu noctyn. s BuUxomy 3 MiApPeKUMY KOH(Irypaimii Ta IMOBEPHEHHS B PEKUM
rio0anbHOT KOH(Iryparlii BUKOPUCTOBYHTE KOMaHy exit.

Switch(config)# line console 0

Switch(config-line)# exit|

Switch(config)#

o0 nepeiiTu 3 OyAb-SKOT0 MiIpeKUMY KOHQITrypalii B paMKax pexumy riodanbHoi KoHpiryparii Ha
OJIMH PiBEHb BUIIE B i€papXii peKUMIB, BBEIIITh KOMaH/Iy eXit.

o6 mepeiiti 3 Oynp-sKOro MiIpexuMy KoHdirypauii B npusiieiioBanuil pexxum EXEC, BBeniTh
koMaHy end abo BBeiTh KOMOIHaMi0 Kiaim Ctrl+Z.

Switch(config-line)# end

7]

witch#

Takox MOKHA MEPEXOIUTH OE3MOCEePEAHBO 3 OJHOTO MIAPESKUMY KOH]Iryparlii B iHIIWNA. 3BEPHITH
yBary, 1o micis BuOopy intepdeiicy koMmaH UM psiok 3MiHIOeTheA 3 (config-line)# Ha (config-if)#.

Switch(config-line)# interface FastEthernet 0/1

Switch(config-if)#

2.2.5 Bideo - Hasizauis mix pexumamu 10S

Pucynok nemonctpye nepexin mix pisaumu pexxumamu CLI B I0S
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Video — Navigate between 10S Modes

This video will cover the following:
+« enable
- disable
+ configure terminal
+ exit
« end
+ Control + Z on keyboard
« Other commands to enter sub configuration modes

PC is connected with consol cable to switch1l

EERS0Lr i @21 o3 B FE
Toa@l f/srme ¢ S
Physical)« 523 y- 264

Navigate Between |0S Modes m

enable PC1 Switch1
disable

configure terminal

exit

end

Cti+Z

line consecle 0 s

line vty0 15 °

interface van 1

E;-;-*ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ%ﬁﬁﬁ

L PPN TR TR IR P i - 7 T EE LTI S T

Click on PC1 + press Enter (sxomumo 8 USER EXEC mode)
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is now available

s RETURN to get started.

terminal
mmands, one per line.

5-CONFIG I: Configured from console by

Switchlfexit
Switch1#exit - Live consol connection.
Enter — 3HOBY MiAKIIOYAEMOCH 10 KOHCOJTI:
Switchl>enable

Switchl#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switchl (config) #

Mu B global config mode.

Sub config mode : line console 0

Switchl>enable
Switchl#config
ommands, one per line. End with CNTL/Z.

sole 0

Switchl (config-line) §

#End or ctrl+z (+Enter) — BuiiTu 3 1 pexuMy BUIIE B IpuBUIeHoBaHui privileged
(enable) EXEC mode

13



Tak nmpoOyemo pi3HUMHU BapiaHTaMH IO KOJY JEKIJIbKa pa3iB:
Swiktchl#
5SY5-5-CONFIG I: Configured from console

End with

Configured from

Enter configur lon ¢ one per line. nd with CNTL/Z.
Switchl (
Switchl#

%$SYS-5-CONFIG I: Configured from console

Switchl#
2.2.6. [lpumimka rpo iHcmpymeHm riepesipku cuHmakcucy Syntax Checker

Konu Bu BuBYaeTe, sk 3MiHIOBaTH KOHQIryparii NpUCTpOIO, BU MOXETE MOoYaTH poOOTy B Oe3nmeuyHOMY
HEBUPOOHUYOMY CEPEIOBHIIII, MEPIT HIXK POOUTH 1€ Ha peanbHOMY oOanHanHi. NetAcad Hagae BaM pi3Hi
IHCTPYMEHTH MOJEJIOBAaHHS, $Ki JOMOMOXYTh BaM OTPUMAaTH HABUYKM HANAIITYBAaHHS 1 YCYHEHHS
HecnpaBHOCTEH. OCKIIBKM 1€ 1HCTPYMEHTH Ul MOJICJIOBAHHSA, BOHM, SIK IIPABHJIO, HE MarOTh YCIel
(GYHKLIOHATBHOCTI peasibHOro ob6naaHaHHsA. OJHMM 13 TaKUX 1HCTPYMEHTIB € MEpeBipKa CHHTaKCHUCY
(Syntax Checker). ¥ xoxHOMY 3aBIaHHI TEpPEBIPKM CHUHTAKCUCY BaM HAJA€ThCS HAOIp IHCTPYKINN st
BBEJICHHSI MEBHOrO0 HaboOpy KomaHI. Bu He MokeTe MpocyBaTHCh y HpOrpami NMEpeBipKH CHHTAKCHCY,
K0 He OyJe BBEICHO TOYHY Ta IMOBHY KOMAaHIy, SK 3a3HAYCHO. bBiabIn TOCKOHAIi 1HCTPYMEHTH
MojentoBanHs, Taki sk Packet Tracer, 103B0JIsIIOTH BBOAMTH CKOPOYeHi KOMaH/IH, fIK i HA peaJlbHOMY
o0J1aiHaHHI.
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2.2.7. lNepesipka cuHmakcucy — Hasizauiss mix pexxumamu 10S
Buxopucrosyiite Syntax Checker s nepemimiensst Mi>xk KoMaHTHUMH psiikamu 1OS Ha KoMyTaTOpi.

Switch> enable

YBIiNAiTh y pexum rmobansHoT KoHdirypaLlii, BUKOPUCTOBYHOYM KoMaHay configure terminal.

Switch# configure t
KomaHau noTpi6Ho BBOAWTM MOBHiCT i TOYHO.
Switch# configure terminal

Buidgite i3 pexxumy rnobansHoi KoHdirypalii Ta noBepHiTeCS g0 npuBineioeaHoro pexxuMmy EXEC 3a gonomororo
KoMaHau exit.

Switch(config)#

Switch(config)# interface vlan 1

3 pexumy KoHdirypauii iHTepdeicy nepeinqiTe 40 peXuMy MigkoHMirypauil NiHii KOHCONI 3a 4OMNOMOroK KoMaHaw
rnobansHoT KoHdirypadii line console 0.

Switch(config-if)# line console @

[MoBepHiTECA B NpuBinenosaHuil pexum EXEC 3a gonomorow komaHou end.

Switch(config-line)# end

B ycniwHO nepeknw4anucA Mix pisHMMM pexumaMmu KoMmaHgHoro psagka IOS.
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2.2.8. lNumaHHs Ons camonepesipku - Hasieauis 6 10S

. Armid pexaan 10S 003BONAE OTPUMATKH JOCTYN A0 BCiX KOoMaHg Ta dyHKLIR?

IZ::_:J Pexmm rmobaneHoi koHdirypauii

N n H ! 5 i T
() Nigpexum koHdirypauii inTepdeicy
N e T : o _a e :
() Mippexum koHdpirypadii nikii koHconi
(") NpueineiiosaHmi pexum EXEC

[::_::;. KopucTyeauskuil pexm EXEC

Y Akomy pexaami 105 ew nepebyeacTe, AKWO BigoDpaacT=CA Nigkaska
Switch(config)#?
Yy T i m
(__) Pexwm rnobaneHol koHgpiry pavyi

.j:'_:ju Pexmm nigrondirypauii inTepdpelicy

(") Pesxmm nigroxdhirypauii KoHConsHOT MK
(" ) Mpueineroeaxun pexum EXEC

() KopucTyeaubkuii pexum EXEC

Y AKomy pexuami 105 en nepebyeacTe, AKWO BigoDpaxacTeCA Nigkaska Switch=7?

[:'_::] Pesmm rmoBansHoi koxdirypauii

( | Migpexsm koHdirypauii iHTepdency

( | Migpexmm koHirypayii koHconsHOT NIkl

() Mpueineiiosanui pexum EXEC

[:._::jl KopucTysauskuit pexmm EXEC

. Hri pei xomaHan NoEepHyTE BAC 40 3anNUTy NpUBinefdosaHoro pexuMy EXEC

HesanemxHo Bin pexumy koHdirypauil, B Akomy B nepebyeacte? (Obepite gea
BapiaHTH.)

16



1. FHEWi pesgim [0S QO3B0NAE OTPUMETH JOCTYN 40 BCIX KOMaHI Ta OyHELIR?

| () NpaeunsHo!

|;:;| Pestm rmoSansHoi KoHdirypai

|j:j| MigpexmM KoHDirypaul iHTepdeicy
.j:ju MigpexrmM KoH@irypaul nigi kosconi
@ MpueinelRosaHui pexm EXEC

|j:_:j| KopWcTyBaUsEMA peskum EXEC

2% AKoMy pExMMI 105 BY NepedyEasTe, AKWD BiaodpasacTLCA Nigkalka
Switchlconfig)g?

| (~) MNpaeuneHo!

@ Pexaan rmodansHol KoHgiry pauji

|;:;| Pestvm migrondirypauii iHTepdency

|j::j| Pestum NigkoHdinypauil KOHCONEHOT MiHi
.j:ju MpuEineRoEaHKA pesM EXEC

|;:_:;| KopWcTysauskii peskim EXEC

2% AomMy pexMMI 105 BM nepedyeacTe, AKWO eigoDpakaeTLCA Nigka3ka Switch=7

| (- NpaeuneHo!

|;:;| Pestvm rmofansHoi KoHdirypai
|j::j| MigpexmM KoHDirypaul iHTepdeicy
.j:ju MigpexrmM KoH@irypaul KoHConEHGT NI
|;:;| MpvEineRosaHi pesm EXEC
@ KopucTysaLskni pexim EXEC
4. Ari OBl KOMAaHAKM NOEEPHYTE BAC A0 3anNUTY NPWEINeRoBaHOMD PEXMMY EXEC

HEANSXHD BIO pemiany KoHGirypaUll, & Akomy eK nepedyeacTe? (O0epiTe OBA
BApiaHTK.)

| (~) NpaeuneHo!

CTRL+Z

D disable
D enable
end

[ | exit




2.3. CTpyKTypa KOMaH/

2.3.1. bazosa cmpykmypa komaHO 10S

s tema oxorumoe ocHOBHY cTpykTypy komann mis IOS Cisco. AamiHiCTpaTop Mepexki MOBHHEH
3HaTH OCHOBHY CTPYKTypy komanna IOS, mo0 maTu MOXJIMBICTH BHUKOPHUCTOBYBATH 1HTEpdeiic
komauaHoro psiaka (CLI) mns koHdirypaiii mpucTporo.

[puctpiii Cisco I0S miarpumye 6e3miu komann. Koxna xomanga IOS mae meBHuii gopmar abo
CHHTAKCHC 1 MOX€ BHKOHYBATHCS JIMIIE y BIAMOBITHOMY pEXUMI. 3araJbHUA CUHTAKCUC KOMaH[IH,
NOKa3aHUN Ha PUCYHKY, - 11e KOMaH/a, 32 SIKOO CJIIyIOTh BCI BIJMOBIHI KJIIOYOBI CJIOBA 1 apTYMEHTH.

Switch>show ip protocols

KrnoyoBe cnoso

KomaHgHWin psaokK KomaHpa MpoGin a60 aprymeHT

Switch>ping 192.168.10.5

« Knto4oBe cnoBo - ue cneyudivHmil napameTp, BU3HA4YSHWI B onepauiiHiin cuctemi (Ha pucyHky, ip protocols).
+ ApPryMeHT - Ue 3HaueHHs abo 3amiHHa, BU3HaYeHa KopucTyBayem (Ha pucyHky, 192.168.10.5).

[Ticnst BBeIeHHS KOXKHOT TOBHOT KOMaH/ 1, BKJIFOUAIOUH OyIb-sIK1 KITFOYOBI CJIOBA Ta aprYMEHTH, HATHCHITh
knasinry Enter, mo6 nmogatu koMaHAy iHTEPIIPETaTOPY KOMAH/I.

2.3.2. [lepesipka cuHmakcucy komaHo I0S

Komannma Moxe BMMaratu ogHoOro abo JeKiIbkox apryMmeHTiB. [1[00 BH3HAUWMTH KIIIOYOBI ClIOBa Ta
apryMeHTH, HEOOXIJHI Ui KOMaH]IU, 3BEPHITHCS 10 CHHTaKcucy kKoMaHa. CHHTaKcHC Hajae mabioH
abo (opmar, sKuii HeOOX1THO BUKOPUCTOBYBATH NPH BBEICHHI KOMaH/IH.

Sk BuU3HAYEeHO B TaOJWIN, TEKCT XUPHUM MIPUPTOM TO3HAYAE KOMAHIW Ta KIFOYOBI CJIOBa, SKi
BBOJATHCA K ITOKA3aHO. KprI/IBOM BI/I[[iJ'IeHO APTYMCHT, 3HAaUCHHA SAKOI'0O HaJla€ KOPHUCTYyBa4.

3aroj0BoK Ta0IUIIL

YmMmoBHE

Onmuc
NMO3HAYEHHS
. .. HamixupHuM mpudToM BHIICHI KOMAaHIH 1 KITIOUOBI CJIOBA, SIKi BU BBOJUTE
HamiB:KUPHHIT
OYKBaJIbHO SIK ITOKa3aHO.
Kypeus KypcuBom BifmoOpaxaioTbcsi apryMeHTH, Uil SKHX MOTpiOHO BKa3aTu

3HA4YCHHA.
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3aroJIoBoK TadJmIi

YmoBHe
Omnuc

NMO3HAYEHHS

x| B kBaspaTHUX IyKKax Bi10OpakaloThCS JOAATKOBI €IEMEHTH (KIIOYOBE CIIOBO
abo apryMeHT).

x} VY ¢irypHUX Ay’XKKax BKa3y€ThCS HEOOXITHUI €JIEeMEHT, TaKui SK KIIOYOBE

CJIOBO 20O apryMEHT.

@irypHi AyKKH 1 BEpTHKaJIbHI JIiHIi y KBaJIpaTHUX Ty’KKaX BKa3ylOTh Ha Te, 10
x{y|z}l] He0oOXiTHO oOpaTu nomaTKoBUi eneMeHT. [Ipo0iaum BUKOPHUCTOBYIOTHCS ISt
YITKOTO PO3MEKYBaHHS YaCTUH KOMAH/IH.

Hampuknan,  cuHTakcuc — BukopucrtaHHs description komanau description sfring. AprymeHnT -
3HA4YEHHS String, HajgaHe KopuctyBadeM. Komanpa description 3a3Bu4aii BUKOPHUCTOBYETHCS IS
onucy mnpu3HaueHHs iHTepdeiicy. Hampuknan, komanna description Connects to the main
headquarter office switch (ITlin'eqnanass 10 komyTtaropa TOJOBHOTO 0(icy) BH3HA4ae, e
3HAXOAUTHCS THIIHMHA MPUCTPIN Ha KiHIT 3'€ THAHHS.

Hwxue npeacraieHi NpUKIaa YMOBHUX MO3HAYEHB Ui JOKYMEHTYBaHHS Ta BUKOPUCTaHHS KOMaH]I

IOS:

ping ip-address - xomaHja ping, a BHM3HAYCHMI KOPHUCTyBadeM apryMeHT - Lie ip-aapeca
npucTporo npusHaueHus. Hanpuknaz, ping 10.10.10.5.

traceroute ip-address - komaHza traceroute, a BU3HAYCHUN KOPUCTYBAa4eM apryMeHT - 1€ ip-
anpeca npuctporo. Hanpukian, traceroute 192.168.254.254.

Skimo koMaHa CKiagHa, 3 ACKITbKOMa apryMEeHTaMH, il MOYKHA MIPEACTABUTH TaKUM YHHOM:

Switch(config-if)# switchport port-security aging { static | time time | type {absolute | inactivity}}

Komanza 3a3Bruyail cynpoBOIKy€eTbCs JOKJIATHUM OMMCOM KOMaH/H 1 KOKHOTO apryMEHTY.

Jogigauk mo komanaam Cisco IOS € ocHoBHUM [xepenom iHdopmartii 1y koHkpeTHoi komanau [0S.

2.3.3 ©yHkuji dosioku 10S

VY IOS poctynHi aBi hopMu HamaHHS MOBIIKOBOI iH(oOpMaIlii: KOHTEKCTHA JOMOMOTa Ta TEpeBipKa
CUHTAKCUCY KOMaH]I.

KonrtekcTHa 1omoMora 103B0JIS€ MIBUIKO 3HANTHU BIAMOBIII HA TaKl 3allUTAHHS;

SIKi KOMaHJ1 JOCTYIIHI B KOXKHOMY PEeKUMi KOMaHa?
Ski KoMaHIM TOYMHAIOTHCS 3 KOHKPETHUX CHMBOJIIB 200 TPy CUMBOJTIB?
SIKi apryMeHTH Ta KIJIIOYOBI CJIOBA JOCTYIIHI JJIsl IEBHUX KOMaH?

Jist 1ocTyny A0 KOHTEKCTHOI JOIOMOTH MPOCTO BBEIITh 3HAK MUTAHHA, ?, Y KOMaHaHoMY psiaky CLI.

[lepeBipka CHHTAaKCHCYy KOMaH] MIATBEP/KYE, IO KOPUCTyBaueM OyJI0 BBEJAEHO MIHWCHY KOMaHIY.
Konu xomanzia BBeneHa, IHTEPIPETATOP KOMAaHIAHOTO PSJKA OILIHIOE KOMaHJy 3JiBa HampaBo. SIKI0
IHTEpIpEeTaTop po3yMmie KOMaHIy, 3allUTyBaHa Jisl BUKOHYeThes, 1 iHTepdeiic CLI moBepraeThcs y
BiAMOBiHMI 3anuT. OHAK AKILO IHTEPIPETATOP HE MOXE 3pO3YMITH BBEJCHY KOMaH/y, BiH HAaJIaCTh
3BOPOTHIH 3B'SI30K 13 OTIMCOM ITOMUJIOK.
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2.3.4. Bideo - KoHmekcmHa doegidka ma rnepesipka cuHmakcucy KomaHo

I[eMOHCpre KOHTCKCTHO-3aJICXKKHY I[OBiI[Ky Ta nepeBipKy CHUHTAaKCUCY KOMaHA.

Video - Context-Sensitive Help and Command Syntax Check

This video covers the following:

+ Use the help command in user EXEC, privileged EXEC, and global config
modes

« Finish commands and argumentsw 4 the help command

+ Use the command syntax checker to fix syntax errors and incomplete
commands

2.3.5. ['apsyi Knasiwi ma apriuku

Inrepdeiic komanauoro paaka (CLI) B IOS miarpuMye BUKOpUCTaHHS rapsYux KJIaBilll Ta SPIUKIB, SKi
CHPOILYIOTh HAJIAIITYBaHHS, MOHITOPHHT Ta yCYHEHHS HECIIPABHOCTEH.

KoMaHnau Ta KJIF04OBI CIIOBa MOKHA CKOPOTHTH JI0 MiHIMAIbHOT KUIBKOCTI CUMBOJIB, SIKi OJHO3HAYHO
imeHTHdiKyIoTh 00paHy KOMaHAy uu cioBo. Hampukman, komanay configure MoXHa CKOPOTHTH
1o conf ockibku configure € €INHOIO KOMAaHJI010, sIKa [IOYNHAECTHCA 3 conf.
CKOpOUEeHHS con BUKOPUCTOBYBATH HE MOXHA, TaK SK 3 CHMBOJIIB €ON MOYMHAETHCSA KiJTbKa KOMaH].
Kitro4uoBi citoBa TakoK MOKHA CKOPOTHTH.

V Tabnuii nepenideHi KoMOiHaIlii KJTaBill 1Jis BIOCKOHAJICHHS PelaryBaHHs KOMAaH/HOTO PsIKa.

3aroj10BoOK Ta0IHIIL

Komoéinauis kaaBim Onuc

Tab 3aBepiiye 4aCTKOBUH 3aIiC KOMaH/IH.

Backspace Ctupae cUMBOI 3J1iBa BiJI Kypcopy.

Ctrl+D Crtupae CUMBOJ 32 KypCOpPOM.

Ctrl+K g;;?;e BCl CUMBOJIM BiJI KypCOpy /0 KIiHIII KOMaHIHOTO
Esc D Crtupae BCi CHMBOJIM BiJl KYpCOpy /10 KiHIIS CJIOBA.

Ctrl+U a6o Ctrl+X E;ﬁg;; H;C; , ;;IIIESOHH nepei  KypcopoM JI0 IMOYarKy
Ctrl+W Ctupae cnoBo 371iBa BiJ Kypcopy.

CtrlI+A [epemirrye Kypcop Ha MOYaTOK psijKa.

Crpiaka aiBopyu a6o Ctrl+B [lepemimnrye Kypcop Ha OJJUH CUMBOJI JIIBOPYY.

Esc B [Mepemimrye Kypcop Ha OJHE CJIOBO JiBOPYHY.
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3aroJIoBoK TadJmIi

Komo6inania kaasimm Omnuc

Esc F [Tepeminrye Kypcop Ha OJHE CIIOBO IIPABOPYH.
Crpinka [epemimye kypcop Ha OAMH CUMBOJ ITPaBOPYY.
npasopy4 a6o Ctrl+F

CtrlI+E [epeminrye Kypcop A0 KiHIS KOMaHIHOTO psAKa.

[ToBTOoproe komanmy B Oydepi icTopii, MOYHHAIOYH 3

Crpinka Bropy a6o Ctrl+P .
OCTaHHIX KOMaH/I.

[ToBTOPHO BiAKpUBAE KOMAHIHUHN PSIOOK CUCTEMH ITICIIS
Ctrl+R a6o Ctrl+I a6o Ctrl+L P AP . A P
TOT0, SIK KOHCOJIbHE MOBIJJOMJICHHS] OTPHUMAHO.
Ipumitka: Xoua knasima Delete 3a3Buuaii Bumanse CUMBOJ MPaBOPYY BiJ IMiJKa3KH, KOMaHIHA
ctpyktypa IOS He po3nizHae kimasimry Delete.

Komu pe3ynpTar BHKOHAHHS KOMAaHIM ITOBEpTa€ OUIbIIE TEKCTY, HIX MOXHA BioOpa3sUTH y BiKHI
tepminany, IOS BigoOpasuth 3amporneHHs “--More--". Y Ta0OauIll HIKYE OMHMCAHO KOMOiHAIi
KJIaBiIl, SIKi MOXKHA BUKOPUCTOBYBATH B TAKOMY BUIIAJIKY.

3aroJIoBoK TalJmI

Komo0inanis

. Onuc
KJIABiII

Knagimra Enter  BimoOpaxxae HaCTYIHHI PSATOK.

Knagima IIpo6in BinoOpaxkae HacTyNnHUM ekpaH.

Bynp-sika  iHma . o .
KJ}IIaHBiH_Ia 3akiH4y€ psAOK, IOBEPTAIOUNCh y npuBLieiioBanuii pexxum EXEC.

VY Tabnuii HIKYE HaBeIeHI KOMaHH, SKi MOKHA BUKOPUCTOBYBATHU JJISI BUXOY 3 PEXKHUMY.

3aroJIoBoK TalJIuIi

Komo6inanis

. Onuc
KJIaBiII

VY Oyab-KOMy peXrMi KOHQITypallii 3aBepiye el pexuM Ta MoBepTaeThCs
Ctrl+C y npuBineiioBanuii pexxum EXEC. IlepeOyBaroun B pexxuMi HaJalITyBaHHS,
MOBEPTAETHCS 10 KOMAHIHOTO PSIJIKA.

VY Oyap-skoMy pexkumi KOHDITyparlii 3aBeplrye 1me peskuM Ta MOBEPTAETHCS

+ :
Curkz y npusineiioBanuit pexxum EXEC.

VYHiBepcalibHa TOCIIIOBHICTD ISl TIEPEPUBaAHb, SIKa BUKOPUCTOBYETHCS IS

Ctrl+Shift+6 . .
NpUNHUHEHHA NolyKy DNS-kaHaniB, TpacyBaHHS, IIHTyBaHHS, TOILO.
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2.3.6. [apsyi Knaeiwi ma apriuKku

Video — Hot Keys and Shortcuts

This video will cover the following:
+ Tab key (tab completion)

Command shortening

Up and down arrow key : .
CTRL+C

CTRL+Z

CTRL + Shift +6

CTRL+R

EERd0ria @7 a@eaoiE BFE
=0 all /rme ¢ B

PC 1* Switch1

EiERSOCra2 P@fF1 o E BFE
Ho@i f/med B

® Suyiteh - o b4

Physical  Conlig {:II Altributes
105 Command Line Interface

Cri+F6 to ext CLI focus Copy Paste
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Cli + Enter (emyasinisi KOMaHJIHOI0 PSIAKA 1JIs KOMYTaTOpa)

Phwsical  Config Aftribules

105 Command Line Interface

Switchl>en

Switchl>enable

Switchl#con [
Switchl#con?

configure connect

Switchl#conf

Switchlf#configure t

Switchl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switchl (confiqg) #int £ 0/1

Switchl (config-if) #end

Switchl#

$SYS-5-CONFIG_T: Configured from console by console

Switchl#fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switchl (config) #*Z

Switchl#

$SYS-5-CONFIG I: Configured from console by console

Switchl#conf t
Switchl#

Chrl+F6 to exit CLI focus

Switchlf#conf t

Switchl#congh

Translating "congh"...domain server (255.255.255.255) % Name lookup aborted
Switchl4

{00 BiaMiHuTH HenmpaBWJIbHY KomaHay: ctri+shift+6 (commant aboarded)

Ctrl+R (moBepnyTucst Ha 1 niro Ha3an)

Switch con® is now available

Press RETURN to get started.

Switch>enable

Switchhconfig t
Enter configuration commands, one per line. End with CNTL/Z.
9w1tch(|unfaJ]H1nte%fuLe g

(LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet8/1, changed state to down

- %L INEPROTO-5-1IP ~Line-protocol_on-Interface Mlanl. changed-stato to_doun

wce FastEthernetB/ hanged state to douwn 1.25x EI

3 nepeIOCTaHHBOTO PsIIKA TOBEPHYIUCS O 5-TO 3HU3Y.
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2.3.7. Packet Tracer - Hasieauisi 8 I0S (npakmu4yHa poboma)

Y upoMmy 3aBIaHHI BHM OTpUMAeTe MNPaKTHYHI HaBUYKHM, HeoOximui s Hapiramii mo Cisco IOS,
BKJIIOYAIOUM PI3HI PEXHMH JOCTYNYy KOPUCTYBadiB, DPi3HI pEXUMHU KOHQirypamii Ta JesiKi 3araibHi
KOMaH/I{, II0 YacTO BUKOPHCTOBYIOTHCA. BM Takok oTpuMmaeTe MpakTH4YHI HABUYKH 3 JOCTYIY IO
KOHTEKCTHO-3aJIS)KHOIO JIOBIJIKH, HaJaIITyBaBIK KoMaHy clock.

vilrar) e Networking
CISCO. Academy

Packet Tracer - HaBirauis B 10S
Uini Ta 3apauvi

YactuHa 1: OcHOBHI nia'eaHaHHA, aoctyn Ao CLI Ta BUBYEHHA OOBIAKK
YacTtuHa 2: BuB4yeHHs pexumis EXEC
YacTuHa 3: HanawTyBaHHA roAMHHMKA

Ooeigkosa inchopmauis / CueHapin

Mpw BUKOHaHHI LbOrO 3aBAaHHA BW OTpUMaeTe HaBWYKK, HeobxiaHi Ans Hasirauii no Cisco |0S, Bknovarum
Pi3Hi peXumMn [OCTYNYy KOPUCTYBAYIB, Pi3Hi pexuMn KoHdIrypauii Ta AesKi 3aranbHi KoMaHaum, Wo 4acto
BUKOPUCTOBYIOTbCH. BM Takox oTpumaeTe NpakTUYHi HaBUYKKN 3 JOCTYNY A0 KOHTEKCTHO! A0BiAKN
HanawTysaHHs komaHau clock.

IHCTPYKUiT
YactuHa 1: OcHoBHi nia'eaHanHs, aoctyn Ao CLI Ta BUBYEHHA AOBIAKK

Kpok 1: Mig'egrnante PC1 go S1 3a gONOMOrorw KOHCONbLHOro kabens.

1) HatucHiTb Ha nikTorpamy Connections (y Burnsgi 6nuckaskn) B NiBoMy HWKHBOMY KyTi BikHa Packet
Tracer.

2) O6epiTb CcBITNO-6NaKUTHUIA KOHCONBHUIA Kabenb, HaTUCHYBLUW Ha HbOro. BUrnaa nokaxyunka muwi
3MiHUTBCA Ha 3'e€QHYBay 3 BUCAYUM Ha HbOMY kabenem.

3) HatucHiTe Ha PC1. Y BikHi BinobpaxaeTbca onuis Ana nig'eaHanHa RS-232. Nin'eaHante kabenb ao
nopty RS-232.

4) TlepeTArHiTh iHWWIA KiHeUb Nif'eAHaHHA KOHCONi Ha KoMyTaTop S1 i HAaTUCHITE A0 KoMyTaTopa, Wob
BiAKPWUTW CNNCOK 3'€AQHaHb.

5) BubepiTb nopt Console, wob 3aBeplunTH 3'eAHaHHS.
Kpok 2: BcraHoBiTL ceaHc poboTu yepe3 Tepmidan 3 S1.
1) HatucHiTe Ha PC1 i noTim o6epite Desktop.

2) HartucHiTe Ha nikTorpamy 3actocyHky Terminal. lNepekoHaitTech, WO HanawWTyBaHHA NOPTIB 3a
3aMOBYyBaHHAM NpaBUIbHI.

Hke 3HauyeHHs GIT Ha cekyHay BcTaHOBMNEHO?

3) HatucHiTe OK

4) Ha ekpaHi, Wo 3'ABUTbCA, MOXe BigobpaxaTuncs Kinbka nosigomnetb. [leck Ha ekpaHi NOBUHHO ByTH
nosigomneHHs Press RETURN to get started!. HatucHitb knasiwy ENTER.
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Lo einoBpaxaeTbca Ha ekpaHi?

Kpok 3: O3nanomTecs 3 gosiakoto npo 10S.

1) 10S moxe HapaTu Jonomory Ans kKoMaHz 3anexHo Bif pieHa goctyny. lNigkaska, ska BigobpaxaeTbcs
B AaHui moMeHT, HaausaeTbes User EXEC, i npucTpin ovikye BBeaeHHA komaHau. OcHoBHa dopmMa
DOBiaku - HabpaTu B 3anuTi 3HaK NuTaHHA (?) Ana BigobpaxeHHA cnUCKy KoMaHAa.
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Sikis 9

Aka komaHaa noYnHaeTbea 3 nitepu ‘C'?

2) VY zanuti BBEAiTb t, @ NOTIM 3HaK NUTaHHSA (7).
51> t?

Aki komaHau BigobpaxaroTbea?

Y 3anuTi BBEAiTh te, a NOTiM 3HaK NUTaHHA (7).
S1> te?
HAki komaHau BigobpaxatoTbea?

Llen TN aoBigkn HasMBaETbCA KOHTEKCTHO A0BiAKo. BoHa Hagae Ginblue iHchopmadii no Mipi
YTOYHEHHS KOMaHA,.

YactuHa 2: BuBuyeHHs pexumis EXEC

Y Apyrii YacTuHi Uboro 3aBaaHHsA BU nepeiaeTe B npusineinosanunin pexxum EXEC i BukoHaeTe goaaTkosi
KOMaHau.

Kpok 1: ¥YBinaite y npusinenosanumn pexum EXEC.
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1) Y sanuTi BBEAiTb 3HaK NUTaHHA (?).
S1> ?

HAka iHcbopmauis BinobpakaeTbeca Ans koMaHau enable?
2) BsegqiTb en i HaTUCHITb kHoMKy Tab.
S1> en<Tab>

fka indopmauis BigobpaxaeTbcs nicns HaTUCHeHHs KHonku Tab?

Lle HaauBaeTbcs 3aBepLUeHHAM koMaHau. Konu BBoAUTLCS YacTUHa KoMaHau, knagiwy Tab moxHa
BUKOPUCTOBYBATU ANS 3aBepLUeHHs KOMaHAW. SKLIO BBEJeHUX CUMBOMIB JOCTaTHLO, Wob komaHaa byna
yHikanbHo, K y BUNagKy 3 komaHaoio enable, To BinobpaxaeTbCcsi YacTUHA KOMaHAW, O 3anULLUMACcS.

Lo 6yne, skwo Bu BBegeTe te<Tab> y paaky?

3) Bseeaitb komaHay enable i HaTucHiTE ENTER.

K amiHMBCA pAOOK?

4) VY BignoBiab Ha 3anuT BBeAiTb 3HaK NUTaHHA (7).

S1l# ?
B kopuctyBaubkomy pexxumi EXEC 3 nitepu ‘C’ noynHaeTsca ogHa komaHaa.
Ckinbkn komaHA BigobpaxaeTbesa 3apas, Konu aKTMBOBaHWIA npueineiosaHuii pexxum EXEC? (Migkaska:
BW MOXeTe BBeCTU C?, 06 BUBECTU CNUCOK KOMaH/, Lo NoYuHanTLeA 3 nitepun ‘C.)
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Kpok 2: YBinaiTe Ao pexumy rnobansHoi KoHdirypauii

1) VY npusineinosaHomy pexxumi EXEC HanawToBaHa oAgHa 3 KOMaH, WO NoYnHaeTbes 3 nitepu ‘C':
configure. Beeaite NnoeHy komaHay abo gocTaTHIO KiNbKICTb NiTep komaHau, wob 3pobutu 1i
YHikanbHot. HaTUCHITL Knasiwy <Tab> ans 3aseplueHHs BBoAY KOMaHau Ta HaTucHiTb ENTER.

S1l# configure

ke noBigomneHHa 6yae Bigobpaxarucb?

2) HartucHite Enter, o6 npuitHATM NapameTp 3a 3aMOBYyBaHHAM B Ayxkax [terminal].

#K 3miHMBCA psaaok?

3) Le HasuBaeTbcsa pexxumom rnobanbHoi koHdirypauii. Lieit pexxum 6yae BuBYaTUCh Y noaanbLUmx
3aBaaHHAX Ta nabopaTopHux poboTtax. Hapasi noBepHiTbCA A0 npuBineiosaHoro pexumy EXEC,
Habpasww TekcT end, exit, abo HaTucHiTL Ctrl-Z.

S1(config)# exit

S14
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YacTuHa 3: HanawTtyBaHHA roaMHHUKA

Kpok 1: BukopuctoBynTe komaHay clock.

1) BukopuctoBynTe komaHay clock Ana noaanbLUIOro BUBYEHHA [OBIAKM | CUHTaKcucy komaHa. Beealitb
show clock B 3anpolueHHi npusineiioeaHoro pexumy EXEC.

S1# show clock

Aka indopmauin Bigo6pasmnace? Akuii pik BigobpaxkaeTbca?

2) BukopucTOBYWTE KOHTEKCTHY AOBIAKY | KomaHay clock, Wob BCTaHOBUTY NOTOYHUIA Yac Ha
KomyTaropi. Beenite komaHay clock i HatucHiTe ENTER.

S1# clock<ENTER>

fAka indpopmauis sinobpasnnacb?

3) 10S noseprae nosigomneHHs “% Incomplete command”, wo Bkasye Ha Te, Wwo komaHai clock
noTpibHo Ginble napameTpib. Y 6yap-akui Yac, konu Bam notpibHa aoaaTkosa iHopmauis, MoxHa
oTpUMaTK JOBIAKY, BBIBLUKM Npobin nicnsa KoMaHaM i 3Hak nuTaHHA (7).

S1l# clock ?
fAka iHdopmauis Bigobpasunack?

4) BcTaHoBITE rOOUHHUK 32 gonomMoroto komaHau clock set. BukoHainTe komaHdy NOKPOKOBO.
S1# clock set ?

HAxa iHdhopmauis Bigobpasunacs?

LLlo 6yno 6 eino6paxeHo, sk6u Gyno BBegeHo nuwe komaHay clock set, a 3aanut npo gonomory He Byno
3pobneHo 3a 4ONOMOrol 3HaKa NUTaHHA?
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5) Ha ocHosi iHdopmaLii, Aka 3anMTyeTbCA Npu BUKOHaHHI komaHaw clock set ?, Beeaits yac 3:00
BeYyopa, BUKOPMCTOBYIO4M 24-roauHHui dpopmart, y surnaai 15:00:00. MNepesipte, 4un noTpibHo BinbLie
napameTpis.

S1# clock set 15:00:00 2

Y BUXiOHWX faHUX BigNOBIAb Ha 3anUT Ha AoAaTKoBy iHdopmMauito:

<1-31> Day of the month

MONTH Month of the year

6) Cnpobyiite BcTaHoBuTK gaty Ha 01/31/2035, BukopuctoBytoumn dhopmar, Skuit 3anuTyeTbes. [1ns
3aBepLUEHHA Npouecy Moxe 3HafobUTUCA [0AATKOBUIA 3anWT Ha AOMOMOTY 3 BUKOPUCTAHHAM
KOHTeKCcTHOT AoBiagkW. Konu 3akiHuute, BukoHanTe komaHay show clock , wo6 sigobpasntu
HanawTyBaHHs roaMHHuKa. PesynbTat koMaHau nosuHeH Bigobpaxaruca Tak:

S1# show clock

*15:0:4.869 UTC Tue Jan 31 2035

7) Axwo Baw peaynbTar BigpiaHAETbCSA, cnpobyiTe BUKOHATW HACTYNHY KomaHay, Wwob otpumatu
BULLIEHaBeeHUiA pe3ynbTar:

S1# clock set 15:00:00 31 Jan 2035



Kpok 2: BuBuiTb A0AaTKOBI KOMaHAHI NOBIAOMINEHHS.

8) |0S Hapae pisHi BUXigHi AaHi ons HenpasBunbHUX abo HenoBHUX KoMaHA. MNpogoBxynTe
BUKOpUCTOBYBaTH KomaHay clock, Wob BMBYMTH iHLWI NOBIAOMNEHHS, AKi MOXYTb 3YCTPITUCA NpU
BuKopucTaHHi 10S.

9) BsepiTb HACTyNHi KOMaHaM i 3anNULLITb pe3ynbTar:
S1# cl<tab>

Hka iHdopMauisa Bigobpasunack?

S1# elock

HAka iHdbopMmauina Bigobpasunack?

S1# clock set 25:00:00

Hka iHchopmauis Bigobpasunack?

S1# clock set 15:00:00 32

#ka incpopmaLis Binobpasunacs?

2.3.8. JlabopamopHa poboma - Hasizauis e IOS 3 sukopucmaHHsiM Tera
Term 0Onsi KOHCOJIbHO20 Mi0'€OHaHHS

B wiii naboparopHiit poOOTi BU BUKOHAETE HACTYIIHI 3aBIaHHS:

UYacrtunal: Jloctyn g0 komyTtaropa Cisco 4epe3 KOHCOIbHUN TTOPT

YacTtuna2: BimoOpakeHHs Ta HaJAIITyBaHHS OCHOBHHX MapaMeTPiB MPHUCTPOIO

UYactuna3: (HomatkoBo) OtpumaHHS noctymy a0 mapripytu3atopa Cisco 3a JI0MOMOTOR0
KOHCOJIbHOTO Kabemto Mini-USB
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NNa6opaTtopHa pobora - Hasirauis B 10S 3 BukopuctaHHam Tera
Term gna KOHCONLHOro nNia'€AHaHHA

Tononoria

Switch

Uini Ta 3apaui
Yactuna 1: foctyn o komyrtatopa Cisco yepe3 KOHCONbLHMA NOPT
YactuHa 2: BigoGpaxeHHa Ta HanawTyBaHHA OCHOBHMX NapameTpie NpUCTPOI

Yactuua 3: (Joparkoeo) OTpumaHHA gocTyny Ao mapwpyruiatopa Cisco 3a ponomorow
KoHconkHoro kabenwo Mini-USB

Mpumitka: Kopucrysaui NetLab abo iHLi, wo evkopucToByoTe 0BnagHaHHA BiananeHoro AocTyny, NOBMHHI
3anoBHUTH NULLE YACTHHY 2.

DosigkoBa iHopmauisa / CueHapin

Y mepexax ycix TUNiB 3acTOCOBYIOTLCA pi3Hi Mogeni MaplupyTuaaTtopis | komyTtatopie Cisco. Liumu
NPUCTPOAMU KEPYIOTH 3a AOMOMOro nia'eqHaHHA 0O NOKanbHOro KoHconbHoro nopTy abo sigganeHoro
3'eqHaHHA. Maibke Ha Bcix npuctposax Cisco € nocnigoBHWUIA KOHCONbHUIA MNOPT, 4O AKOro MOXHAa Nia'eaHaTUCA.
Hogiwi Moaeni, o BUKOPUCTOBYOTLCS B Ui nabopaTtopHivi po6oTi, Hanpuknag Cisco 4221, Takox MalTb
USB-KoHCOMNbLHUIA NopT.

Y Uit nabopatopHi po6oTi BY AisHaeTech, AK oTpUMaTK AocTyn Ao npuctpoto Cisco Yepes npsiMe NokansHe
nia'eAqHaHHA A0 KOHCONbLHOrO NOPTY, BUKOPUCTOBYIOYM NporpamMy eMynsuii TepMiHanis Tera Term. Bu Takox
Ai3HaeTech, AK HanalTyBaTh napaMeTpu NOCNIAOBHOro NOPTY ANA Nia'eAHaHHA KoHconi Yepes Tera Term.
Micns BcTaHOBNEHHSA KOHCOMNbLHOTrO 3'eAHaHHsA 3 npuctpoem Cisco, B moxeTe Bifobpasuti abo HanawTyBaTy
napameTpu npucTpoio. B Uit nabopatopHin poboti Bu Byaete Tinbku Biaobpaxatu napameTpu i
HanawToByBaTU rOAUHHUK.

MpumiTka: MapLwpyTtusatopu, WO BUKOPUCTOBYIOTLCA B NpakTU4HKMX nabopatopHux pobotax CCNA, - ue
Cisco 4221 nin kepysaHHaM Cisco IOS XE Release 16.9.3 (o6pas universalk9). Komytatopwm, siKi
BUKOpUCTOBYlOTbCA B nabopatopHux poboTtax - ue Cisco Catalyst 2960 3 onepauiitHoro cuctemoro Cisco 10S
Release 15.0(2) (o6pas lanbasek9). Takox MOXHa BUKOPUCTOBYBATH iHLLI MapLUpYTU3aTOpK, KOMyTaTopK Ta
Bepcii Cisco 10S. 3anexHo Big moaeni Ta sepcii Cisco 10S, gocTynHi komaHau Ta OTpUMaHI pe3ynbTaTy
MOXYTb BiApiaHATUCA BiA TUX, WO NokasaHi B nabopatopHux pobotax. MNpaBunbHi ineHTUdIKaTopK
iHTepcpeitcy AmB. y KiHUi nabopaTtopHoi poboTtu B nigcymkoBi Tabnuui iHTepdeicie mapLupyTusatopa.

MpumiTka: MNepekoHalTech, WO HanawTyBaHHA Ha MaplupyTM3aTopax Ta komytatopax 6ynu suaaneHi Ta
NPUCTPOI He MaloTb NOYaTKOBMX KOHpirypauii. FAKLLO BU He BNeBHeHi, 3BepHITLCSA A0 CBOro iHCTpyKTOpa.

29



HeoGxiaHi pecypcu

s 1 MapwpyTtusatop (Cisco 4221 3 Cisco I0S XE Bepcis 16.9.3 o6pas universal abo aHanoriyHum)
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¢ 1 Komytatop (Cisco 2960 3 Cisco I0S eepcia 15.0(2) o6pa3 lanbasek9 abo aHanoriuHuit)
e 1K (Windows 10 3 nporpamoto emynsuil TepmiHany, Hanpuknag, Tera Term)

e KoHconbHuin kabenb (DB-9 no RJ-45) ana HanawTyBaHHA KoMyTaTopa abo maplipyTtusaropa yepes
KoHconbHWUit nopT RJ-45

e  MiHi-USB-kabenb ans HanawTyBaHHs MaplupyTuaatopa yepes USB-nopt koHconi
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IHCTpYKUii
Yactuna 1: floctyn go komyTtaTopa Cisco Yepe3 KOHCONbLHUKA NOPT

Bu nip'eaHaere MK ao komyTtaropa Cisco 3a fonomorow KoHconsHoro kabemno. Lle 3'eqHaHHA 1o3BONUTL
oTpMMaT OocTyn Ao iHTepdelicy komaHgHoro pagka (CLI) ta sino6pa3sutu napameTpu abo HanawTysaTK
KOMyTaTop.

Kpok 1: 3'eanaiite komyTtatop Cisco Ta koMmn'loTep 3a AONOMOrold KOHCOMNLHOro
kabenio.

a. [lig'epHaiiTe KoHconbHWIA kKabens Ao KoHconbHoro exoay RJ-45 komyTartopa. MNMin'eaHaiiTe iHWWA KiHeub
kabento ao nocnigosHoro COM-nopTy Ha koMn'toTepi.

1) Cisco 2960 switch
2) Power cord
3) Rollover cable

MpwumiTka: Ha GinbwocTi komn'toTepie nocnigoeHi COM-nopTu Hapasi BigcyTHi. [InA KoHcoNbHOMO
a'eiHaHHA MK KOMN'lOTEpOM Ta NpUcTpoem Cisco MOXHa BUKopUcToByBaTH anantep USB-DB9 pasom 3
KoHconbHUM kabenem. Taki ananTepu MoxHa npuabaTtv B 6yab-AakoMy poaapiGHOMY MaraanHi
eneKTPOoHIKK.

MpumiTtka: Axwo ans nig'egHanHa go nopty COM eukopucToByeTbCA agantep USB-DB9, moxnueo, Bam
notpibHo Gyne BcTaHOBUTH ApailBep ANA ananTtepa, HanaHwi BupobHukoMm Baworo komn'totepa. LWob
Bu3Ha4yMTM COM-nopT, SKMIA BUKOPWUCTOBYETLCH anantepom, aAue. YactuHy 3 Kpok 3. MpaeunbHUA HoMep
COM-nopTy notpiGex ansa nin'egHaxdHa go npuctpoto Cisco 10S 3a gonomorolo eMynaTopa TepMiHany Ha
Kpoui 2.

2.4. ba3oBi HAJJAIUTYBAHHS NPUCTPOIO

2.4.1. ImeHa npucmpois

Bu 6araro giznanmucs npo IOS Cisco, Hapiramito mo IOS Ta ctpykrypy komana. Temep BU TOTOBI
HanamroByBaTd npuctpoi! Ilepiioro KoMaHI0K0 HaNAITyBaHHS Ha OyAb-KOMY NPHUCTPOi Mae OyTu
MPUCBOEHHSI HOMY YHIKQJIBHOTO I1MEHI TPHUCTporo abo iMeHiI By3ma. 3a 3aMOBUYYBaHHSM, BCIM
IPUCTPOSIM TIPUCBOEHE 3aBOJICHKE 1M's 3a 3aMoBUyBaHHAM. Hampukian, y komytatopa Cisco I0S im's
"Switch”

[Ipobnema monsirae B TOMy, IO AKIIO BCl KOMYTaTOPH B MEPEXi 3aJUIIUIUCS 31 CBOIMU IMEHAMH 3a
3aMOBYYBaHHSIM, OyJ10 O BaXKKO BU3HAYUTH KOHKPETHUN MpUCTpiid. Hanpuknan, sk B Ai3HAETECS, 110
BU TiJI'€JHAHI 70 MOTPIOHOTO MPHUCTPOIO MPHU BiAgaieHOMY AocTymi A0 Hboro mo SSH? Im's Bysna
HiATBEPKYE, IO BY ITiJI'€THAHI JJO TPABIIIBHOTO TIPUCTPOIO.
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IM's 3a 3aMOBUYBaHHSM CIiJI 3MIHUTH Ha IOCH OUTBIN omucoBe. Po3ymHMii BHOIp iMEH MOJIETTIyE
3amam'siTOByBaHHs, JOKYMEHTYBaHHS Ta ieHTH(IKAIII0 MEPEKHUX MPUCTPOiB. OCh KiJIbKa BaKIUBUX
pEeKOMEeHAAlIN 11010 IMEHYBaHHS ISl BY3JIiB:

[TounHaTH iMeHa 3 JTiTEPH

He BuxopucroByBatu npooinu

3akiHuyBaTH JITEPOI0 a00 MUppPoro
BukopucroByBaTH JuIe JiTepu, LUGPH 1 THPE
Maru noBxuHy He OibIe 64 CUMBOJIIB

Opranizanisi TOBUHHA BUOpaTH KOHBEHINIO PO IMEHYBaHHS, SKa JO3BOJISE JIETKO Ta 1HTYITUBHO
BU3HAYUTU KOHKPETHUH mnpucTpiif. IMeHa By3diB, sKi BHKOPHCTOBYIOThCS B mpucTposix 1OS,
30epiraloTh BeIWKI Ta Mayi JjiTepu. Hampukinan, Ha pUCYHKY BHIHO, IO TPU KOMYTaTOpH, IO
OXOIUTIOIOTh TPH Pi3HI MOBEpXH, 3'€qHaHI MiX co00r0 B Mepexy. KoHBeHIis Mpo iMeHyBaHHs, sKa
BHUKOPHCTOBYBAJIach, MICTHIJIa MiClle PO3TAallyBaHHS Ta MPU3HAYCHHS KOKHOTO IPHUCTPOIO. MepexHa
JOKYMEHTaIlisl TOBUHHA MOSCHIOBATH, sIK Oynn oOpaHi 1i iMeHa, 11100 J0AaTKOBI IPUCTPOI MOTTIH OyTH
Ha3BaHI BIIIIOBIIHO.

Sw-Floor-3

Sw-Floor-2

Sw-Floor-1

Konu mepexHi npucTpol MakTb iMeHa, X nerko ineHtudikysatv Ans uinen KoHgirypadir.

Konu yromy mpo iMeHa BH3HA4Y€HO, HACTYITHHUM KPOKOM € BHKOPHCTaHHS iHTepdelCy KOMaHIHOTO
psAKa Ui 3aCTOCYBaHHA IMEH JIO IPUCTPOIB. SIK MMOKa3aHO B MPUKJIAJI, Y NPUBLICHOBAHOMY PEXUMI
EXEC mepeiiaite 10 pexumy riao0anbHOI KoH(irypariii, BBiBIIM KoMaHIy configure terminal.
3BEpHITH yBary Ha KOMaHIHUN PSJIOK.

Switch# configure terminal
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Sw-Floor-1(config)#

VY pexumi rnobanbHoi KoHGirypauii BBeniTh komannay hostname, a motiM iMm'ss KomyTraTopa Ta
HaTuCcHITH Enter. 3BepHiTh yBary Ha 3MiHY iIMEHI Y KOMaHTHOMY PSJIKY.

IMpumitka: {00 moBEepHYTH KOMYyTaTOp IO 3alpoOIICHHS 3a 3aMOBYYBAaHHSIM, BHKOPHUCTOBYHTE
KOMaH[y rio0anbHoi KoHpirypauii no hostname.

3aBKaM MepeBipsAiTe, YU OHOBIIOETHCS JOKYMEHTAIISl TPU KOKHOMY J10/1aBaHHI 200 3MiHI PUCTPOIO.
V niii foKyMeHTamii mpucTposM MOBHHHO OYyTH MPHCBOEHO PO3TAIyBaHHS, PHU3HAYCHHS Ta apeca.

2.4.2. [pasuna subopy rnaporie

Bukopucranas cinabkux abo JIETKO BraayBaHUX I1apOJIIB IPOJOBKYE 3aJUIIATUCS HAMOUIBIIIO
npobnemMoro Oe3meku opraHizamid. MepexHi npucTpoi, BKIIOYAIOYM JOMamiHi  0e3apoToBi
MapIIpyTHU3aTOPH, 3aBKIH MTOBUHHI HAIAIITOBYBATHUCS 3 TTAPOJIeM Il OOMEXKEHHS aJIMiHICTPATHBHOTO
JOCTYITY.

B Cisco I0S MoxHa HamamTyBaTH Mapoil i€papXiyHUX PEXKUMIB, 00 JO3BOJIUTH Pi3HI TpaBa
JIOCTYITY 1O MEPEKHOTO IPUCTPOIO.

VYci MepekHi TPUCTPOi MOBUHHI 0OMEXYBATH aMIHICTPATUBHHUM JOCTYII, BCTAHOBIIIOIOYN 3aXUINCHUN
napoJIsIMU JTOCTYI 70 IpuBijeioBaHoro Ta kopucrysaubkoro EXEC pexuMiB, BiIaJ€HOTO TOCTYITY
no Telnet. Kpim Toro, Bci maposi moBuHHI Oyt 3amu@poBaHi, Ta BCTAHOBJICHE CIIOBIIIEHHS PO
0OMEKEHHS JIOCTYILY.

[Ipu BuOOpi maposiiB BUKOPUCTOBYHTE HaJiifHI mMapoii, fKi BaXKKO BrajgaTH. BpaxoByiiTe HacTymHi
KJIFOYOBI MOMEHTH TPU BUOOPI MapOJIiB:

BukopuctoByliTe mapoJii JOBXHHOIO O1IbIIIe BOCBMHU CUMBOJIIB.

BuxopucroByiiTe KOMOIHAIII0 BEIMKHUX 1 MaJHX JiTep, HUQp, cCreuiaJIbHUX CUMBOJIIB Ta/abo
YHUCIIOBUX IOCIIIJOBHOCTEM.

VYHUKaiTe BUKOPUCTaHHS OJJHAKOBOT'O MAPOJIsl U BCIX MPUCTPOIB.

He BxuBaiiTe 3arajibHUX CJIiB, TOMY IO X JIETKO BraJiaTH.

Buxopucrosyiite nomyk B [HTepHeTi, 1100 3HaliTH reHepaTop mapoiiiB. barato 3 HUX J03BOJIATH BaM
BCTAaHOBUTH JIOBXKUHY, HA0Ip CUMBOJIIB 1 1HII TTapaMETPH.

IMpumiTka: B 6ubmocTi 1abopatopHUX poOIT 1IBOTO KYPCy BUKOPHUCTOBYIOTHCS MPOCTI MapoJii, TaKi
K cisco abo class. Lli maposi BBaXatoThesl CIAOKMMH 1 JIETKO BraJyBaHUMH, TOMY iX CIIiJi YHUKATH Y
BUPOOHMYMX yMOBax. MU BHKOPHCTOBYEMO IIi IMApOJl JIMIIE JIJIsi 3pYYHOCTI B Kiaci abo s
uTrocTpanii npukIaaiB KoHiryparii.

2.4.3. HanawmyeaHHs naporie

Konu B cnouatky mia'eTHyeTeCh 10 MPHUCTPOIO, BU TiepedyBaeTe B KopucTyBaibkomy pexumi EXEC.
Le#t pexxuM 3aXHINAETHCS 32 TOMTOMOTOI0 KOHCOJI.

Jns GesnevyHoro noctymy B kKopuctyBamnbkoMmy pekumi EXEC, yBilaiTe B pexumi KoHQirypauii
KOHCOJIBHOI JIiHIT 32 JOTIOMOTOI0 KOMaHAM rio0anbHOi KoHpiryparii line console 0, sx mokazaHo B
npukiaai. Hyap BUKOPUCTOBYEThCS AJsl MPEACTABIECHHS Mepiioro (i B OUIBIIOCTI BUMAJKIB €MHOTO)
KOHCONBHOTO iHTepdeiicy. [lami BCTaHOBITH Mmaposib  KopucTyBaipkoro pexumy EXEC,
BUKOPUCTOBYIOUM KOMaHIy password password. Hapemri, akTUBYWTe JOCTYH 10 KOPHCTYBAlbKOTO
pexumy EXEC, BukopuctoByroun komanay login.
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Sw-Floor-1# configure termina
Sw-Floor-1(config)# line console ()

Sw-Floor-1(config-line)# login|
Sw-Floor-1(config-line)# end|

Sw-Floor-1#

Tenep nnst goctymy no kopuctyparpkoro pexumy EXEC 3 koHCO11 HE00Xi1THO BBECTH MApOJIb.

{06 matu gocTyn anMmiHicTpaTopa A0 Bcix komann IOS, BKIIIOYalOYM HalalTyBaHHS NMPUCTPOIO, BU
MOBHWHHI OTpUMaTH AocTyn B npuiierioBannii pexkum EXEC. Ile HaiiBaXnuBIIIUNA METOI ITOCTYIY,
OCKUTBKH BiH 3a0e3Medye MOBHUN JOCTYT JI0 MPUCTPOIO.

{06 3abe3neunTH 3aXUCT JOCTYIy 10 npuBiieioBanoro pexumy EXEC, BUKOpUCTOBYHTE KOMaHIY
rnobanpHO1 KoHGIrypaiii enable secret password, sik mokazaHo B IPUKJIAII.

w-Floor-1# configure termina

w-Floor-1(config)# enable secret class

w-Floor-1(config)# exit

Sw-Floor-1#

Jlinii BipTyameHoro TtepmiHany (VTY) 3a0esneuyroTh BigmalieHUW JTOCTYN JIO TPHUCTPOIO 3a
noromoroto Telnet abo SSH. Barato komytaropiB Cisco miaTpumyots no 16 minid VTY, ski
nporymepoBani Bix 0 mo 15.

o6 3axuctutu miHii VTY, yBifiaiTe y pexxum miHii VTY 3a A0MOMOror KOMaHAM TI00ATbHOI
KoHpiryparii line vty 0 15. J{ani Bkaxits naposus VTY 3a nonmomororo komanau password password .
Hapemri, aktuByiite goctym 10 VTY, BuKoprcToBytoun komanay login.

Hwxue HaBegeHo npukiias 3axucty JgiHiid VTY Ha komyTatopi.

Sw-Floor-1# configure termina

Sw-Floor-1(config)# line vty 0 15

Sw-Floor-1(config-li

Sw-Floor-1(config-line)# login
Sw-Floor-1(config-line)# end

Sw-Floor-1#
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2.4.4. [llugbpysaHHs naporiis

@aiinu startup-config Ta running-config BimoOpakaioTh OUIBLIICTH MapoiiiB y ¢Gopmari BiIKPUTOTO
TekcTy. Lle 3arpo3a Ge3merti, OCKUIBKH Oy/Ib-XTO MOKE MOOAUUTH MApoJIi, SIKIIO Ma€ JOCTYI 70 IUX
daiimnis.

Jnst mudpyBaHHS BCiX MAapOJIB Y BUTIISAAI BIIKPUTOTO TEKCTY BUKOPUCTOBYWTE KOMAaHIY TJI00ATBHOT
KOH(}iryparii service password-encryption, sik moka3zaHo B IpUKJIaIi.

Sw-Floor-1# configure termina

Sw-Floor-1(config)#

Komannma 3actocoBye cnabkuii anroputM mudpyBaHHS 10 BCix HezammdpoBanux mapoiis. lle
mudpyBaHHS CTOCYEThCS JHMIIE TapoiiB y (aiini KoHdirypamii, a He NapoiiB, KOJIM BOHHU
HAJICUJIAIOTHCS 0 Mepexi. MeTa 1€l KoMaHIu - 3armo0irTH CTOPOHHIN 0C001 MEePErIssHyTH Mapoiii y
daiini koHpiryparii.

Buxopucrosyiite komanny show running-config, 1106 nepesipury, 1110 napouii Ternep 3amudpoBaHi.

Sw-Floor-1(config)# end

Sw-Floor-1# show running-config

line con 0
assword 7 094F471A1A0Q0A

ogin|

|

line vty 0 4

password 7 03095A0F034F38435B49150A1819

ogin|

!ﬂﬂﬁ

cnd

2.4.5. baHepHe nosidoMrieHHs

Xoua BUMOTa MapojiB € OJHUM i3 CIIOCOOIB 3aXMCTUTH BiJl HECAHKI[IOHOBAHOTO JIOCTYIy B MEPEXKY,
BKpail BaXXJTMBO 3a0€3TMEUYUTH CIOCIO OTOJIOMICHHS TOTO, IO TUIBKKA aBTOPHU30BAHHUI MEPCOHAT MOXKE
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OTpUMATH JOCTYII J0 TpucTporo. st mporo momaiite GaHep 10 BUXITHUX JNAaHUX MPUCTPOr0. banepu
MOXXYTh OYTH BaXKJIMBOIO CKJIQJO0BOIO OPUIAMYHOTO TPOIECY B TOMY BHITQJKy, SKIIO KOTOCh
OPUTATYIOTh J0 KpUMIHAJIbHOI BIAMOBIJAIBHOCTI 3a HECAaHKIIOHOBaHWM jgocTym. Okpemi
3aKOHO/IABCTBA HE J03BOJISIIOTH MOPYIITYBAaTH CYJIOBI CIIPaBU MPOTH KOPHUCTYBadiB a00 HaBITH MPOCTO
CTEXKUTH 32 IXHIMH JiIMU O€3 TIoTepeKEHHS.

{06 cTBOpUTH OaHEpHE MOBIJIOMIICHHS IHS HAa MEPEKHOMY IMPHCTPOI, BUKOPUCTOBYHTE KOMaHIY
rio6ansHO1 KoHpirypamii banner motd # the message of the day #. CumBon "#" y cuHTaKcHCl KOMaH]]
HA3WBAETHCSA CHMBOJIOM PO3MEXYyBaHHSI. BiH BBOAMTBCSA 70 1 Mmicis moBigoMieHHs. CHUMBOIOM-
PO3AUTBHUKOM MOXe OyTH OyIb-SKWW CHUMBOJI, SIKIO BIH HE MPUCYTHIA B MOBIJOMIEHHI. 3 Iii€l
MPUYMHN YaCTO BUKOPUCTOBYIOTHCS Taki CUMBOJH, K #. Ilicmsa BUKOHaHHS KoMaHnu OaHep Oyre
BiT0OpakaTuCs IPH BCiX HACTYMHUX CIIPOOaxX JOCTYIMy J0 MPHUCTPOIO, MOKK He Oy1e BUTATICHUN.

Hactynuwuii mpukiaa nokasye Kpoky HajamTyBaHHs 6anepa Ha Sw-Floor-1.

Sw-Floor-1# configure terminal

Sw-Floor-1(config)# banner motd #Authorized Access Only#

2.4.6. 3axucm admiHicmpamugHo2o docmyrly 00 KoMymamopa

Video — Secure Administrative Access to a Switch

This video will cover the following:
+ Access the command line to secure the switch

+ Secure access to the console port

Secure virtual terminal access for renote access

-

Encrypt passwordson the switch.

Configure the banner message

Verify security changes

PC1 Switch1
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+Enter (0e3 mapoJisi 10CTyH 10 KOMAHIHOIO PSIAKY, B TOMY YHCJIi 10 NPUBIJIEIXK MOI):

Switchl con0 is now avallable

Press RETURN to get started.

Switchl>enable
Switchl#é
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Switchl>enable

Switchl#conti il‘] I

Enter configuration commands,
Switchl (config)#line console
Switchl (config-line) #password ci:
Switchl (config-line) #login

Switchl (config-line) fexit

Switchl (confiqg) #enable secret class

Switchl (confiqg) #
Switchl ”

%5Y5-5-CONFIG I: Configured from console by console

Switchlfexit|

+Enter (Exit the switch)

Switchl conO is now available

RETURN to get

+Enter

User Access Verification

Password:

B:xe nmpocuts napoJib. [lepeBipumo

User Access Verification

Password:

Switchl>enable
Password:

Switchl#show running-config

CNTL/Z.
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Building configuration...

Current configuration : 1151 bytes
:
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|
hostname Switchl
|

enable secret 5 $1SmERrS$9cTjUIEgNGurQiFU.ZeCil

spanning-tree mode pvst

spanning-tree extend system-id
|
interface FastEthernet(/]
|

-=-More--
SAxmo HaTHCHYTH Npo0din Ha KiIaBiaTypi:

interface Vlanl
no ip address
shutdown

line con 0
].l-: word cisco

Login
|

line wi Y 0 4

login
Line vty 5 15
login

Switchli

IHokazke mapoJsb 6e3 mugpy. Le Te:k MokHA BUNIPABUTH.
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Switchl#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switchl (config)#line vty 0 15

Switchl (config-line) #password cisco

Switchl (config-line) #login

Switchl (config-line)

Ctrl+c (to get the privilege mode)

Show run (mo6auyuru 3anmyumeHy KoH@pirypamiro)

Switchl#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switchl (config)#line vty 0 15

Switchl (config-line) #password cisco

Switchl (config-line) #login

Switchl (config-line) 4

Switchl#

$5YS-5-CONFIG I: Configured from console by console

Switchl#show run

i

Building configuration...

Current configuration : 1183 bytes

!

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Switchl

|

enable secret 5 $1SmERr$9cTjUIEgQNGurQiFU.ZeCil

spanning-tree mode pvst
spanning-tree extend system-1id
!

interface FastEthernet0/1

|

--More--




Space bar (mpo0is1 THCHeMO napy pa3iB NOKH He CIIyCTHMOCSI BHM3 10 KiHns) all to the end

shutdown

line con 0
password cisco
login

!

line vty 0 4
password cilsco
Login

line vty (2SS
password cisco

login

Switchl#
Cucrema nogiyinia jainii Ha 2 rpynu. 3amudgpyemo napoi Cisco/

JIinii 0 15 — Bcsoro 16 nmopriB 1uIs mink/aro4eHns g0 switch.

Switchl#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switchl (config) #service password-encryption

Switchl (confiq) #

Switchl#

$5Y5-5-CONFIG I: Configured from console by console

Switchl#show ru

Space ...

B:ke 3amm¢posani napo.i:
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shutdown

line con 0

password 7 0822455D0Al16
login

!

Line vty 0 4

password 7 0822455D0Al16
login

line vty

password 7 0822455D0A16
login

Switchl#config t

Enter configuration ¢ mands, one pe nd with C i
n f ili_l}.lﬂldil er motd # Authori Hl'l|'y'f V1o tors will be pre 1ited to the full
the law! #

Switchl#config t

Enter configuration commands, one per line. End with CNTL/Z.

witchl (config) #banner motd # Authori | cess only! Violators will be prosecuted to the full
nt of the law! #

witchl (config) #

w'itl'f]l]ﬂ
S-5-CONFIG I: Configured from consocle by console

Switchl#exit|

Buxoaumo 3 cBiua (exit)

Authorized access only! Violators will be prosecuted to the full extent of the law!

User Acc 3 Verification

word:

Password1: Cisco, password2: class (ix He BUHO IIpH BBO/i)
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S5 |||||'-:,.'! Violators will be prosecuted to the full extent

Tonai mae agmin. [loBHui 1ocTyn 10 KoHirypaiii cBiua.

2.4.7. lNepesipka cuHmakcucy - ba3osi HanawmygeaHHs MPUCMPOI

besneunuii 1oCTyI Ul KEPYBaHHSA KOMYTaTOPOM.

. [TpusHaure iM’s1 TPUCTPOIO.

. 3axHCTITh AOCTYN 10 KOopucTyBalpkoro pexxumy EXEC.

. 3abe3neute Oe3neyHuil JocTyn a0 npuBiaeiioBanoro pexxumy EXEC.
. 3axuctith noctymn g0 VTY.

. 3ammdpyiTe BCi BIAKPUTI Tapoi.

. [MoxaxiTe 6aHep mpU BXO1 B CUCTEMY.

YBingite Ao pexumy rmobansHOT KoHgIrypauii

Switch#
KomaHau
Switch#
KomaHau
Switch#

config t

noTpibHO BBOAMTM MOBHICTH
config terminal

noTpibHo BBOAUMTM MOBHiCTHO
configure terminal

HasgiTb komyTatop «Sw-Floor-1».

Switch(config)# hostname Sw-Floor-1

3axucTiTh JOCTYN A0 KOpUCTYBaLLKoro pexumy EXEC, BBiBLM line console 0, Npu3HayTe Naporkb CiSCo, aKTUBYMTE MO0

Ta NOBEPHITLCA A0 peMMy rmobanbHOT KoHirypadil 3a gonomoroto exit.

Sw-Floor-1(config)it |
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3axucTiTb 4OCTYN A0 KOpUCTyBaLbKoro pexumy EXEC, BeiBlwM line console 0, npM3Ha4Te Naponb Cisco, akTUBYATe HOro
Ta NOBEPHITLCA 0O peXxuMy rmobansHoi KoHdirypauii 3a gonomoroio exit.

Sw-Floor-1(config)# line console @
Sw-Floor-1(config-line)# password cisco
Sw-Floor-1(config-line)# exit

KomaHau noTpibHo BBOAWTM NMOBHIiCTIO i TOYHO.
Sw-Floor-1(config-line)# exit

KomaHau noTpibHo BBOAWTM NMOBHIiCTIO i TOYHO.
Sw-Floor-1(config-line)# login
Sw-Floor-1(config-line)# exit

Jabeaneute BeaneyHwnii gocTyn 40 NpuBiNeroBaHoro pexumy EXEC 3a gonomoroo napons class.

Sw-Floor-1(config)# enable secret class

3axucTite ninii VTY Big O go 15, npyM3Ha4Te naponk cisco, akTMBYITE WOro i NOBEPHITECH B pexuM rmobansHoi
KoHdirypauii, BAKOPUCTOBYIOYM eXit.

Sw-Floor-1(config)# line vty @ 15
Sw-Floor-1(config-line)# password cisco
KomaHau noTpibHO BBOAWTM MOBHICTH 1 TOYHO.
Sw-Floor-1(config-line)# password cisco
Sw-Floor-1(config-line)# login
Sw-Floor-1(config-line)# exit

3awwudpyiTe BCi BigKpWUTI naponi.

Sw-Floor-1(config)# service password-encryption

CT1BopiTe BaHepHe NOBIQOMITEHHS, BUKOPUCTOBYOHYM cuMBon “#” sK po3ginsHUK. baHep noBuHeH BinobpaxaTucek came:
Warning! Authorized access only!

Sw-Floor-1(config)# banner motd #Authorized Access Only#

KomaHan noTpibHO BBOAMTM MOBHicTH 1 TOYHO.

Sw-Floor-1(config)# banner motd #Authorized Access Only#

KomaHan noTpibHO BBOAMTM MOBHicTH 1 TOYHO.

Sw-Floor-1(config)# end

KomaHan noTpibHO BBOAMTM MOBHicTH 1 TOYHO.

Sw-Floor-1(config)# show running-config

KomaHan noTpibHO BBOAMTM MOBHicTH 1 TOYHO.

Sw-Floor-1(config)# banner motd #Warning! Authorized access onlyl#

Bu ycniwHO BMKOHanNM OCHOBHi1 BMMOrM WOAO AOCTYMY Ta 2aXUCTY MPUCTpON.




2.4.8. lNumaHHs Ons camorepesipku - ba3osi HarnawmygaHHS rpUcmMpor

. flka KOMaHOa BUKOPUCTOBYETLCA ANA NPU3HAYEHHS IMeHI «Sw-Floor-2»
KOMyTaTopy?

{ ) | hostname Sw-Floor-2
,r' "\

() host name Sw-Floor-2
N

() name Sw-Floor-2

. AK 3abe3nevyeTbCA 3aXMCT QOCTYNY A0 NpuMBineroBaHoro pexumy EXEC Ha
KomyTaTopi?

."" “\

() enable class

'l “\

() secret class

."" “\

() enable secret class

-i :} service password-encryption

. SlKa KoMaHaa A03BONAe BCTaHOBUTK aBTeHTMIKaLi0 No Naponto Ana AocTyny Ao
KOpPWCTYBaLbKOro pexuMy EXEC Ha koMyTaTtopi?

."" “\

() enable secret

I ‘\

() login

."" “\

() secret

Pt - -
() service password-encryption
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4, AKa KomaHaa Wudpye BCi HesalwudpoBaHi naponi 4ocTyny Ao koMmyTtaropa?

‘"
() enable secret

N -
) login

secret

N AN

A

AN A

| service password-encryption

5. HAka KomaHOa BUKOPWCTOBYETLCH ANA HANaLITyBaHHA BaHepa, AKui
BigobpaxaTMeTbCA Nig Yac nig'egHaHHa o0 KomyTatopa?
)
() banner S Keep out $
'i_j' banner motd $ Keep out $
() display $ Keep out $

() login banner $ Keep out $

1. SKa KOMaHa BUKOPUCTOBYETLCA ANA NpU3HAYEHHS iMeHi «Sw-Floor-2»
KOMyTaTopy?

‘ ) MpaBunbHo!

@ hostname Sw-Floor-2

{:} host name Sw-Floor-2

{: :} name Sw-Floor-2

2. Ak 3abeanevyeTbCA 3aXMUCT AOCTYNY A0 NpUBINeMoBaHoro pexnMmy EXEC Ha
KOMYTaTOpI?

‘ () MpaBunbHo!

Y
() enable class

"
() secret class

@ enable secret class
'

(_ ) service password-encryption



3. HAKa komaHoa Oo3BONAE BCTAHOBWMTY aBTeHTUMIKALIKD No naponti aAnA aoctyny ao
KopucTyBauskoro pexumy EXEC Ha komyTaTopi?

‘ () MpaBunbHo!

O enable secret

() service password-encryption

4. Hka komaHna wudpye BCl HezalwndpoBaHi naponi 4ocTyny A0 KoMmyTaTtopa?

‘ () MpaBunbHo!

O enable secret

() login
Q secret

(®) service password-encryption

5. HKka KomaHOa BMEOPUCTOBYETLCA ONA HanalwTyeaHHA DaHepa, AKWIA
BinobpaxaTMMeTLCA NI Yac nig'eqHaHHA oo KomyTatopa?

" () MpaBunbHo!

() banner $ Keep out $
(®) banner motd $ Keep out $

() display $ Keep out $
Q login banner $ Keep out $
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2.5. 30epiranHs HAIAIITYBAHb

2.5.1. @aunu KoHoiaypauil

Tenep Bu 3HaeTe, IK BUKOHATH 0a30BY KOH(ITypallif0 Ha KOMYTaTOpi, BKIIOYAIOYH MMapoJii Ta OaHEpHi
noBioMieHHs. L{sg Tema mokaxke Bam, sk 30eperta KoHpirypartii.

€ nBa cucteMHi Qaiinu, gki 30epiraloTh KOHDIrypamito MpucTpoIo:

. startup-config - Ile 30epexxenuit daiin koHdirypanii, skuii 30epiraerbcss B NVRAM. Bin
MICTUTh yCl KOMaHIM, $SKi OyayTh BUKOPHUCTOBYBATHCS TPHCTPOEM TiJ Yac 3amycky abo
nepe3aBaHTakeHHs. DIen-HakonudyBay He BTpavya€e CBOTO BMICTY, KOJIM IPUCTPiil BUMKHEHO.

. running-config - Ile daiin morounoi koHpiryparii, skuii 30epiracTbcs B ONepaTUBHIN mam'sTi
(RAM). B npoMy BifmoOpakeHa MOTOYHa KoHQIrypauis. 3MiHa TOTOYHOI KoOH(Irypaumii HeraiHo
BIUTMBaE Ha poOoty mpuctporo Cisco. OneparuBHa nam'atb (RAM) - eHeprosanexna mnam'stb. Bona
BTpayae BECh CBil BMICT NPH BUMKHEHH1 a00 Mepe3aBaHTaKeHHI PUCTPOIO.

Komanna npusinerioBanoro pexxumy EXEC show running-config BUKOPUCTOBYETHCS AJIS TEPETIISITY

notouHoi KoH(pirypaii. Ik mokazaHo B mpuKJIaai, KOMaHa BiT0OPa3UTh MOBHY KOH(Irypaiito, sika B
JAaHUW MOMEHT 30epiraeThbCs B OTIEPATUBHIN MaM'sITI.

Sw-Floor-1# show running-config
Building configuration...

Current configuration : 1351 bytes

! Last configuration change at 00:01:20 UTC Mon Mar 1 1993

service password-encryptio

hostname Sw-Floor-1

(output omitted)
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[[lo6 mepermstHyTH (ailm cTapTOBOI KOH(Irypallii, BUKOPUCTOBYHTE KOMaHAY MpPHUBIICHOBAHOTO
pexumy EXEC show startup-config.

Slkmo BTpadyeHO >KMUBJICHHS Ha TMPHUCTPOi ad0 TMepe3aBaHTAKEHO MPHUCTPii, BCl 3MIHM KOHQITyparii
OyIoyTh BTpadeHi, SKIIO BOHM He Oymu 30epexeHi. [yis 30epekeHHs 3MiH, BHECEHHX O MOTOYHOL
KoH(pirypartii, y ¢aitin crapToBoi KoH(}Iryparlii BUKOPUCTOBYHTE KOMaHy MPUBIICHOBAHOTO PEKUMY
EXEC copy running-config startup-config.

2.5.2. BMIHa NMOMOYHOI KOH@biaypauil

Sx1o 3MiHU, BHECEHI 10 MOTOYHOI KOHQITryparlii, He MarOTh MOTPiOHOTO edekTy, a running-config e
He 30epeKeHUH, BU MOXKETE BIJTHOBUTH HAIAIITYBAaHHS MPUCTPOIO 0 HOTO MONEPEIHhOI KOH(ITYypaItii.
Bunanite 3MiHEHI KOMaHIU OKpeMO a0o TMepe3aBaHTaXTe NPUCTPii, BHUKOPUCTOBYIOUH KOMAHIY
npusineiioBanoro pexxumy EXEC reload st BigHOBIEHHS KOH(DIryparrii 3amycKy.

Henonikom BukopuctanHs xomauau reload st BunaneHHst Hez0epeskeHoi poOouoi koHpiryparii €
KOPOTKHUH 4ac, MPOTITOM SIKOTO MPHUCTPil 3HAXOAUTHCS B aBTOHOMHOMY PEKHMI, 110 MPU3BOAUTH 10
IPOCTOI0 MEPEKI.

Komu ininitoerses nepezaBanTaxkeHsst, [OS BUABUTH, 110 y MOTOYHOMY (aiini KoH}irypamii € 3MiHH,
aK1 He Oynu 30epekeHi y ¢aitn crapToBoi KoHbirypariii. 3'sIBUTbCS 3anuT Ha 30epexenHs 3MiH. [1lo0
BIIMOBHUTHCH BijJ 3MiH, BBEIITH N 200 NO.

Kpim Toro, sxmio B KoH}ITypalliro 3amycky Oyiau 30epekeHi HeOakaHl 3MiHH, MOXJIMBO, TIOBEJCTHCS
OuuMCTUTH BCi KoH(pirypamii. [lns 1mporo mnoOTpiOHO BHIATWTH CTApTOBY KOH(irypamito Ta
nepe3anyctutd  npuctpid. CraproBa KOHGIrypamiss BHAQISETBCS 3a JIOMOMOTOK KOMaHIU
npusineiioBaHoro pexumy EXEC erase startup-config. Ilicist BUKOHAaHHS KOMaHIM KOMYTaTop
3ampocuTh miarBepkeHHs. HatucHiTe Enter nis miaTBeppkeHHS.

[Ticns Bumanenns craptoBoi koHiryparii 3 NVRAM mnepeszaBaHTaXTe MPUCTPid, 100 BUAAIATH
¢aitn morounoi koH(pirypamii 3 omeparuBHOoi mnam'sari. [Ipu mepe3aBaHTaXeHHI KOMYTaTOp
3aBaHTaXXUTh CTAPTOBY KOH(]ITypaIlito 3a 3aMOBUYBaHHSM, sSIKa TIOCTaYaIacs 3 MPUCTPOEM.

2.5.3. 3MIHa rNomoyYHoI KoHgbiaypaulr

OEMOHCTPYE, sk 36epertu dannm KoHgirypadii kommyTtaTtopa

Video - Alter the Running Configuration

This video covers the following:

- Copy the running-config file to the startup-config file
- Show the files in the flash or pvram directory

- Use command shortening g

- Erase the startup-config file

- Copy the startup-config file to the running-config file
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10S Command Line Interface

No unauthorized access allowed violators will be prosecuted to the
extent of the law!

User Access Verification
Password:

Switch>enable

Password:

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #hostname S1

Sl (config) #exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

Sl#copy running-config startup—confid

+Enter

Sl#copy running-config startup-config
Destination filename [startup-config]?

+Enter

Sl#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...
[OK]
S1#|
Saved
Sl#dir 2
flash: Directory or file name
nvram: Directory or file name
<cr>

S1l#dir nvram:
Directory of nvram:/

238 =rw~ 1205 <no date> startup-config
1205 bytes total (237588 bytes free)

S1#




Sl#copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

Sl#reload

Proceed with reload? [Canirm”

+Enter

2960-24TT starting...

Base ethernet MAC Address: 0000.0CES.C632
Xmodem file system is available.
Initializing Flash...

flashfs[0]: 2 files, 0 directories
flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0]: Total bytes: 64016384
flashfs[0]: Bytes used: 4416217
flashfs[0]: Bytes available: 59600167
flashfs[0]: flashfs fsck took 1 seconds.
...done Initializing Flash.

Boot Sector Filesystem (bs:) installed, fsid: 3

Parameter Block Filesystem (pb:) installed, fsid: 4

Loading "flash:/c2960-lanbase-mz.122-25.FX.bin"...
FHAAAAFAR AR AR AR RS AA AR AR A AR AR

I0S Command Line Interface

e 11 26 WS-C2960-24TT 12.2 C2960-
LANBASE-M

Cisco I0OS Software, C2960 Software (C2960-LANBASE-M), Version
12.2(25)FX, RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Wed 12-0Oct-05 22:05 by pt team

Press RETURN to get started!

No unauthorized access allowed violators will be prosecuted to the
extent of the law!

User Access Verification

Password:

S1>

Configuration is saved (checked)




Axmo xouy crepTu KoHpirypauiro (erase configuration):

Password:

Sl>enable

Password:

Sl#erase sta

Sl#erase startup-config

Continue? [confirm]

[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK INIT: Initialized the geometry of nvram
S1#|

Erasing the nvram filesystem will remove all configuration files!

Sl#reload

switch

2960-24T7TT starting...

Base ethernet MAC Address: 0000.0CES.C632
Xmodem file system is available.
Initializing Flash...

flashfs[0]: 1 files, 0 directories
flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0]: Total bytes: 64016384
flashfs[0]: Bytes used: 4414921
flashfs[0]: Bytes available: 59601463
flashfs[0]: flashfs fsck took 1 seconds.
...done Initializing Flash.

Boot Sector Filesystem (bs:) installed, fsid: 3
Parameter Block Filesystem (pb:) installed, fsid: 4

Loading "flash:/c2960-lanbase-mz.122-25.FX.bin"...
FHEFFHHHEHEFHHHHAHH TR HHHH RS04

10S Command Line Interface

LANBASE-M

Cisco IOS Software, C2960 Software (C2960-LANBASE-M), Version
12.2(25) FX, RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Wed 12-Oct-05 22:05 by pt team

Press RETURN to get started!

%$LINK-5-CHANGED: Interface FastEthernet0/4, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/4,
state to up

Switch>
Switch>]|

cl
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3amicTh cTepToro 30epeeMo iHIINH BapiaHT KOH(pirypanii HaJalITyBaHb cBiva (KoMyTaTropa):

1I0S Command Line Interface

state to up

Switch>

Switch>enable

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #hostname MySwitch

MySwitch (config) #

MySwitch (config) #exit

MySwitch#

%¥SYS-5-CONFIG I: Configured from console by console

MySwitch#copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

MySwitch#

Ile pa3:

[OK]

MySwitch#

MySwitch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MySwitch (config)#line con 0

MySwitch (config-line) #password cisco
MySwitch (config-line) #login

MySwitch (config-line) #exit

MySwitch (config) #hostname S1

Sl (confiqg)#

S1(config) #

Sxuro Ha meii pa3 He 30epiraT TO MOKHA 3arpy3UMTH iHIILY OCTaHHIO 30epexkeHy KoHpirypauiro:

Sl(confié)#exit
S1#
%¥SYS-5-CONFIG I: Configured from console by console

Sl#copy startup-config running-config
Destination filename [running-config]?

1045 bytes copied in 0.416 secs (2512 bytes/sec)

MySwitch#
$SYS-5-CONFIG I: Configured from console by console

MySwitch#



2.5.4. 3anuc KoHiaypauii y mekcmoasuu chaurs

Qaiinu  koHQirypamii TakoX MoOXxHa 30epiraTu Ta apXiByBaTH y TEKCTOBUH JOKyMeHT. Lls
MOCJIIOBHICTh KPOKIB 3a0e3Meuye JAOCTyNnHICTh poOouoi komii (aiimy koHdirypamii 1uis peaaryBanHs
a00 MOBTOPHOTO BUKOPUCTAHHS TI3HIIIIE.

Hampukian, npumycTuMo, 1Mo KOMYTaTop HAJIAIITOBAHO, a MOTOYHA KOHQIryparis 30epekeHa Ha
IIPUCTPOI.

Kpox 1. Bigkpuiite nporpamae 3abe3nedeHHs ajis emyJisiii Tepminany, Hanpukiaag PuTTY a6o Tera
Term, sike BXKe IMiIKIFOUYEHO IO KOMyTaTopa.

Category:
= Session Basic options for your PuTTY session
- Logging
I Terminal
- Keyboard Host Name (or IP address) Port
- Bell 22

- ~Features 5 ton ty
— Window SeEN e
. Appearance (ORaw  (OTelnet () RIiogin (®SSH () Serial
?--Behaviour
~ ~Translation
- [+ Selection Saved Sessions
- Colours

= Connection :
- Data Default Settings Load

Specify the destination you want to connect to

Load, save or delete a stored session

- Proxy
- Telnet Save
- Rlogin
I—H SSH Delete
- Serial

Close window on exit:
(OAways () Never (®) Only on clean exit

About Help Open Cancel

Kpox 2. AkTuByiiTe BEICHHS JKypHaIy B Iporpami TepMiHaIy 1 mpu3HauTe Qaiiay KypHaTy iMm's i
micre 30epexkeHHs. Ha pucynky mokasano, mjo All session output Oyne 306epiratucs y BU3HAUCHHIA
daiin (manpuxnan, MySwitchLogs).
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PuTTY Configuration ? X
Category:
=+ Session Options controlling session logging
- ~Logging
— Terminal Session logging:
- ~Keyboard ( ) None Printable output
= P
- Bell (®) All session output () SSH packets
. ~Features
o Window () SSH packets and raw data
. Appearance Log file name:
- Behaviour MySwitchLogs Browse...
¢ ~Translation
" [ Selection (Log file name can contain &Y, &M, &D for date, &T for
L oo time, &H for host name, and &P for port number)
= Connection What to do if the log file already exists:
- Data () Always overwrite it
- Proxy () Always append to the end of it
Telnet (®) Ask the user every time
~Rlogin Flush log file frequently
B SSH
/| Include header
. Seral
Options specific to SSH packet logging
Omit known password fields
[ ] Omit session data
About Help Open Cancel

Kpok 3. Bukonaiite xomanay show running-config abo show startup-config y npusineiioBanomy
pexumi EXEC. TekcT, mo BimoOpaxaeThCsl y BikHI TepMiHAITy, Oye pO3MIIIEHO Y BUOpaHOMY (aiii.

Switch# show running-config
Building configuration...

Kpok 4. BuMKkHITE BeleHHs *KypHaIy B mporpami TepMmiHainy. Ha pucynky mokaszaHo, SK BiIKIIOUUTH
BEJICHHS )KypHAITy CeaHCy, BUOpaBIu mapameTp None.
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PuTTY Configuration

Category:
= Session
-~ Logging
I%I-TerminaE
- Keyboard
Bell
. Features
— Window
- Appearance
- Behaviour
: é----TransIation
- [ Selection
: --Colours
| Connection
Data
§----Teinet
- Rlogin
[ SSH
 Serial

About Help

Options controlling session logging

Session logging:

@ None O Printable output

(") All session output () SSH packets

() SSH packets and raw data

Log file name:

MySwitchLogs Browse...

(Log file name can contain &Y, &M, &D for date, &T for
time, &H for host name, and &P for port number)

What to do if the log file already exists:

() Always overwrite it

() Aiways append to the end of it
(®) Ask the user every time

Flush log file frequently
Include header

Options specific to SSH packet logging

Omit known password fields
[ ] Omit session data

Open Cancel

CTBOpeHU TEKCTOBHM (haili MOXKEe BUKOPUCTOBYBATHUCS SIK 3aIUC MOTOYHOI KOH]ITypallii mpucTporo.
MoxnuBo, ¢aiin moTpibHO Oyzne penaryBaTd, Mepil HiK BHUKOPUCTOBYBAaTH [UIS BiJTHOBJICHHS
30epexeHoi KoH(Irypailii Ha MpUCTPoi.

106 BigHOBUTH (hailn KOHPIryparii Ha IPUCTPOT:

Kpok 1. VBiiiniTe 10 pexuMy riodaibHOT KOH(ITYpallii Ha TPUCTPOi.

Kpok 2. Cxomiroiite Ta BCTaBTe TEKCTOBUH (haiis y BIKHO TepMiHAIY, MiJKIIOUYEHOr0 0 KOMYTaTopa.

Tekct y (aiini 6yzae 3acrocoBano sik komanau B CLI Ta cTaHe MOTOYHOIO KOH(ITYpali€to Ha MPUCTPOI.
Le 3py4nwmii cioci® HaIAMITYBAaTH MPUCTPIN BPYUHY.
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2.6. IToptu i anpecu

2.6.1. IP-adpecu

Bitaemo, Bu BuKoHaimu 6a30By KOH}ITypallito mprucTporo! 3BUYaifHO, BECEIOIIII 11e He 3aKiHIMITHCS.
Skmio Bu xouete, m00 BaIli KiHIIEBl IPUCTPOT CHUIKYBAIUCS OJUH 3 OJJHUM, BU TTOBUHHI
NEPEeKOHATHUCS, 110 KOXKEH 3 HUX Mae BiAnoBiaHy [P-anpecy Ta mpaBuibHO mij'eAHaHUHA. Y IbOMY
po31ii BU Ai3HaeTech mpo [P-ampecu, mopTu mpuCTpoiB Ta HOCIT, IKI BAKOPUCTOBYIOTHCS TSI

i€ THAHHS TPUCTPOIB.

Buxopucranns [P-anpec € ocHOBHUM 3ac000M, 110 J03BOJISIE MPUCTPOSIM 3HAXOAUTH OJWH OJTHOTO Ta
BCTAHOBJIIOBATH HAcKpi3He 3'eAHaHHs B [HTepHeTi. KojkeH KiHIeBHiA TPUCTPil B MEpEKi TOBUHEH
Oytu HanmamToBaHu# 3 [P-agpecoro. [Ipukiiaay KiHIIEBUX TPUCTPOIB:

Komm'totepu (pobodi cTanIii, HOyTOykH, haiaoBi cepBepu, BeO-cepBEpH)
Mepe:xHi pUHTEPU

VolP-teneponn

Kamepu 0XOpOHHOTO BiJICOCIIOCTEPEKEHHS

Cwmaptdonu

Mo0Gi1bHI KHIIEHBKOBI IPUCTPOT (HApHUKIa, 0€3ApOTOBI CKAaHEPH LITPUX-KOLY )

Crtpykrypa anpecu [Pv4 - 11e KpanmkoBO-I€CATKOBE MPEICTABICHHS y BUTJISAI YOTHPHOX AECITKOBHX
yucen B aiana3oHi Bix 0 1o 255. Anpecu [Pv4 mpu3HadatoThCs OKPEMUM TIPHUCTPOSIM, T € THAHUM JI0
Mepexi.

IIpumitka: Tepmin [P B 1boMy Kypci BUKOPHUCTOBYETHCS, KOJIM MOBA i€ TIpO 00U 1Ba MPOTOKOJIN:
[Pv4 ta IPv6. IPv6 - e HaifHoBiIa Bepcis IP, sika 3aMiHioe nmommpenuit 3apas [Pv4.

3 IPv4-anpecoro HeoOXiJHO BUKOPUCTOBYBATH MacKy miaMmepexi. Macka miamepexi [Pv4 - e 32-
01TOBE 3HAYEHHS, SKE BIJOKPEMITIOE MEPEKHY YaCTHHY aJIpECH BiJ] By3JI0BOi YaCTHHU. Y TIOE€THAHHI 3
[Pv4-anpecoro Macka migMepexi BU3Havae, 10 AKOi HiAMEpekKi HaJIeKUTh MPUCTPIil.

VY npukiiani Ha pucyHKy nokasati aapeca [Pv4 (192.168.1.10), macka miamepexi (255.255.255.0) i
NUTI03 3a 3aMoBuYyBaHHsM (192.168.1.1), siki mpu3HadeHi XocTy. Apeca IUTI03Y 32 3aMOBUYYBaHHSIM -
e [P-anpeca mapmpyTuzaropa, siKy By30J BAKOPUCTOBYBATUME IS JOCTYIY J0 BiJJaIEHUX MEPEK,
BKJIIOYar04M [HTEpHET.

57



Internet Protocol Version 4 (TCP/IPwd) Properties ot
General

You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: [192.168. 1 . 10 |
Subnet mask: [ 255.255.255. 0 |
Default gateway: [192.168. 1 . 1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | ; . . |

Alternate DMS server: | : : ; |

[ validate settings upon exit P

Cance

Anpecu IPv6 maroTh qoBxkuHY 128 6iTiB 1 3aMCYIOTHCS Y BUIISLIL PAKA IIICTHAIATKOBUX 3HAUCHD.
KoxxHi yoTrpu O6iTH TIpeIcTaBiIeH] OAHIEIO MTICTHAIIATKOBOIO UG POI0; 3araioM 32 MIiCTHAIIATKOB]
mudpu. 'pynu 3 4OTUPHOX IIICTHANIATKOBUX M (P po3aiieHi fBokpankoro “:”. [Pv6-anpecu He
YYTIWBI 10 PETICTPY 1 MOXKYTh OYTH 3alKCaHi SIK B HIDKHbOMY PETICTPi, TaK 1 y BEpXHBOMY.

Internet Protocol Version & (TCP/IPvE) Properties >
General

You can get IPve settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPvE settings.

() Obtain an IPv6 address automatically
{®) Use the following IPvE address:

IPv6 address: | 2001:db&:acad: 10::10 |
Subnet prefix length:
Default gateway: | fegn::1 |

Obtain DMS server address automatically

(@) Use the following DS server addresses:

Preferred DNS server: | |

Alternate DMS server: | |

[ ]validate zettings upon exit Advanced. .

Cance
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2.6.2. IHmepcbeucu i nopmu

MepexxHUI 3B'S30K 3alIeKUTh BiJl iHTepdelicy NpHCTPOI0 KIiHIIEBOTO KOpHCTyBaua, iHTepdeiiciB
MEpeXHUX TPUCTPOiB Ta KabemniB, mo iX 3'eqHyioTs. KokeH ¢izuunuii iHTepdeiic Mae TexHiIuHI
XapaKTEePUCTUKH a00 CTaHAAPTH, SKI HOro BU3HA4Yal0Th. Kabenp, Mo miaKIoYaeThes 10 1HTepdeicy,
NOBMHEH BiNNOBiAaTH (I3MYHUM CTaHAapTaM iHTepdeiicy. Tumnu MepexHuX HOCIIB BKIIOYAIOTh MiTHI
ka0eJi 3 BUTOIO IMapol0, BOJOKOHHO-ONTHYHI Kabei, KoakcialibHi Kabeni abo 6e31poToBi, SIK MOKa3aHO

Ha PUCYHKY.
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Minnuit kabens. be3nporose cepenonuiie. BomokoHHO-ONTHYHUH Kabemb

Pi3Hi TuM MepeXHHX HOCIIB MarOTh Pi3HI OCOOMMBOCTI Ta mepeBaru. He BCi MepexHi cepenoBUIla
MaroTh OJIHAKOBI XapakTepucTuku. He BCi cepemoBuIna miaxoasaTh 1ist ofHi€q 1 Tiel ) MeTu. Och neski
BIIMIHHOCTI MK Pi3HUMH BHJIaMU CEPEIOBHINA:

Bincrans, Ha sIKy HOC1# MOYKEe YCHIIIHO MepeaaBaTH CUTHAT
Cepenouiile, y skoMy TOTPiOHO IPOKIIACTH HOCIH
KinpKicTh JaHUX 1 MIBUAKICTH, 3 KOO iX MOTPIOHO MepeaaTH
BapricTs HOCis Ta fioro mpoKIagaHHs

He Tinbku kokHEe mocwiiaHHS B IHTEpHETI BHMMarae MEBHOTO THUIY MEPEXHHUX HOCIIB, ajie 1 KOXHe
MOCWJIAHHS BHUMarae TeBHOI MepexHoi TexHojorii. Hampuxmnam, Ethernet - me nHaimommpenima
TexHooris JokaabHuX Mepex (LAN), sika BukopuctoByeTbesi chorofHi. [loptu Ethernet 3HaxoasTbes
Ha TPUCTPOSX KIHIIEBUX KOPUCTYBauiB, KOMYTAIliIHHUX MPUCTPOSIX Ta IHIIUX MEPEKHUX MPUCTPOSIX,
K1 MOXKYTh (PI3UUHO M€ THYBATHCS 1O MEPEXKI 3a JOMTOMOT 010 KabeJto.

Komyratopu Cisco IOS piBHs 2 MaioTh ¢i3W4Hi MOPTH JUIS Mif'€qHaHHA NpucTpoiB. Lli moptu He
niaTpumyioTh [P-agpecu 3 piBHs. ToMmy koMyTaTopu MarmTh OJAMH ab0 OuIbIIEe BipTYaTbHHUX
iHTepdeiiciB  komyrtaTopiB (switch virtual interface, SVI). Taxki iHTepdeiicu Ha3uBaOTHCA
BIpTyaJIbHUMH, TOMY 110 Ha MPHUCTPOI, MOB'A3aHOMY 3 HUMH, Hemae ¢izudHoro obmamHaHHA. SVI
CTBOPIOETHCS B IPOTPaMHOMY 3a0€3MeUeHHI.

BipryansHuii iHTepdeiic 103BOJIsE BIIATICHO KEPYBATH KOMYTAaTOPOM Yepe3 MEPEKy 3a TOTOMOTOI0
[Pv4 ta IPv6. Koxxen komyrtaTop mocradaerscsi 3 ogHuM SVI y KoHdiryparii 3a 3aMOBUyBaHHSM.
Bipryansaum intepdeiicom 3a 3amoBuyBaHHsIM € VLAN 1.
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Hpumitka: Komyratopy piBHas 2 He mnoTpibna I[P-agpeca. IP-agpeca, mnpusnadena SVI,
BUKOPHCTOBYETHCS IS BIAJAICHOTO JOCTYIy 10 KomyTaropa. /s podotn komyraropa [P-angpeca He
notpibOHa.

2.6.3. [lumaHHs 0nsi camonepesipku - Nopmu i adpecu

1. Sk HA3WBaAETLCA CTPYKTYpa agpecy IPv4?

() OBifkoBWiA hopmaT 3 Kpankamu
() KpankoBO-[AECATKOBWIA chopmaT

() KpankoBo-WICTHAAUATKOBMI dhopmaT

2. Ak npeacraeneHa agpeca IPv4d?

( ‘} 4YOTWpPW OBIMKOBKMX YKcna Big O 0o 1, AKi po3dineHi ABOKpanko.
( ‘} YOTWPKW OECATKOBMX Yucna Big 0 Ao 255, aKi po3gineHi KpankamMu.
( "} TPMAUATE ABa WICTHAOUATKOBUX YKCNa, AKi po3dineHi JBOKpankamu.

( ‘} TPMAUATL ABa LWICTHAAUATKOBUX YKCna, 9K posdineHi Kpankamu.

3. Axnin TN IHTepency He Mae NOoB'A3aHOM0 3 HUM i3UYHOro NOpTy?

(") KOHCOMNBHWIA
() Ethernet
() nocnigoBHMiA NopT

() BipTyankHuit iHTepderiic komyTaTopa (SVI)
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1. 51K HA3MBaETLCA CTPYKTYpa aapeck IPv4?

| ) MpaBunbHO!

(") OBiiikoBwiA hopMaT 3 Kpankamm
(®) KpankoBo-AecATKOBII hopmar

-::ﬁ::- KpankoBo-LWICTHAAUATKOBWIA dpopmart

2. Ak npeacTaeneHa agpeca IPv4?

| &) NpaBunbHo!

( “::- YOTWpPK OBIMKOBKUX YKicna Big 0 oo 1, aKi po3aineHi ABOKpanKoH.
@ YOTWPW OECATKOBKMX Yucna Big 0 Ao 255, [Ki po3aineHi kpankamu.

( ":;- TPUOUATE ABa WICTHAOUATKOBKUX YMcna, AKi posdineHi ABokpankamu.

-::’ “::- TPUOUATE ABa WICTHAQUATKOBKUX YMcna, AKi po3dineHi Kpankamu.

3. AKWiA TUN iHTEpdEenCcy He MaeE NOB'A3aHOro 3 HUM Pi3U4HOIO NOpTy?

| () MpaBunbHo!

(") KOHCONbBHMUIA
() Ethernet
() nocnigoBHWiA NopT

@ BipTyansHWI iHTEpMec KomyTaTopa (SVI)

2.7. HanamryBanns IP-agpecamii

2.7.1. Py4He HanawmyegaHHs IP-adpecauii Ha KiHyesoMy rpucmpoi

Hacrtinbku k, sk Bam TOTpiOHI HOMepH TeNe(oOHIB BalIMX JPy3iB, MO0 HATICIATH iM TEKCTOBI
MOBiIOMJICHHS 200 3aTeneOHyBaTH, KIHIEBI MPUCTPOI y BamIiid Mepexi morpedyrots [P-anpecu, mob
BOHU MOTJIM CHIJKYBaTHUCSA 3 IHIIMMH TPHUCTPOSMU Yy Balliii Mepexi. Y IbOMY pO3Miiai BH OyneTe
CTBOPIOBATH OCHOBHI ITiJT'€THAHHS, HaamToBytouu [P-agpecn Ha komyTraTopax Ta [1K.

[P-agpecy MoXHa HajlamITyBaTH Ha KIHLIEBOMY IMPHUCTPOi BpPy4yHYy ab0O OTpUMaTH aBTOMATHYHO 3a
nornomororo nporoxkoay DHCP.
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[lo6 Bpyuny HamamtyBatu IPv4-agpecy na By3m 3 OC Windows, Bigkpuiite Control Panel >
Network Sharing Center > Change adapter settings i BuOepiTe moTpiOHUI amantep. KnarHiTh

NpaBoOI0 KHOMKOK Mulli Ta o0epiTh Properties 1t BimoOpaxenuns Local Area Connection
Properties, sik moka3zaHo Ha PUCYHKY.

U Ethernet Properties >
Metworking  Sharing

Connect using:

Ij Realtel: PCle GBE Family Controller

This connection uses the following items:

3005 Packet Scheduler "
B intemet Protocol Version 4 (TCP/IPv4)
g Microsoft Metwork Adapter Multiplexor Protocol
Microsoft LLOP Protocol Driver
Imtemet Protocol Version & (TCP/IPvE)
Link-Layer Topology Discovery Responder
Link-Layer Topology Discovery Mapper /0 Driver L
>

A R KR RO R E

Install... LIninstall Properties
Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwaorks.

QK Cancel

Buginite Internet Protocol Version 4 (TCP/IPv4) Ta natucHiTh Properties, mo6 Biakputu Internet
Protocol Version 4 (TCP/IPv4) Properties BikHO, sike BinoOpakeHO Ha pucyHky. Hamamrtyiite
anpecy IPv4, macky migMepexi Ta mapaMeTpu MUTI03Y 3a 3aMoBUYyBaHHsIM Ha PC-A.

Hpumitka: [{na [Pv6 napameTpu anpecarttii Ta HanamryBaHHs cXoxi Ha [Pv4.
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Internet Protocel Version 4 (TCP/IPwd) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, vou need to ask yvour network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: |192.168. 1 . 10 |
Subnet mask: | 255.255.255. 0 |
Default gateway: [192.168. 1 . 1 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server; | ; ; . |

Alternate DMS server: | " . . |

[ ] validate settings upon exit Aebiried

Concel

Hpumitka: Anpecu DNS-cepBepiB - ne aapecu IPv4 ta IPv6 cepBepiB cucTeMH JIOMEHHUX IMEH
(DNS), saKi  BUKOPHUCTOBYIOThCA 11 mepeknany  I[P-agpec  Ha  J1OMEHHI  iMeHa,
HaIpUKIa] WWW.Cisco.com.

2.7.2. AemomamuyHe HanawmyeaHHs IP-adpecauii Ha KiHuegsomy rpucmpoi

Jl1st aBTOMaTUYHOTO HaNAImTyBaHHs aapecu [Pv4 kiHieBl mpucTpoi 3a3BU4ail BUKOPUCTOBYIOTH 32
3amoBuyBaHHIM DHCP. DHCP - 11e TexHooris, sika BAKOPHCTOBYEThCS Maiike B KOXKHIN Mepexi.
Hatikpamuii crioci6 3po3ymiti, yomy DHCP HacTinbky monyasspHUM, - pO3TJISTHYTH BCIO JJOJIATKOBY
poboTy, sika Mana O mpoiTu 6e3 HLOTO.

[Ipotokon DHCP pobuts MOXINBOIO aBTOMAaTHUHY KOH(Irypauito aapecu [Pv4 st koxHOTrO
KIHIIEBOTO TIPUCTPOto, 1o miarpumye DHCP. VsBiTh, CKiJIbKH Yacy 3HaIOOUTHCS, IKOU KOXKEH pas,
KOJIM BY IIIKJIIOYAIHCA 0 MEPEXi, BaM JOBEJIOCS BPYUHY BBOAUTH aapecy IPv4, macky miamepexi,
IUTIO3 32 3aMOBUyBaHHAM Ta cepBep DNS. [ToMHOXTe 11e Ha KO)KHOTO KOPUCTYBaya Ta KOXKHUMN
NPUCTPIl B opraHizailii, i Bu nodauute npodiaemy. Pyuna koH}irypartiist Takoxx 3011b11y€e HMOBIpHICT
HeMpaBUIIbHOIT KOH(DIryparii nuisxom nyomroBanns [Pv4-anpecu iHIoro mpuctporo.

Sk moka3zaHo Ha pUCYHKY, 1100 HajamTyBatd DHCP na I1K 3 Windows, noTpiOHo iuie

BuOpaTtu Obtain an IP address automatically Ta Obtain DNS server address automatically. Bam
komi'totep BukoHae nomyk DHCP-cepBepa i oTpuMae HajamTyBaHHS agpecu, HeOOXiIH1 s 3B'A3KY
B MEpEKi.

Hpumitka: IPv6 s nunamivHoro posnonity agpec BukopuctoBye DHCPv6 Ta SLAAC (Stateless
Address Autoconfiguration).
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Internet Protocel Version 4 (TCP/1Pwd) Properties

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

(®) Obtain DNS server address automatically

() Use the following DNS server addresses:
]
-

Validate settings upon exit Achericed. ..

Cancel

2.7.3. [epesipka cuHmakcucy — lNepesipka HanawmygaHHs ripomokorsy IP Ha
1K 3 Windows

Mosxxna BimoOpasutu mapamerpu koHbirypamii I[P ma IIK 3 Windows 3a mgomomororo
komaH ¥ ipconfig B komanaHOMY psinky. Buxigni nani komanau OyayTh mokasyBatu azapecy IPv4,
MacKy miaMepexi Ta iHdopmMarlito mpo muio3, orpumani Bix cepsepa DHCP.

Benite komany uist Binoopaxkennst koudirypariii [P xa 1K 3 Windows.

BeeniTe komaHay ana BigoGpaxeHHs KoHdirypadji IP Ha MK 3 Windows.
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2.7.4. HanawmyesaHHs gipmyaribHO20 iIHmepgeulcy Komymamopa

o6 oTpumaTn BigaaneHui JocTyn OO KOMyTaTopa, Ha BipTyanbHOMY iHTepdelici komyTatopa (SVI) NnoBMHHI
OyTn HanawToBaHi IP-agpeca Ta macka nigmepexi. o6 HanawTtyBatM SVI Ha komMyTaTopi, BUKOPUCTOBYITE
KomaHay rnobanbHoi KoHdirypauii interface vlan 1. Vlan 1 - ue He isnyHuWiA, a BipTyanbHun iHTepderic. Oani
npusHadte agpecy |IPv4 3a gonomoroto komaHau KoHdirypauii iHtepderncy ip address ip-address subnet-mask.
HapeLwuTi, yBiMKHITb BipTyanbHuin iHTepdenc 3a 4ONOMOroo KomaHaum KoHdirypadil iHtepdency no shutdown.

Micna HanawTyBaHHA LMX KOMaHA KOMyTaTop Mae BCi enieMeHTun IPv4, roToBi 4O ChifikyBaHHS MO Mepexi.

Sw-Floor-1# configure terminal

Sw-Floor-1(config)# interface vlan 1

Sw-Floor-1(config-if)# ip address 192.168.1.20 255.255.255.0

Sw-Floor-1(config-if)# no shutdown

Sw-Floor-1 (config-if)# exit

Sw-Floor-1(config)# ip default-gateway 192.168.1.1

2.7.5. lNepesipka cuHmMakcucy — HanawmyesaHHs gipmyarsribHo20 iHmepabelcy
KoMymamopa

YBiAQITE B pexnM KoHgirypauil iHTepdpeiicy ana VLAN 1.

switch(contig)i#
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2.7.6. Packet Tracer - Peanizauyisi 6a308020 3'¢0HaHHS

VY 1npoMy 3aBIaHHI BH CIOYATKy HANANITyeT€ OCHOBHI MapaMeTpu KomyTaropa. IloTiM BH cTBOpuUTE
OCHOBH1 min'eqHanHs, HamamTyBaBmu I[P anpecu Ha xomyrtaropax 1 I[IK. TIlicms 3aBeprieHHs
HanamtyBanHa [P-anmpecanii Bu Oymere BUKOPUCTOBYBaTH pi3HI  KoMaHau show st mepeBipku
KOH(iryparliiii Ta BAKOPUCTOBYBATH KOMaHIy ping 1Jis epeBipku 0a30BOT0 3'€ JHAHHS MIXK TPUCTPOSMU.

1|11 Networking
cisco Academy

Packet Tracer - Peani3auis 6a3oBoro 3'¢4qHaHHA

Tabnuus agpecauii
MpwucTpiin InTepdpeic IP-appeca Macka nigmepexi
S1 VLAN 1 192.168.1.253 255.255.255.0
52 VLAN 1 192.168.1.254 255.255.255.0
PC1 NIC 192.168.1.1 255.255.255.0
PC2 NIC 192.168.1.2 255.255.255.0

Uini Ta 3apaui
Yactuna 1: HanawTtysaHHa 6a3zoBoi koHoirypayii Ha S1 Ta S2
Yactuna 2: KoHdpirypyeauus MK

YactuHa 3. HanawTtyeaHHs iHTepdency KepyBaHHA KOMYTaTopoOM

MNepeaymoBu

Y upoMy 3aBfaHHi BWM cnoYaTKy BukoHaeTe Ga3oee HanawTyBaHHA KomyTaTopa. [NoTim B cTBOPUTE OCHOBHI
nia'eqHaHHA, HanawTysaewM |P-agpecw Ha komyTtatopax i MK. Konu koHdirypauis |P-anpecauii byae
aaBeplueHa, Bu GyaeTe BUKOpUCTOBYBaTH pi3Hi komaHan show ansa nepesipkm koHdirypadii Ta
BUKOpPWUCTOBYBaTH KOMaHay ping AnA nepesipku 6a3080ro 3'egHaHHA MK NPUCTPOAMM.

IHCTpYKUIT
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YacTtuHa 1: HanawTyBsaHHsA 6a3oBoi koHdirypauii Ha S1 Tta S2

BukoHaiTe HacTynHi Kpoku Ha 511 S2.

Kpok 1: HanawTyiTe iMm's Byana Ha S1.
a. HarucHiTe Ha S1, a noTiMm HaTUCHITL Ha Bknaaky CLI.

b. Bsenits noTpibHy komaHay, WoB Npu3aHa4MTK Byany iM'a S1.

Kpok 2: HanawTyuTte naponi Ana KoHconi i npueinenosaHoro pexumy EXEC.
a. BukopucTosyiiTe cnoso CiSco ANA Napons KOHCcon.
b. BwukopuctosyiiTe cnoso class ona napons npueinedosaxHoro pexumy EXEC.

Kpok 3: lNepesipTe koHdgirypauii naponie ana S1.

Ak MmoxHa nepesipuTh, Y obuaea naponi 6ynu HanawToeaHi NpaBunNLHO?

Packet Tracer - Peanizauia 6azoBoro 3'c¢QHaHHA

Kpok 4: HanawTyiTte 6aHepHe nosigomneHHs (MOTD Banner)

BukopucTosyWTe BignoeiaHui TekcT 6aHepa aAns 3anobiraHHA HecaHkuioHosaHoro gocTyny. MNpuknan TekcTy
HaBeeHO HUXYe:

Authorized access only. Violators will be prosecuted to the full extent of the law.

Kpok 5: 36epexiTk hain koHdirypauii y NVRAM.

Aky komaHay HeoBxigHO ANA LLOro BUKOHATH?

Kpok 6: MoBTopite Kpoku 1-5 ana S2.

YactuHa 2: KoHdirypysanHsa MK
HanawrTyiite |IP-aapecw ans PC1i PC2.

Kpok 1: HanawryiTte IP-agpecu Ha o6ox MK.
a. HatucHite Ha PC1 i BigkpwiATe Bknaaky Desktop (Pobo4wmia cTin).

b. HarucHiTb Ha IP Configuration (HanawTtysanHsa |IP-agpec). ¥ Tabnuui agpecauil suwe moxHa nobaunti,
wo ans PC1 npuanaveHa IP-agpeca 192.168.1.1, a Macka niamepexi - 255.255.255.0. Beeaite Ui AaHi
ansa PC1 y eikHi IP Configuration (HanawTtyeanHs IP-agpec).

c. [Moetopitb kpoku 1ai 1b ana PC2.

Kpok 2: MNMepesipTe nig'egHaHHa 4o KomyTaTopie.

a. HarucHite Ha PC1. 3akpuiite BikHo |P Configuration, skuo soHo Bce we eigkpuTe. Y eknaaui Desktop,
HaTWcHiTL Ha Command Prompt.

b. Beepnits komaHay ping Ta IP-agpecy ana S1 i HaTucHiITL Enter.




b. Bsegite komaHgy ping Ta |IP-agpecy anda S1 i HatucHiTe Enter.
Packet Tracer PC Command Line 1.0
PC> ping 192.168.1.253

Yu BananocA BUKoOHaTH KoMaHay? MoscHITb.

YacTtuHa 3: HanawTtyBaHHs iHTepency KepyBaHHS KOMYTaTopoMm
HanawrtyiATe |IP-agpecu ana S1i S2.

Kpok 1: HanawTtyiTe IP-agpecy ana S1.

KomyTaTopu MOXHa BUKOPUCTOBYBaTH B pexumi «plug&play». Lle o3Hayae, Lo BOHU MOXYTh NoYaTu
npautoBaTu | 6e3 nonepegHLOro HanawTysaHHA. KoMyTaTopy nepecunaioTb AaHi MK nopramu,
BvkopucToBytoun MAC-aapecu.

Akwo ue Tak, Ana yoro Toai noTpibHo HanawTosyeaTk IP-agpecn?

LWLo6 HanawrTysatu |IP-agpecy Ha koMyTaTopi S1, BUKOPUCTOBYWTE HACTYMNHI KOMaHAW.
51# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Sl(config)# interface vlan 1

Packet Tracer - Peanizauis 6azoBoro 3'eqHaHHA

S1l(config-if)# ip address 192.168.1.253 255,255.255.0

51 (config-if)# no shutdown

$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
S1 (config-if)#

51 (config-if)# exit

S1#

Hagiwo Bn BBOAUTE KOMaHay no shutdown?

Kpok 2: HanawTyiTte IP-agpecy ana S2.
BukopucTosyrouu aaHi 3 Tabnuui agpecadil, HanawTyite IP-anpecy gna S2.

Kpok 3: NepeBipTe HanawTyBaHHA IP-agpec Ha komyTaTopax S1 i S2.

BukopuctosyiTe komaHay show ip interface brief ona sino6paxexHs IP-agpec i cTaHy Bcix noprie 1a
iHTepdpeiicie komyTaTopa. [1INA UbOro MOXHAa TaKoX BUKOpPUCTOBYBaTH komaHay show running-config.

Kpok 4: 36epexite koHdirypauii ansa S1i S2 B8 NVRAM.

flka komaHOa BUKOpUCTOBYETBCA ANA 30epexeHHn dhainy kokdirypauii 3 onepatusHol nam'ati B NVRAM?
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Kpok 5: lNepeBipTe nia'eAHaHHA A0 Mepexi.

Mig'eqHaHHA 0o Mepexi MOXXHa NepeBipUTH 3a AonomMorolo komauau ping. [yxe saxnueo, wob 38'A30K
icHyBaB no BCiln mepexi. Y pasi 3boto HeobxigHo ycyHyTH HecnpaBHicTb. NepesipTe 38'A30K koMyTaTopie S1 i
82 3 komn'lotepamu PC1 i PC2.

a. Harwuchite Ha PC1 i BigkpuiiTe Bknagky Desktop (Pobouwi cTin).

b. HatucHiTe Ha Command Prompt.

c. 3a QonoMoror KoMaHau ping nepesipre AOCTYNHICTL IP-agpeck komn'tioTepa PC2.
d. 3a gonomorow KoMaHaM ping Nepeeipre AOCTYNHICTE IP-agpeck komyTaTtopa S1.
e. 3a gonomorol KOMaHau ping nepesipTe AocTynHicTe IP-agpecu komyTartopa S2.

MpumiTka: Bu Takox MoXeTe BUKOPUCTOBYBaTW KOMaHAay ping B iHTepdeiici komaHOHoro psaka komytaropa i
Ha PC2.

Bci nepeBipkn noBuHHI ByTK yeniwHuMK. Hkwo pesynsTaT nepLuoi nepesipku - 80%, nosTopite cnpoby.
Tenep pesynbtat noeuHeH 6yt 100%. MisHiwe Bu QizHaeTecs, YOMy Neplua Nepeeipka iHOAI 3aBeplUyETLCA
HeBaano. AKWo BU He MoxeTe nponiHryeaty Byab-AKWA 3 NpUCTPOIB, NepesipTe KoHMirypauilo Ha HasBHICTb
NOMMNOK.

2.8. [lepeBipka 3'eqHaHHSA

2.8.1. TecmysaHHs rnpu3HayeHb iHmepghelcy

VY nmnonepeanii Temi BM peamidyBaiM 0a30Be WiA'€qHaHHS, HamamTyBaBiu [P-agpecamiro Ha
komyTtaTopax Ta IIK. Ilotim Bu mepeBipuian cBoi KoH(Irypamii Ta mia'€MHaHHS, ajpKe, STKHH CEHC
HaJIAIITOBYBAaTH HPUCTPIH, SKIIO BU HE MEpEeKOHAIMCA, 10 KOHQiryparis npaiioe? Bu npomoBxure
el mporec y mbomy po3nuii. BukopucroByroun intepdeiic komananoro psaka (CLI), Bu nepeBipute
iHTepdeiicu Ta agpecu KOMyTaTOPiB Ta MAapUIPyTU3aTOPIB y BalIiil Mepexi.

Takum >xe 9YMHOM, SIK BM BHKOPHUCTOBYETE€ KOMAHIU 1 yTWIITH, Hanmpukiaaja ipconfig, st mepeBipku
MepexxHO1 KOH(]irypariii By3nia, BU TaKOXK BUKOPHUCTOBYETE€ KOMaHIU s MepeBipku iHTepdeiciB i
HaJIAIITYBaHb a/Ipec MPOMDKHUX MPUCTPOIB, TAKUX SIK KOMYTaTOPH 1 MapHIPyTH3aTOPH.

HatucHite kHOTIKY BiaTBOpuTH Ha pUCYHKY, 100 MEpErisHYTH BiJEOJEMOHCTpaIilo kKoMaHau show
ip interface brief. [{s1 koMaHa KOpucHa 1)1 MEpEBIpKHU CTaHy iHTEp(DECciB KOMyTaTOpa.

TecTtyBaHHs NpU3HaYeHb iHTepdeiicy

3aBantaxkte Toi camuit ¢aitn PKT, skuii BukopuctoByeTbes. [IpakTHKyHTeCs y BUKOPUCTaHHI
koMaHng ipconfig 1 show ip interface brief , sx mokazano.

Video — Test the Interface Assignment

This video will cover the following:
- Connect console cable from PC to switch

- Use terminal emulation program and accept defaults to bring you to
command line s

- Use enable to enter privileged EXEC mode

+ Use global configuration mode and then interface configuration mode to
enter no shutdown command
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2.8.2. TecmysaHHS1 HAaCKpi3HO20 3'€OHaHHS

Komanna ping Moxe BUKOPHUCTOBYBATHUCS ISl TIEPEBIPKH 3'€THAHHS 3 THIIIMM MPUCTPOEM B MEPEKI a00
BeO-caiiTy B [HTepHeTi.

HatucHiTe kHONKY BinTBOpHTH Ha PUCYHKY, 11100 NEPErsSHYTH BiZ€O, sIKE IEMOHCTPY€E BUKOPUCTAHHS
KOMaHIi ping JJIsl IEpEeBipKHU 3'€THaHHS 3 KoMyTaTopoM 1 iHmmm T1K.

TecTtyBaHHs NpU3HaYeHb iHTepdeiicy

3aBanTaxte Tou camuii (aiin PKT, skuif BUKOpUCTOBYETHCS y Bifco. TpeHylTecs, BUKOPUCTOBYIOUH
KOMaHJy ping, SK MMOKa3aHo Ha BiJI€o.

ideo — Test End-to-End Connectivity

This video will cover the use of the ping command to test connectivity on
both switches and both PCs.

2.9.3. Lo mu sus4unu y ybomy po30iri?

VYci kiHLEBI NpUCTPoi Ta MepexHi HMpucTpoi morpedyroTs omnepauiitHoi cuctemu (OC). Kopucrysau
MOXXE€ B3AEMOJISITH 3 OOOJOHKOK 3a jJornoMoror iHtepdeiicy komangHoro psaka (CLI), mo6
BUKOPHCTOBYBATH KJaBiaTypy ISl 3allyCKy MepekHHX mporpam Ha ocHoBi CLI, BUKOpuCTOBYBaTu
KJIaBlaTypy JIJIsl BBEICHHS TEKCTY Ta TEKCTOBUX KOMAaH]I Ta MEPETJIAIaTH BUX1IHI JaH1 HA MOHITOPI.

B sixocti gynkuii 3axucty nporpamue 3abesnedenns Cisco I0S po3noainse nocTyn 10 KepyBaHHS Ha
HACTyTHI JBa PSKUMH KOMaH: KopuctyBambkuii pexkxum EXEC Ta npusineitoBanuii pexkxum EXEC.

Ilepen TumMm, sk mepeiTu B iHIII CHENiai3oBaHi peKUMH KOH(Irypauii, TOTpiOHO YBIMTH B pexuM
rnobanbHOI KOHGIryparii. 3 pexuMmy TII00abHOI KOH(]ITypalii KOpUCTyBad MOXE TEPEUTH B Pi3HI
nigpexxuMu KoHgirypamii. KoxkeH 3 1mux peXuMiB 03BOJISIE CKOH(IrypyBaTH IMEBHY YacTHHY abo
¢bynkmito mpuctporo IOS. JIBa mommpeHHX MAPEeKUMH KOHQIryparli BKIIOYAIOTh: PEKUM
KOH(pirypamii niHiH Ta pexxuM KoHpirypauii iHTepdeiicy. 1lo6 mepelith B pexuM rio0aIbHOT
KOH(piryparii i BHHTH 3 HBOTO, BHKOPHUCTOBYHTE KoMaHny configure terminal mpusineiioBaHOTO
pexumy EXEC. Ilo6 moBepHytucs a0 mpusineiioBanoro pexumy EXEC, BBeniTh
KOMaHJy exit pexxuMy riiodanbHOi KOHGIrypartii.

Koxna komanga IOS wmae mneBHuii ¢dopmar ab0 CHHTAKCHUC 1 MOXXE€ BHUKOHYBAaTHUCS JIMIIE Y
BIJIMOBITHOMY peXHMi. 3araJbHUM CHHTAKCHCOM JJII KOMaHIM € KOMaHa, 32 SIKOI0 CIIIyIOTh OyIb-
SK1 BIJIMOBIJIHI KJIIOUOBI cjoBa Ta aprymeHTH. ¥ IOS poctymHi nBi popmMu AOMOMOTH: KOHTEKCTHA
JIOBiJIKa Ta MEpeBipKa CHHTAKCUCY KOMAaH/I.

[lepmioro KOMaHAOK HAaNAIITYBaHHS HAa OyAb-IKOMY TIPUCTpOi Mae OyTH TPHUCBOEHHS HOMY
YHIKQJIBHOTO 1MEHI By3Ja. MepexHi HpUCTpoi 3aBXIM MOBMHHI MaTH Tapojii, HaJalllTOBaHI IS
obMmexxeHHs anMmiHicTpaTuBHOTO Aoctymy. Cisco IOS MokHa HanamTyBaTH HAa BUKOPHCTAHHS IapOJIiB
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lepapXi4HUX pPEXHUMIB, MO0 JO3BOJIMTU Pi3HI MpaBa JOCTYIy JO MEPEXKHOro MPHUCTPOIO.
HanamryBanHss Ta mmmdpyBaHHA BCiX mapoiiB. Bkaxite cmoci0 OroJyiomeHHs, IO TUIBKH
aBTOPHU30BAaHUI MMEPCOHAJ MOBMHEH HAMAraTucsl OTPUMATH JOCTYIH JI0 MPHUCTPOIO, TOJABIIM OaHep 10
BUXIJTHUX JaHUX MIPHUCTPOIO.

€ nBa cuctemHi (aiinu, B AKUX 30epiraroThes KoHpirypariii mpuctporo: startup-config Tta running-
config. @aiinu moToyHOT KOHPIryparii MOXyTh OyTH 3MiHEHI, SIKIIO BOHU He Oynu 30epexeni. Daim
KOH(]irypaIii Tako) MOKHA 30epiraTu Ta apXiByBaTH Y TEKCTOBUM IOKYMEHT.

[P-ampecu DO3BOJNSAIOTH MPUCTPOSIM 3HAXOIUTH OAMH OJHOTO Ta BCTAHOBIIOBATH HACKPI3HE 3'€ THAHHS
B IuTepreri. KokeH kiHueBWil mpucTpii B Mepeki MoBUHEH OyTHM HajamrToBanwii 3 IP-ampecoro.
Crtpyktypa anpecu IPv4 Ha3uBaeThcst KParKoBO-IECATKOBUM MMO3HAYCHHSIM 1 MPEACTABIEHA YOTHPMA
IeCcITKOBUMH unciiamu Bix 0 1o 255.

Anpecy IPv4 MoxHa BBOAMTH Ha KiHIIEBUX MPHUCTPOSAX BPYyUHY a00 aBTOMATHYHO, BUKOPHUCTOBYIOUH
npotokoa auHamigHOi KoH(irypamii xocra (DHCP - Dynamic Host Configuration Protocol).
[Ipotokon DHCP poOuth MOXIHMBOIO aBTOMaTHYHY KoHQirypauito agpecu IPv4 st xoxHOTO
KIHIIEBOTO mpuctporo, mo niarpumye DHCP. 11[o6 orpumartu BigganeHuil JOCTYIl 10 KOMyTaTopa, Ha
BipTyasibHOMY iHTepdeiici komytatopa (SVI) moBunHi Oytn HamamroBaHi IP-agpeca Ta Mmacka
nigmepexi. Illo6 wamamTyBatm SVI Ha KoMyTaropi, BHUKOPHUCTOBYHTE KOMaHAy T00aabHOT
koH(pirypaii interface vlan 1. Vlan 1 - ue e ¢izuunuii, a BipryansHuii iHTepdeiic.

TakuMm ’x€ YMHOM, SK BU BUKOPUCTOBYETE KOMAaHIM 1 YTWIITH, Taki SK IEpeBipKa MEpPEexHOl
KOH(iryparri By3/ia, BU TaK0)X BUKOPUCTOBYETE KOMAH/IU JJI TIEPEBIPKU 1HTEPPEICIB 1 HaAITYBaHb
ajipec MPOMIDKHUX MPHUCTPOiB, TAKUX K KOMyTaTopu i mMapuipytuzaropu. Komanaa show ip interface
brief nepeBipsie cran iHTepdeiiciB komyTtaTopa. Komanma ping Moke BUKOPUCTOBYBATHCS IS
NEepeBIPKY MiJI'€THAHHS IO 1HIIOTO MPHUCTPOIO B Mepexi abo BeO-caiiTy B [HTEpHETI.
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KontpoabsHna pobora 3 po3ainy - bazoBi HanamTyBaHHsI KOMYTaTOpa i KiHIIEBOI0 NPHUCTPOIO

1. AKe TBEpKEHHA BipHE BIOHOCHO dhalny NOTOYHOT KOHMirypauii Ha npuctpoi Cisco
1057
() Bin 3GepiraeTbes B NVRAM.
[_:} Woro cnig BMganuTi 3a JOMNOMOroK KOMaHaW erase running-config.
l,—"’_"'\ " " .
(_) BiH aBTOMaTW4HO 36€epiraeTbCs NpU Nepe3aBaHTaxeHHi MapLLpyTusaTopa.
-

S ey . . - .
(') BiH BnnmBae Ha po6oTy NPUCTPOIO Bigpasy nicns #oro Moamdikawyii.

2. Aki oBa TBEpPOKEHHS BiPHI LWOOO KOPUCTYBaUEKOro pexumMmy EXEC? (OBepite aBa
BapiaHTK.)
D MoxyTb BYyTWU HanalwToBaHi iIHTepdencH | NPOTOKONK MapLUpyTU3aLji.

D HocTtyn oo pexumy rnodanbHol KoHgirypauii MoXHa oTpUMMaTK 33 JOMNOMOroH
BBE[EHHA KOMaHaW enable.

D MoxHa noguBUTUCA TINbKW OeAK acnekTh HanawTyBaHHA MapLUpyThu3aTopa.
D Bci komaHOW mapLipyTU3aTopa OOCTYHI.

D 3anuT NPUCTPOID ANS LbOT0 PEXUMY 3aKIHYYETECA CUMBOMOM «>»,

3. AKni TMN gOocTyny 3axULEHO Ha MapLpyTuaaTtopi Cisco abo KomyTartopi 3a
AONOMOrow KomaHaW enable secret?
L
() MoptT AUX
() KoHconkHa niHis
(") BipTyanbHi TepMmiHanu
R

" imar Y
(_) MpusineioBaHuin pexum EXEC



4. AU IHTEpdENC € iIHTepdercom SVI 3a 3aMOB4YBaHHAM Ha KOMyTaTopi Cisco?

Y

() VLAN99
Y

(") VLAN100

Ty
(") VLAN999

p.

Y
() VLANT

5. HKi Tpu yrogu npo iMeHyBaHHA € YacTUHOK pekoMeHdalin Npy HanawTyeaHHI
iMeHi By3na 4epes KOMaHOHWA PROOK Ha NpucTposx Cisco? (O6epiTe TpK
BapiaHTW.)

D Ha3Ba BYy3na Mae€ 3akiH4yBaTWUCA cnewianbHUM CUMBOIIOM
D Ha3Ba By3na mMae OyTn MeHLe 64 CMMBONIB Y JOBKUHY
D Ha3Ba By3Na He NoBWHHAa MICTUTK nNpobinie

D Ha3Ba By3na Mae NnoYvHaTUCS 3 NiTepu

D Ha3sBa By3ana noBMHHa GYTW 3anuncaHa nitepamMu HWXHLOTO pericTpy

6. AKa dyHKUIA oBonoHKW onepauiiHol cuctemu?

Yy i
\J BoHa Hagae NOCNYTU 3aXUCTY BIO BTOPrHEHHA ONA NPUCTPORD.

() BoHa B3aemoyie 3 anapaTHM 3aGe3ne4eHHsM NPUCTPOIO.

ij BoHa B3aemogie MiXK KOpUCTyBa4amMu Ta SOpom.

N Pp— ;
(_) Boxa Hapae cnevjianisoBaHi cny6u 6paHamayepa.
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7. MapuwpyTusatop 3 gilo4oro onepauiiHo CUCTEMOK MICTUTEL dparn KoHdirypadil,
Lo 3BepiraeTbea B NVRAM. Y chaiini KoHdirypadil € naponk Ha nNpueineioBaHWi
PEXUM, ane Hemae napons KoHconi. Konv MapLupyTWu3aTop 3aBaHTaXWTbCs, AKUIA
pexum Dyae Bigobpaxatmca?

Y ina Y

() MNpueineoBaxui pexium EXEC
N

() Pexnum HanawTyBaHHs

Ir"“\

() Pexum rnobankHoi koHdirypauyii

Y 14
W, KopucTyBaubkuii pexum EXEC

8. AOMiHicTpaTop LWOWHO 3MiHMB IP-aapecy iHTepdeicy Ha npucTpoi 10S. Wo we
HeoOXigHO 3po0KUTK 4ng Toro, Wod 3acTocyBaTk Ui 3MiHW 4O NMPUCTPOID?
l,—'"_"\\' " . ar ma . m
() 3bepert cTapToBy KoHdirypalljio y pain NoTo4Hoi KoHdirypaLli.

l("_"\' " . ' = a
() Hi4oro He Tpeba pobuTi. 3MiHM KOHCIrypaLil Ha NpUCTpol I0S BCTynatoThb B
cuny, SK TiINbKKM KOMaHaa HabpaHa npaBunbHO | HATUCHYTA KNaeilwa Enter.

'i_j' MNepe3aBaHTaXWUTW NPUCTPIA | BBECTK yves, KONK 3'9BUTLCA 3anuT Ha
3bepereHHA KoHdirypauii.

Fa . . — . .
(_ ) 30eperTi noTo4HY KoHdpirypauliio y dpain ctapToBol KoHdirypaui.

9. AkMiA BUO Nam'aTi Ha MmapLlupyTuaaropi abo komytartopi Cisco BTPaTUTh BECh
KOHTEHT nif Yac nepe3aBaHTaXeHHA NPUCTPOKD?

Y
() NVRAM
- '

() drew-nam'ats (flash)

' '

(_) onepatueHa nam'atb (RAM)

[_j MOCTIMHWIA 3anam'AToBYBaNLHUIA MPUCTPIN (ROM)



10. Homy TexHIK BBOOAWTE KOMaH4y copy startup-config running-config?

P . . i . .
(_) Ana KonitoBaHH icHyI040i KOHirypaLyi B onepaTtieHy nam'ars
Fam . .

(_) wob BuganuT1 BCi KOHdirypauji 3 komyraropa

P . o . .
() wob 3MiHUTI HaNawWTyBaHHS HOBOI CTApTOBOT KOHirypaLlji

II,-'_'\\‘ e 1 -
(_) Ana 36epexeHHs NoTo4HOT KoHdirypaLlii B NVRAM

11. Axi pyHKUIT Hagae DHCP?

£y

() aBTOMaTM4HE NPUCBOEHHS IP-aapeck KOXHOMY Byany
(") TECT HaCKPI3HOrO 3'€HAHHS

N -

() mvcTaHujiiHe KepyBaHHS KOMYTaTOpOM

ij nepeknag IP-agpec Ha AoOMeHHI imeHa

12. Axi ABi yHKUIT HAQae KopMcTyBa4Yam KOHTEKCTHO-3anexHa gosigka CLI Cisco
I0S? (ObepiTe ABa BapiaHTK.)

D HaJaHHA NMOBIAOMIEHHSA NPO NOMWUIKY Mif Yac HAACUTAHHA HENPaBUIBHOT
KoMaHaw

D BWOIp HaWKpaLlol KoMaHaW ANA BUKOHaHHA 3aBOaHHA

D [03BONAE KOPUCTYBAYEBI 3aBEPLUMTI 3aNMULLOK CKOPOYEHOT KOMaHAW KNaBillewo

TAB

D BU3Ha4YeHHS TOro, AKWIA napameTp, Knoyoee cnoBo abo aprymeHT OOoCTYNHWIA
Ansa BeeeHoT KomaHau

D MoKa3 CNWCKY BCiX AOCTYMHUX KOMaHA Y NOTOYHOMY PeXUMI
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13. Y akomy micUi nam'aTi MapwpyTuaaTtopa abo komyTatopa Cisco 36epiraetbcs
(haiin cTapToBOl KOHMirypauii?

{:_:} tonew-nam'arb (flash)

() NVRAM

') onepaTtvBHa nam'sitb (RAM)

AN

) MOCTIMHUIA 3anam'ATOBYBanNLHWIA MPUCTPIR (ROM)

14. [lo akol nigmepexi BigHocUTECA IP-agpeca 10.1.100.50, AKWO BUKOPUCTOBYETLCA
Macka nigMepexi 255.255.0.07

L
(1) 10.1.100.0

() 10.0.0.0

N
(1) 10.1.100.32
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