[Ipuknaana kpunrosoris Ta 6e3nexa [13

JIABOPATOPHA POBOTA Ne 3. ACUMETPUYHI KPUIITOCUTEMU

Mema pooomu: HaOyTH YMIHHSA 13 TeHEpalliil KI04iB, 3au@pyBaHHs 1 1emnppyBaHHs
MOBITOMJICHHSI 3a JOIIOMOTOI0 aJIropuT™My RSA, AOCHIAUTH airoput™M OOMIHY KIHOYaMHU
Hiddi-Xennmana, Ha OpakTULl 3AIMCHUTH (OpMYBaHHS CIUIBHOTO KJIOYa MDK JBOMA
aOOHEHTaMHU.

Mamepianvno-mexniune 3aode3neuennsa: IIK 31 BCTaHOBIEHUM NIPOrpaMHUM

3abe3neuennsiM MS Excel ta qoctynom no mepexi [aTepHer.

Teopemuuni gioomocmi
KPHIITOCHCTEMMH 3 BILIKPUTHM K/TIOYEM

Axumu 6 He Oy HATIWHUMU Ta MBUJIKAMUA CUMETPUYHI KpunTorpadiuai cucTeMu — ix
c1abKMM MiCIeM, MiJ 4Yac MpPaKTUYHOI peaiizallii, € mpobiema oOMiHY Kiodamu. Jlis
BUPILIEHHS 1I€T 1 pAAY IHIIUX MpoOsieM OyiM 3apolOHOBaH1 KPUIITOCUCTEMH 3 BIIKPUTUM
KITFOUEM, SIK1 HA3UBAIOTh TAKOX aCHMETPUYHUMH KPUIITOCHCTEMAaMH.

Konuenuiss kpunrorpadii 3 BIAKpUTUM KiroueM Oyina BucyHyrta Birdingom [iddi
(Whitfield Diffie) Ta Maprinom Xenmanom (Martin Hellman), 1 okpemo Pansdpom Mepkiiom
(Ralph Merkle). ¥V acumempuunux kpunmocucmemax njisi mm@ppyBaHHS BUKOPUCTOBYETHCS
OJIMH, BIIKpUTUN (ITyOJIIYHUHN, 3araibHOIOCTYITHUNA) KIIFOY, a /Uil AemudpyBaHHS — IHIIUH,
3aKPUTHI (CEKPETHHM, MPUBATHUM). 3aKpUTUN KIIFOY Ta BIAKPUTHMN KITIOY — 1€ JIBA BEJIUKI
quciaa, 0O0YMCIICHI Ha OCHOBI JICIKOTO aCUMETPUYHOTO aJIrOpUTMY. BiakpuTuii Moxke OyTH
JOCTYITHUM Oyab-SKOMY YYacCHUKY Tpoliecy iHdopmariiiinoro oominy. [Ipu dyomy, 3HaHHS
BIIKPUTOTO KJIFO4a HE 103BOJISIE OOYMCIUTH BIAMOBIAHUN 3aKPUTHUNA KITFOY.

Inest xpunrtorpadii 3 BIAKPUTUM KIIIOUEM JIyXkeE TICHO MOB'A3aHa 3 11€€10 0OHOOIUHUX
pynryitl, T06T0 Takux GyHKIii f(x), M0 MO BiIOMOMY X JOCHTH IIPOCTO 3HANTH 3HAYECHHS

f(x), Toni sk BusznaunTu X 3 f (x)cknanno (puc. 3.1).

JIETKO OOYUCIUTH

X > ()

BAXKKO OOUYUCITUTH

A

Puc. 3.1. Cxema pobomu 00H00iuHUX PyHKYill
Takok BUKOPUCTOBYIOTHCSI 00HOOIUHI (hyHKYiI 3 1a3iéKoro. J1a3iBKa — I1e TIEBHUI CEKpeT,

1o joroMarae posumdpysari. ToOTo iCHye Takuii Yy, o 3Haroud f (X), MOKHA OOUYHCITUTH

X.
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AJITOPHTM LHIH®PYBAHHA RSA

Hait6inpmr mpocTuM aJis pO3yMiHHS Ta peajlizallii € ajJroOpuTM 3 BIIKPUTUM KIHOUEM
RSA, Ha3Banuii Ha yecTh Tpbox aBTOpiB — Pona PiBecta (Ron Rivest), Axi [lamipa (Adi
Shamir) i JIeonapnaa Eqnmana (Leonard Adleman).

besneka RSA 3acHoBaHa Ha CKJIAJHOCTI PO3KJIAJJaHHA Ha MHOXHUKU BEJTUKUX YUCEI.
Binkputuii 1 3aKkpuTHil K04l € (QYHKUISIMU ABOX BEIMKUX MPOCTUX YHUCEN PO3PSATHICTIO
100...200 necstkoBux 1udp 1 HaBITh OuIbIIe. BiTHOBIEHHS BIAKPUTOrO TEKCTY 3a
mUGPTEKCTOM Ta BIAKPUTHM KITFOYEM € PIBHO3HAYHE 10 PO3KJIAIaHHS YUCJIa HA J[Ba BEJHUKI
IIPOCTI MHOXKHHUKH.

I'enepanis kia04iB

1. BubupatoTbcs 1Ba BEJIMKUX BUMAJAKOBUX MPOCTUX YKCTA, P 1 q (1711 MAaKCUMabHOT
0e3MeKu p 1 q BapTo 0OMPATU PIBHOI JOBKUHH).

2. O0UUCITIOETBCA TOOYTOK (MOJIYJIb CUCTEMH): N =D - q .

3. O6uucnmioetscst  ¢yHkuis Einepa @) = @(pq) = (p — 1)(q — 1). Pesynbrar
pO3paxyHKy JaHoi (PYHKIIIT TOPIBHIOE KUIBKOCTI IOJATHUX YUCE, SIK1 HE OUIbIIE 1 1 B3AEMHO
POCT1 3 7.

4, BUnagxoBUM YHHOM BHOUPAETHCS YUCIIO e (Kiarou mmdpyBaHHs), Take 1m0 1 < e <
@ (n) ta B3aeMHo mpocTte 3 @(n).

5. 3a momoMororw posmmpeHoro aaroputMy EBkimima 3Haxomuthes yuciao d (Kimrou
nemmppysanns), take mo ed = 1(mod ¢(n)) .

6. [Tapa (e, n) myOmiKyeThCsl y SIKOCT1 BIAKPUTOTO KITIOYA.

7. ITapa (d, n) BUKOHYE POJIb CEKPETHOTO KJIF0Ya 1 TPUMAETHCSI TAEMHHUIII.

JIBa mpocTux uncna p 1 q 6inbine He moTpiOHI. [IpoTe BOHM HE TOBUHHI OYTH PO3KPHTI.

3ammppyBanns

Jlns mudpyBanHs nmoBigomiieHHs M BOHO crmoyaTKy po3OuBaeThes Ha 1U(PPOB1 OJI0KH,
MeHIm N (I JBIMKOBHUX JaHUX BHOMPAETHCS HAHOUIBIINKM CTEMiHb YKMCla 2, MCHIIHH N).
ZammdpoBane nosimomieHHss C Oyxae ckmnamarucs i3 OmokiB c¢;. @opmyna mmdbpyBaHHsS
BHUIJIS/IA€ HACTYITHUM YHHOM: C; = m{ mod n.

HemmmdpyBanns

Jns nemmdpyBaHHS TOBIJIOMJICHHST BI3bMEMO KOXHHUW 3amm@poBaHUN OJOK ¢; 1

o6unciumo: m; = cff mod n.
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Hpukaax 3.1:

Zamudpyemo mnoinominenHss KHUI'A, mo ckinagaerbest 13 CUMBOIMIB YKPaiHCHKOTO
andaiTy Ta MPECTABIAETHCA K MOCTIIOBHICTD 1mx yucen M = 14 17 10 3 0.

Jist mpoctoTd obuucieHb OyJeMO BHUKOPUCTOBYBAaTHM HEBEJIMKI 4YHCIA, MPOTE
nam’STaEMo, 1110 Ha MPAKTHULl 3aCTOCOBYIOTh AYK€ BeIuki mpocTi yucia. Odepemo p = 3 1
q=11, Tonin=p-q=3-11=33.

O6umcanmo @(33) = 2-10 = 20.

Bubepemo (BumagkoBo) e =3 Ta mepeBipuMO BUKOHaHHA yMoB: 1 < 3 < 20,
HC/I(3, 20) =1.

Busnaunmo d — kimtou nemmdpysanns 3 piBHsaHHA 3d = 1(mod 20).

Jlns1 po3B’si3aHHS PIBHSHHSI BUKOPHUCTAEMO posuuperuti areopumm Eexnioa:

1) MOCTiJIOBHO BUKOHYEMO JUICHHS 3 OCTAuel0 IONEPeJHhOr0 3HAYCHHS 7;_; Ha
HACTYTHE 77, Y BIAMOBIAHICTIO 3 PIBHICTIO 7;_1 = 1;(;4+1 + Tij4; (K0 1; = 1, TOMI 3yNMUHSIENO
nporiec);

2) BUKOPUCTOBYEMO PEKYPEHTHE CIIBBIIHOIICHHS Uj 11 = Uj—1 — Jij+1Ui;

3) BUKOPUCTOBYEMO PEKYPEHTHE CIIBBIIHOMICHHS Vj 41 = Vi_1 — (i+1Vi;

4) 100 movyatH Mporec BUKOHAHHS aJIrOPUTMY, BUKOPHCTOBYEMO 3HaueHHsS 1y = 20,

T‘1=3,u0=1,u1=0,v0=0,v1=1.

i ri qi ui Vi

0 20 1 0

1 3 0 1
2[20mod3=2]20div3=6] 1-6:0=1 | 0-6-1=-6
3] 3mod2=1] 3div2=1 |0-1-1=-1]1-1-(-6)=7

Bukxonyemo nepeBipky 3 - 7 mod 20 = 1. Takum unnom, d = 7.

OnyOmikyemo Bigkputuii kitou (e, n) = (3,33).

30epiraemo B TaeMHulli cekpetauit kimou (d, n) = (7,33).

Zammdpyemo nosigomsieHHss M = 14 17 10 3 0, uro cknagaeTbes 13 T OJI0KIB M

c; = 143mod 33 = ((14*mod 33) - (14' mod 33))mod 33 = (31-14)mod 33 =
=434 mod 3 3 = 5;
¢, =173mod33 = ((17°mod 33) - (17' mod 33))mod33 = (25-17)mod 33 =
= 425mod 3 3 = 29;
c; = 103mod 33 = 1000mod 33 = 10;
c, =33mod33 =27mod33 =27,
cs = 03mod33=0mod33=0.
Hlugppomexcm: C =529 10 27 0.
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Hns  nemudpyBaHHs TOTPIOHO TakoX BUKOHATH TIAHECEHHS JO CTEIEeHS,
BUKOPHUCTOBYIOUH KJIFOU JemrpyBaHHs 7:

my; =5"mod33 = ((5*mod33)-(5mod33))mod33=(31-26)mod33 =
= 806 mod 33 = 14;
m, = 29" mod 33 = ((29*mod 3 3) - (293 mod 33))mod33 =
= (((29%))?mod 33) - (292mod 33) - (29mod 33))mod33 = (25-16-29)mod 33
= 11600mod 33 = 17;
ms; = 10" mod 33 = ((10*mod 3 3) - (103 mod 33))mod33 =
= (((10%))?2mod 33) - (10°mod 33) - (10mod33))mod33=(1-1-10)mod33 =
= 10mod 33 = 10;
my = 27" mod33 = ((27*mod33) - (273mod 33))mod33 =
= (((27%))?mod 33) - (272mod 33) - (27mod 33))mod33 =(9-3-27)mod 33 =
= 729mod 33 = 3;
ms =0"mod33=0mod33=0.
Bioxpumuii mexem: M = 14 17 10 3 0 = KHUTA.

AJITOPUTM OBMIHY KITIOYAMMHU JIIODI-XEJIMAHA

[IpoTokon oOminy kimodamu iddi-Xeamana 103BoJIsIE TBOM CTOPOHAM OTpUMAaTH
CHUTPHUN CEKPETHUH KII0Y, BUKOPHUCTOBYIOUM HE3aXHUINCHHWH BiJ MPOCITYXOBYBaHHS, aje
3axXUIIEeHUH BiJ Moaudikalii kaHaj 3B’ s13Ky. OTpUMaHUi KIH0Y MOYKHA BUKOPUCTOBYBATH JIJIs
CUMETPUYHOTO MU(PpyBaHHS MOBIAOMIICHb. AJITOPUTM 3aCHOBAaHUI Ha CKJIQHOCTI OOYMCIICHD
JUCKPETHUX JIorapudmis.

[Tpunyctumo, kopuctyBadi A 1 B MaloTh HaMip OOMIHSTHCS KIIFOUaMH 33 aJTOPHUTMOM
Hiddi-Xenmana, CyTh SKOTO MOJIATAE B HACTYITHOMY (pucC. 6.2):

1. A1 B cuinbHO 00MparOTh MPOCTE YUCIIO P 1 Iijie unciio g Take, mo 1 < g<p—1ige
MEPBICHUM KOPEHEM P .

Ilepgicnum kopernem 3a MoOyniem P HA3UBAEMbCSA MAKe YUCIO (, WO Npu NiOHeceHHs 00

cmenemtio gimod p 6ci tioco cmeneni i € {1,...,p — 1} 3a mooyrem p npobicaiomsv no écim

YUCTIAM 63AEMHO NPOCUM 13 .

Hexaiip = 5. Vci 63aemno npocmi uwucna 3 p: 1, 2, 3, 4.

Enemenmu 2 ma 3 € nepsicnumu xkopeuamu 5.

1
11 =1mod5
12 = 1mod 5
13 = 1mod5
1* = 1mod 5

2
21 =2mod5
22 =4 mod5
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23 =8mod5 =3 mod5
2* =16 mod5 = 1 mod 5

3
31 =3 mod5
32 =9mod5=4mod5
332 =27mod5 = 2mod5
3*=81mod5=1mod5

4

4' = 4 mod 5

42 =16 mod 5 = 1mod 5

43 = 64 mod5 = 4mod5

4* =16 mod 5 = 256 mod 5 = 1 mod 5

2. KopuctyBau A BHOMpae BUIQJKOBE IijJe YUCIO X < p, o0UMCIOE X4 = g¥ modp Ta
BIJIITPaBJIsie HOTO KOPUCTYBaYEBi B.
3. KopucryBau B BuOMpae BHUMAAKOBE Iijie 4uCIIo Yy < p, oduucioe ygz = g”¥ mod pra
BIJIIIPaBJIsiE€ IOTO KOPUCTYBayeBl A.
4. KopucryBau 4 009UCITIOE 3aKpUTHI KITt0Y 3a hopmyroro k, = y§ mod p.
5. KopucryBau B o6uncioe 3aKkpuTHil K104 3a hopmynow kg = xj’ mod p.
i 181 popmynu oOGuMCIeHHs Jal0Th OJHAKOBI pe3yybTaT. BiakpuTrmMu napameTpamu

€: P, g, X4 Ta yp. 3aKpUTI IapaMeTPH: X, Y.

p.g p.9
AOGoHeHT 4 AOoHEHT B
X4
xg = g*modp yp =g’ modp
k, =ysmodp YB kg = x; modp

Puc. 3.2. Cxema npomoxony oominy knrouamu /lihghi-Xenmana
Ipukaax 3.2:

Hexait p =11, g =2.

x =4, o6uncaumo x4 = 2*mod 11 =16mod11 = 5.

y =6, 06unciumo yz = 2°mod 11 =64mod11 =9,
ky=9*mod11=(9%)?mod11=4*mod11=16mod11 =>5.
kg =5°mod11=(5%?mod11=4?mod11=16mod 11 = 5.

ok 0 Ddp e

CekpeTHuil K104, 00UMCIIeHU 000Ma CTOPOHAMU — O.
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3aeoanna 00 1adopamopHoi pooomu

3aeoanna 1

Peanizysamu 6 cepedosuwyi MS Excel abo na 06y0v-aKiti MOBI npocpamyeanus pooomy
acumempuunozo kpunmoepagiunozo ancopummy RSA. Kpoxu aneopummy wiugpysanns 3i
CKpIHUWoOmamuy onucamu y 36imi.

3HAYEHHs NapaMmeTpiB P 1 ¢ Ta BIIAKPUTOIO KJIKOYa € BU3HAYAETHCS 3rIJTHO BapIAHTY.
3ammdpyBatu 4UCIo, MO BIAMOBIAAE KITBKOCTI JIITEP Y BAIIOMY TMPI3BUIII Ta AemudpyBaTi
OTpUMaHUi IMHUQPPOTEKCT. 3pa30K BUKOHAHHS 3aBJIaHHA HAaBEJACHO Ha PHUCYHKY HHXKYeE
(puc. 3.3).

Jlns mepeBipku MoKHa BUKopucTaTh: hitps://www.cryptool.org/en/cto/rsa-step-by-step.

A B T D E F G H | ] K L M N o P Q R s

1 FeHepauia kntovis RSA | ‘ 3awwndpyBaHHA |

. p= 47 Posuiupenuii aneopumm Eckid M | 10  [c | 3269 ¢ =m®modn
4 Q= 71 i r q u v

s| n=| 3337 0] 3220 1 0

. o(n) =] 3220 1 79 o 1 | BewndpysanHs |

7 2| 60| 40 1 40

. e= 79 1 30 190 1] 1] 41 Cc | 3269 M| 10| m = c% modn
o d=]| 1019 3] 3 4| -163

10 1 6] -25| 1019

" edmod p(n) =1

:

14 CTeneHi 79 Cteneni 1019

10 10 2083 100 1014
100 20 2462 200 400|
1000 30 801 300 1823
3326 40 1452 400 3161
3227 50 3232 500 1734
2237 60 897 600 3014 1226 60 2309 600 1663
2348 70 1776 700 2841 57 70 2841 700 356
121 80 2657 800 943 8 2798 80 332 800 2743
1210 30 1042 900 1820 9 3282 90 316 300 1741
2083 100 1014 1000 119 10 403 100 542 1000 2588

Puc. 3.3. Peanizauisn wmugpy RSA ¢ MS Excel

3269 10 403 100 542|
1287 20 2233 200 108
2583 30 2246 300 1807|
1217 40 811 400 1653

669 50 3144 500 1610|

=
VB W e
O U e W e

™
™
5w om o~

o
R
=

BapianTt Ne p q e
1. 41 43 23
2. 53 61 11
3. 29 37 31
4. 37 53 17
S. 67 79 23
6. 19 41 29
1. 23 83 21
8. 31 61 13
Q. 17 97 13
10. 59 83 19
11. 103 107 11
12. 73 89 23



https://www.cryptool.org/en/cto/rsa-step-by-step

[Ipuknaana kpunrosoris Ta 6e3nexa [13

3asoanns 2

Peanizyeamu 6 cepedosuwi MS Excel abo Ha 6y0b-sKili MO8I NpO2PaAMYBAHHS ANCOPUMM
oominy xmouamu Jligpgi-Xenimana. Kpoxu aneopummy wughpysanus 3i cKpinwomamu
onucamu y 36imi.

3HAYeHHs MapaMmeTpiB p 1 g Ta X 1 Yy BU3HAYAETHCA 3TIHO BapiaHTy. O0uMcIuTH
3HAUEHHS BIJKPUTUX TapaMmeTpiB X4 Ta Y Ta 3AIMCHUTH OOMIH HUMHU MDK aOOHEHTaMHU.
Busnauutu cexpetHi kintoui K4 Ta Kp, aKkuMu aO0OHEHTH HE OOMIHIOIOTHCS. 3pa30K BUKOHAHHS

3aBJIaHHs HABEJCHO Ha PUCYHKY HUXk4e (puc. 3.4).

A B C D E F G H ) K
1 p= 23
2 g-= 7
3
4 A6GoHeHmM A A6oHeHm B
5 X = 7 y = 8
s XA-= S yB = 12 yB = 12 XA = )
7 KA=| 16 kB = 16
Puc. 3.4. Peanizayin ancopummy oominy knrwouamu /lighghi-Xenmana
BapianTt Ne p g X y
1 — aGouenr A | 12 — abonent B 23 5 7 8
2 —abouenT A | 11 — abouenr B 13 6 4 5
3 —abonenTt A | 10 — abouenr B 11 7 5 8
4 — aboueHt A | 9 — abouent B 17 6 4 7
5 —abouent A | 8 —abonent B 23 7 6 4
6 — abouent A | 7 —abonent B 19 3 7 5

/13: 3HaiiTu nepBicHI KOpeHi 77

Koumponwui 3anumanus:

1. YV yoMy nossirae iiest KpUITOCUCTEMH 3 BIAKPUTUM KITtoueM?

[ToHATTSI OTHOCTOPOHHBLOT QYHKIIII.

JlaiiTe XapakTepuCTUKY aaroputmy mudpysanHs RSA.

Ha ocHoBI Akux ormepairiii BiOyBa€ThCSA CTBOPEHHS 3aKPUTOrO KJIKOYa 13 BIAKPHUTOTO y
RSA?

Ha yomy 3acHOBaHa CKJIaJIHICTh 351aMy anroputmy RSA?

Onuunite anroput™ mwudpysanssa Enb-I"amans.

OmnumniTe anroputM oominy kirodamu Jiddi-Xenmana.

Ha gomy 6a3yeTbcst KpUNITOCTIMKICT MPOTOKONTY 00MiHy kimtouamu Jiddi-Xemmana?

oW

N O



